Installing i500 and Entrust 5.0 - Version 1.2

The i500 Enterprise Directory Server is an X.500 and LDAP compliant directory for use with public key
infrastructures. These instructions apply to the installation of general release 8A.2 for Windows NT Server.

The Entrust 5 is a software system that manages cryptographic keys for users.

Also, | would like to suggest to print out this document and check mark every step you have done.
Especially all the command line stuff later in this document.

Prerequisites

Hardware (minimum required)

* Pentium 166 MHz
* Virtual Memory: 128 MB of swap space
* Installed Memory: 96MB (128 MB recommended - I've used 256 MB)

Software

NT Server 4.0
Service Pack 3 or higher for NT 4.0
Internet Explorer 5.5
ICL - i500 -8A
1500 Patch Files, consists out of:
. 8242nthin.exe (5610kb)
. 8242ntdsk.exe (190kb)
. 8242ntsys32.exe (184kb)
. Idap81162bin-nt.exe (687kb)
. Idap81162lib-nt.exe (79kb)
config8a2.i500
config8a2.bat
License String for ICL i500 Directory Server
. Serial Number:
Q License String for Entrust/Authority User Limit
» Serial Number:
» Enterprise User Limit
« Enterprise Licensing Code

OD0O0ODO

Oooo

Preparation

Before you start with the actual i500 installation, make sure you have a brand new Windows NT 4.0 Server
(without Microsoft Internet Information Server) on an NTFS partition installed. If you have FAT, you have to
convert to NTFS !
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Installing i500 and Entrust 5.0 - Version 1.2

NT Server Configuration (mandatory)
1. Act as part of the operating system

From the Start menu, select Programs, then Administrative Tools (Common), then User Manager for
Domains.

From the policies menu, select User rights.

Select ™ Show Advanced User Rights

+ User Manager - \WGE-ENTRUST-1 =13

User View Policies Options Help

Username Full Name

¥ oAd g
€ Guest

Computer  GE-EMTRUST-1

Right IAccess this computer from network - Caneel

Access this computer from network,
Act az part of the operating sustem
Add workstations to domain
Back up files and directories
Bypass traverse checking Add |

Power| Change the spshem time hd —
Bemove

Grant T|

Admini

¥ Show Advanced User Rights

Groups ‘Description
Administrators kembers can fully administer the computeridomain
Backup Operators Mermbers can bypass file security to back up files
Guests Users granted guest access to the computerfdomain
Power Users Mermbers can share directories and printers
Replicator Suppons file replication in a domain
Users Ordinary users

Scroll down the “Rights” and find Act as part of the operating system. Click on Add.

Add Users and Groups [ ]

List Mames Fram: |5 wWGE-ENTRUST-1* =

MNames:

‘@G uests Users granted guest access to the cum[d

ﬁ INTERACTIVE Users accessing this object locally

= METwWORK Users accessing this object remotely

Ba@Power Lsers tdembers can share directories and print

BaF eplicator Supparts file replication in a domain
Users Oidinany users

: ¥ Administrator Eluilt-in account for administering the cod

i

ﬁ Guest Built-in account for guest access to the =
Add Stiovy [ sers femters... Search.. |
Add Mames:
OK | Cancel Help
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Installing i500 and Entrust 5.0 - Version 1.2

Click on Show Users -> Find Administrator and click on Add

2. Log on as service
Similar to Step 1, do the same procedure for another User Right. Find Log on as System and add the
User: Administrator to it.

3. Have a permanent IP Address configured
When the PC is configured to obtain an IP Address out of DHCP, you have to change the IP Address to
a permanent IP Address.

4. Edit Host File with the IP Address

The host file resides in WINNT\SYSTEM32\DRIVERS\ETC\hosts

HOSTS
I In Falder: CAMIMMTLSYSTEMIZ\DREIVERSIETC
Size: 734 bytes

Search Results Type: File
Modified: 12/7/1999 12:00 PM

# Copyright (c) 1993-1999 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#

# For example:

#

# 102.54.94.97 rhino.acme.com # source server

# 38.25.63.10 x.acme.com # x client host

127.0.0.1 localhost

192.168.10.200 GE-ENTRUST-1 # this is the host name of your local workstation

5. Check availability of a frames based web browser, i.e Internet Explorer 5.x or equivalent
If you do not have a web browser installed, which supports frames, please install it, before you proceed
with i500 Installation.
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Installing i500 and Entrust 5.0 - Version 1.2

6. Administrator account should not have a password with a blank within
If your administrator password may have password, which also contains a blank like “san Francisco”,
please change it to a non-blank password, to avoid problems with Informix at Entrust service.

7. NTFS partition is mandatory
Informix (part of Entrust) requires for security reason a NTFS partition. This could also be drive D:, but
you have to remember, that Entrust needs to be installed on that drive, that is formatted with NTFS

8. Verify, that no i500 Directory Service is running
Open the Control Panel, search for Services and verify that no i500 Service is running. Usually, there
should no such service be installed, as you are asked to do the installation on a brand new and unused
NT Server.

9. Verify, that no SNMP Service is running
Open the Control Panel, search for Services and verify that no SNMP Service is running. If you see
SNMP installed, but not running, this should be fine.

10. Check Virtual Memory, to have at least 128MB
Open the Control Panel, search for System, click on performance tab and there you can see, how much
virtual memory you have available. With Change, you can modify the setting.

Syztem Properties K
Startup/S hutdawn | Hardware Prafiles I User Profiles
General Perfarmance I Enviranment

— Application Performance

Select the performance boost far the fareground application.

Boost: Maone e — J I a=imum
| \ {

— Yirtual bemary

Tatal paging file zize for all digk wolumes: 128 MB

ak | Cancel | Apply |

11. Once you run through all the Server configurations, including possible changes | highly
recommend to do a reboot, before you proceed.
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Installing i500 and Entrust 5.0 - Version 1.2

Running the Installation Program
Start the 1500 setup Program (ICL-i500-8A\isetup.exe)
Click OK to confirm the information box
Important!

that there are no 500 Directory Services mnning on

@ Before proceading with the installation pleaze ensure
thiz machine,

Canicel |

Click NEXT to accept the welcome screen.

1500 Enterprize Directory Server Installation

Welcome!

This inztallation program will ingtall 500 Enterprize Directon
Server.

Prezs the Mext buttan ta start the inztallation. You can press
the Cancel buttan now if pau da nat want b install 500
Enterprize Directory Serer at thiz time.

Lancel |

& Each

Click NEXT to accept the destination directory for the i500 files.
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Installing i500 and Entrust 5.0 - Version 1.2

Directory Server Installation

Select Destination Directory

Please zelect the directory where 500 Enterprize Directorny
Server files are to be installed.

C:%Program Filez\500 Browse. .. |

< Back LCancel

Click NEXT to accept the default choice of installing both components:

™ Server
M Client
The Client component is the Directory Administration Center (DAC — Tool

Select Components

Choose which components to install by checking the bozes
brelowy.

Free Dizk Space After Install is based on your current selection
of files to install. A negative number indicates that there is not
enough disk space to install the application to the specified

drive.
[ 500 Server 25194 k
|w 500 Client 33k
Digk. Space Required: 28807 k.
Digk Space Remaining: 1723900 k
Free Disk Space after Install: 1634099 k

< Back

Lancel |

Replace the domain name with the IP Address of the host on which you are installing the i500 software and
click NEXT

Copyright 2001 Rainer Bemsel www.bemsel.com - rainer@bemsel.com Page 6 of 42

CERTIFIED

This technical document has been created and

— evaluated by myself with the purpose to help friends

cemhm to get into new technology and installations. There is

Novelld no financial interest, however, please respect the
copvright.




Installing i500 and Entrust 5.0 - Version 1.2

1500 Enterprize Directory Server Installation

Confirm Domain Name
System (DNS) Properties
Please enter the DNS host name and DS

domain name, the format is:
DS host name. DMS domain name.

|1 92.168.10.200

< Back I Mext = I Lancel

Click NEXT to accept the default port number (1500)

1500 Enterprize Directory Server Installation [ %]

Enter i500 iCon Port Number

Flease enter the TCP-IP port number which iS00
iCon should use.

|1500

< Back Lancel
Click NEXT to accept the default i500 iCON working directory
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Installing i500 and Entrust 5.0 - Version 1.2

1500 Enterprize Directory Server Installation [ %]
Enter i500 iCon Working
Directory

Please enter the disk location for the iS00 iCon
configuration files.

IE:\iEon

< Back Mest » Lancel

Click NEXT to accept the installation parameters selected so far

1500 Enterprise Directory Server Installation

Check Installation

The following infarmation will be used to install iS00 Enterprise
Directory Server. If any is incorect uze the back button to
navigate and cormect the item.

Components Selected: 500 Server & 500 Client -
1500 Installation Directony: C:%Program Fileshis00

iCon Working Directory: C:\iCon
DWS Domain Mame: 192.168.10.200
iCon Port Mumber: 1500

=
] M
< Back Mest>  f Lancel |
Click NEXT to accept the Ready to Install screen
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Installing i500 and Entrust 5.0 - Version 1.2

1500 Enterprize Directory Server Installation E
Ready to Instali!

*f'ou have now completed the configuration for iS00
Enterprize Directory Server.

1500 iCon requires the Java Runtime Environment [JRE .
Press the Mext button to begin the installation of the JRE or
the B ack button to re-enter the configuration information.

< Back LCancel

Click YES to confirm installation of Java Runtime Environment
(A progress bar appears and then another install shield wizard loads)

InstallShield Self-extracting EXE B

Thiz will install Javaltm] Funtime Envvironment 1.7.6. Do you wish to continue?

Click NEXT to accept the Java Runtime Environment Welcome Screen

WwWelcome

‘welcome to the Java Runtime Environment Setup
program.  Thig program will ingtall Java Runtime
Environment on pour computer.

Itiz gtrongly recommended that you exit all \Windows programs
before running this Setup program.

Click Cancel to quit Setup and then cloge any programs pou
hawe running. Click Mest to continue with the Setup program.

‘WARMING: Thiz program iz protected by copyright law and
international reaties.

Unauthorized reproduction or distribution of thiz program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

Cancel |

Click YES to accept the Software License Agreement
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Installing i500 and Entrust 5.0 - Version 1.2

Software License Agreement E

Pleaze read the following Licensze Agreement. Press the PAGE DOWHN key to zee
the rest of the agreement.

| 1

Javaltm) Funtime Environment

Wersion 1.1.6
Binary Code License

Thiz binary code license [ 'License"] containg rights and restrictions

associated with use of the accompanying Java Runtime Enviranment

zoftware and documentation [Software"]. Read the License carefully

before uging the Software. By using the Software you agree to the terms ﬂ

Indicate whether you agree to the above license terms. If you select Mo, setup will exit

< Back Yes Mo |
Click Next to accept the default components

Select the components you want ta instal, clear the components
you do not want to install

LCompaonents

" Destination Directary ‘

C:4Program Files) avaSofthREST Browse... |
Space Required: 2936 K =
Space Available: 1717351 K Disk space.. |
< Back I Next > I Cancel |

Click NEXT to start copying files (A progress barr appears as files are copied)

Setup haz enough information to start copying Java Runtime
Environment files. If pou want to review or change any settings,
click Back. If you are satisfied with the settings, click Mext to
begin copying files.

Current Settings:

Companents ;I
Program Files

Target Directory
C:\Program Files'J avaSoft\JREY .1

i o

Cancel |
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Installing i500 and Entrust 5.0 - Version 1.2

Click FINISH to finalize the Java Runtime Environment installation (another progress bar appears)

Setup Complete

Jawa Runtime Environment Setup is now complete.

Select the option below if pou wizh to view the README file now
far more information about what's new in this release.

I~ es. | want to view the README file.

Click Finizh to complete Setup.

< Back I Finish I

Click FINISH to exit the installation program

Installation Completed!

The installation of 500 Enterprize Directory Server has been
successfully completed.

Press the Finish button to exit this installation.

[Earicel |

Click OK to restart your system and complete this phase of the installation

Install E

Thiz spstenm muzt be restarted to complete the
itstallation. Press the OF. button ta restart this
computer. Press Cancel ba return to 'Windows withaout
restarting.

Caticel

After reboot, the Internet Connection Wizard will start, if you haven’t been connected to the Internet before.
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Installing i500 and Entrust 5.0 - Version 1.2

Select
@ | want to set up my Internet connection manually, or | want to connect through a local area network (LAN)

Click Next

@ | connect through a local area network (LAN)

Click Next

Do not use any of following Settings

O Automatic discovery of proxy server (recommended
O Use automatic configuration script

O Manual Proxy Server

Click Next

Do not setup your internet Mail Account this time. If you need to use it, configure Internet Mail, once you
have finished i500 Directory Server Setup and Entrust 5 Setup.

O Yes
® No

Click Next
Click FINISH
Once you see the i500 URL

pttp://192.168.10.200:1500 you have achieved the first main part. If you have problems to get this page, or
anything else, do not continue further on, as the rest will fail !

ﬁ iCon - Microsoft Internet Explorer [_ o] ]
J File Edit Wew Favorites Toolz Help |
J &L =2 0 AN 3 B e 5 ?
Hack i Stop Refresh Home Search Favorites  History (LET] Size Frint
| tiddress |@ hitp://192.168.10.200:1500/ ~| @ta |JLinks
s ; ity [ I Dem il
3 'ﬂgi)ﬂ g Main ) Security [#] Add Dsa [[JNew D [ Demo DS
HELP
Main
LA - -
4 Schema Welcome to iCon, the ;500 Configurer.
M Dsas |

iCon i3 the tool designed to malce 1508 service management as easy as possible
ﬁ Servers This page gives vou a quick summary of your 588 service, and will show any problems as scon

. i as they ocour

Oppittans If you are new to i 588, you are strongly recommended to use iNTRE
@ view DIT

Manuals No registered DSAs

iCost hel;
me%m:sv::m " Poicoskar Main Page - J0

Remnowe help franme
Feedhack

KT

The Main Page displays:

- P - ) e o P =
& l_’_|@ Internet P
Copyright 2001 Rainer Bemsel www.bemsel.com - rainer@bemsel.com Page 12 of 42

CERTIFIED

This technical document has been created and

— evaluated by myself with the purpose to help friends
R to get into new technology and installations. There is
Novelld no financial interest, however, please respect the
copvright.



http://192.168.10.200:1500/

Installing i500 and Entrust 5.0 - Version 1.2

Minimize Internet Explorer

Creating a DSA for Entrust 5.0

Before creating your DSA, you must create a directory for the DSA database.
Create a folder in the root of drive C to hold the Directory Service Agent

Open a command prompt box

C:\> nkdir i500Dat a\ Ti mneSt epDSA

Change to your c:\DSA directory. To create a new database to hold the Entrust Schema you have to
execute following command line:

C.\> cd \i500Dat a\ Ti meSt epDSA
C:\ i500Dat a\ Ti neSt epDSA\ odscreate -w pernit -e “o=Ti meStep, c=CA" -i

In response to the following prompts, type the responses indicated in bold and blue

Pl ease enter the name of the DSA: cn=Ti neSt epDSA

Pl ease enter the nanme of the DSA administrator: cn=diradmn

Pl ease enter the administrator’s password: diradmn

Pl ease enter the t-selector for the DSA: 1002

Pl ease enter the license key: 031b4d85ch92afe6c67042ba35880c81
(Note: the license key above is a demo key and will expire on November 1, 2001)

If you do have a permanent license key, of course you should use your own key.

When odscreate is done, a message appears indicating that the log file is du.000 — for example,

Initialising the DSA

Readi ng country codes fromfile is03166

Adm n>Readi ng country codes fromfile is03166
Adm n>Logfil e was du. 000

Note: Check the log file du.000 for errors before proceeding. If any errors are reported in the log file du.000,
contact TimeStep Support for help before continuing with the configuration of your DSA for Entrust/PKI.
You also can be sure to have errors, when seeing before the line “Logfile was du.000 messages like
following example:

- There were 3 directory operation or scripting errors

- Failed to load the script
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Installing i500 and Entrust 5.0 - Version 1.2

Configuring the LDAP schema files
1. Execute Batch File
Copy the file config8a2.bat into c:\i500DATA\TimeStepDSA and execute.
Note: Only run this batch file once !
Open a command prompt box and change to c:\i500DATA\TimeStepDSA
c:\ >i 500DATA\ Ti meSt epDSA\ confi g8a2
Note: When done, delete config8a2.bat out of this folder to avoid another unwanted execution.

There is a new folder with files been created by this batch file.
Navigate into \i500ldap

2. Configure the attributes.cfg file
2.1 Open the attributes.cfq file located in the i500Ildap folder in c:\i500DATA\TimeStepDSA
2.2 Search for the attributeCertificate string

2.3 Comment out the definition of attributeCertificate defined with object indentifier ‘2.5.4.58' by
placing ‘# character at the beginning of each line. For example,

# (2.5.4.58 NAME ‘attributeCertificate’
# (SYNTAX 1.3.6.1.4.4.1466. 115.121. 1. 5)

3. Configure the oidtable.at file

3.1 Open the oidfile.at file located in c:\i500DATA\TimeStepDSA\i500ldap and search for the

following:
user Certifcate: attributeType.36 : Binary
cACertificate: attributeType.37 : Binary
aut horityRevocati onLi st: attributeType. 38 :Binary
certificateRevocationList: attributeType. 39 :Binary
crossCertificatePair: attributeTye. 40 : Bi nary
del t aRevocati onLi st : attributeType.53 :Binary

3.2 Change the syntax of all entries from :Binary to :unkown

userCertifcate: attributeType.36 : unknown

cACertificate: attributeType. 37 : unknown

aut horityRevocati onLi st : attributeType. 38 : unknown

certificateRevocationList: attributeType.39 : unknown

crossCertificatePair: attributeTye. 40 : unknown

del t aRevocat i onlLi st : attributeType.53 : unknown
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Installing i500 and Entrust 5.0 - Version 1.2

3.3 Inthe # Entrust 5.0 Schema section search for “entrustPolicyCertificate

entrustPolicyCertificate: secureNetworksAttributes.30: jpeg:file
ent rust Roanti | eEncl nf 0: secureNet wor ksAttri butes. 22: jpeg:file
ent rust Roam ngProfil e: secureNet wor ksAttributes. 23: jpeg:file
ent r ust Roam ngPAB: secur eNet wor ksAttri butes. 24: jpeg:file

ent r ust Roam ngReci pLi st: secureNet wor ksAttri butes. 25: jpeg:file
ent r ust Roam ngSLA: secur eNet wor ksAttri butes. 26: jpeg:file

ent r ust Roam ngPRV: secur eNet wor ksAttri butes. 27: jpeg:file

ent r ust Roam ngEOP: secur eNet wor ksAttri butes. 28: jpeg:file

ent rust Roam ngCAPAB: roam 0: jpeg:file

3.2 Change the syntax of all entries from :;jpeg to :unkown

entrustPolicyCertificate: secureNetworksAttributes.30: unknown:file
ent rust Roanti | eEncl nf o: secur eNet wor ksAttri but es. 22: unknown:file
ent rust Roam ngProfil e: secureNet wor ksAttri butes. 23: unknown: file
ent r ust Roam ngPAB: secur eNet wor ksAttri but es. 24: unknown:file

ent r ust Roam ngReci pLi st: secur eNet wor ksAttri butes. 25;: unknown:file
ent rust Roam ngSLA: secur eNet wor ksAttri butes. 26: unknown:file

ent rust Roam ngPRV: secur eNet wor ksAttri but es. 27: unknown:file

ent r ust Roam ngEOP: secur eNet wor ksAttri but es. 28: unknown:file

ent r ust Roam ngCAPAB: r oam 0: unknown: fil e

3.4 Search for the following lines and change the reading as marked in blue

cn, commonNane: attributeType. 3 : Casel gnoreString
conmonNane, cn: attributeType. 3 : Casel gnoreString

mai |, rfc822Mai | box: pil ot Attri but eType. 3: Casel gnorel A5Stri ng
rfc822Mai | box, mai | : pil ot Attri but eType. 3: Casel gnorel A5Stri ng

sn, sur namne: attributeType. 4: CaselgnoreString
sur name, sn: attributeType. 4: CaselgnoreString

3.5 Save and close the file

Upgrade i500 LDAP Server

Before you can use the Latin-1server, you have to upgrade to maintenance release 8.1.16.2.

1. Verify, that you have 8.1.16.2 version running by executing at the command prompt. If you don't proceed
with installing the patches outlined below.

c:\i 500DATA\ Ti neSt epDSA\ odsl dapv3 —v

odsl dapv3 — ICL i500 Rel ease 8.1.13.1
((Fri 22-Jan-99 9:59: 4)
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Installing i500 and Entrust 5.0 - Version 1.2

| dap@RDUBY: \ user s\ | dap\ wor k- | dap\ v3w kr\ source
i 500 DSA build versionis 8.2.1.1

2. Use Control Panel Services to stop the i500iCon service

3. You will require the follwing self-extracting files

8242ntbin.exe
8242ntdsk.exe
8242ntsys32.exe
Idap81162bin-nt.exe
Idap81162lib-nt.exe

4. Create the following temporary directories

C:\i500patches\bin
C:\i500patches\sdk
C:\i500patches\system32
C:\i500patches\sdk\ldap\lib

5. Set view options in Windows Explorer to Show all files

6. Extract 8242ntbin.exe to c:\i500patches\bin
(114 files should have been extracted)

7. Extract 8242ntsdk.exe to c:\i500patches\sdk
(4 files should have been extracted)

This will create an mlog folder within the sdk folder and an examples, include and lib folder within the mlog
folder

8. Extract 8242ntsys32.exe to c:\i500patches\system32
(5 files should have been extracted)

9. Extract Idap81162bin-nt.exe to c:\i500patches\bin
(6 files should have been extracted)

10. Extract [dap81162lib-nt.exe to c:\i500patches\sdk\ldap\lib
(2 files should have been extracted)

NOTE: You may have to stop icon Service in the Service panel, when having sharing violation during copy
process.

11. Copy the contents of the c:\i500patches\bin to c:\program files\i500\bin
(120 files should have been copied)

12. Copy the contents of c:\i500patches\sdk\mlog\examples to c:\program files\i500\sdk\mlog\examples
(1 file should have been copied)
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Installing i500 and Entrust 5.0 - Version 1.2

13. Copy the contents of c:\i500patches\sdk\mlog\include to c:\program files\i500\sdk\mlog\include
(1 file should have been copied)

14 Copy the contents of c:\i500patches\sdk\mlog\lib to c:\program files\i500\sdk\mlog\lib
(2 files should have been copied)

15. Copy the contents of c:\i500patches\system32 to c:\winnt\system32
(5 files should have been copied)

16. Reboot the PC to be sure everything has been initialized during startup
17. Now verify, that you are using version 8.1.16.2 by executing at the command prompt:
c:\i 500DATA\ Ti neSt epDSA\ odsl dapv3 —v

odsl dapv3 — ICL i500 Rel ease 8.1.16.2
(Thu 8-Jul -99 16: 3: 8)
| dap@RDUBY: \ user s\ | dap\ wor k- | dap\ v3w kr\ source
i 500 DSA build version is *8.2.4.2

Start the Directory

Execute c:\i500DATA\TimeStepDSA\odsmgmt

From the menu presented, execute s to start the DSA
>s

odssched 241 started (the number 241 could be different)

Enter the letter for the managenment operation required:

(x) Stop the directory

(a) Add a process

(r) Renove a process

(v) View the current state of the processes

(d) Take a diagnostic dunp

(w) Display directories running

(1) Display odssched. | og

(m Monitor odssched. | og

(e) Report any errors or warnings that have occurred
(c) Cears any errors or warnings that have occurred

(q) Quit

>
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Installing i500 and Entrust 5.0 - Version 1.2

Press v to view the processes and confirm that all States are listed as OK and that the Fails column indicate

no failure.

pi d i nst action fails stats nane options

241 0 restart this 0 ok odsconms - PO

139 M defaul t 0 ok odsndsa -d” C:.\'i 500DATA\
Ti meSt epDSA”

248 0 restart this 0 ok odssdsa

247 1 restart this 0 ok odssdsa

240 0 restart this 0 ok nt | dapd

246 0 restart this 0 ok odsl dap

244 0 restart this 0 ok odsl dapv3

Press Return:

Configuring the DSA schema

The config8a2.i500 script adds the Entrust 5.0 schema to the DSA. Only run this script one (if it succeeds).
Follow these instruction to run the script.

Copy the file into c:\i500DATA\TimeStepDSA

Edit the file and replace two variable in the Bind statement at the beginning of the file.
Using a text editor, replace the following variables to look like that (based on this OmniTip)

QLD Li ne: bind -n N(Rcn("ADM N')) -p " PASSWORD'
NEW Li ne: bind -n N(Ren("diradmn")) -p "diradnin"

Save the changes and close the file

Run the script in odsadmin as follows

c:\ >i 500DATA\ Ti neSt epDSA\ odsadni n —f confi g8a2. i 500

A new log file as been created named again du.000. Verify if you find any errors. If there is no error, you

can proceed to the next main step. However, if you have found any error, please consult TimeStep support,
before you continue further.

Configuring i500 Directory Server to Start automatically using icon

In order the have the i500 Directory start automatically when the server starts, it is necessary to have the
icon service running. This requires a web browser that can handle frames.

Start the iCon clicking through Start -> Programs ->i500 -> icon
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/3 iCon - Microsoft Intemet Explorer
J File Edit ‘“iew Favortes Toolz Help |

. — =3 oS
oI R AR & D =
Eiack Fomwand! Stop Refresh Home Seach  Favoites  Histoy b il Size Print

| Adshess [&] hup://132.162.10.200:1500/

j @ Go |J Links

Main
» 02
,‘ Schema
MY Dsas

@i Servers
. Options

-

e. Security Add DSA [Q]]New DSA [ Demo DSA
HELP

§Majn

(o]

Welcome to iCon, the i500 Configurer.

iCan 15 the tool designed to make 508 service management as easy as possible

This page gives you a quick summary of your i508 service, and will show any problems as soon
as they ocour.

If you are new to £588, you are strongly recotnmended to use (NTRE

@ view DIT
Mannals

‘gbiCtm help

Hom frames wareion
Ruanowe help frane
Feedback

The Wan Page displays:

‘gbiCcmhelp Main Page § Main

No registered DSAs

[N

S

3]

’_ ’_ |ﬂ Intermet

Click the Add DSA hyperlink in the top row

J iCon - Microsoft Internet Explorer

J File Edit ‘iew Favortes Tools Help |
P = . 9 | @ @G B a8 O >
Back Farard] Stop Refrach Hame Search  Favorites  History hdail Size Frint.

| Addhess [@] hitp:+192.168.10.200:1500¢ | @ |JLinks

@ view DIT
Manuals

‘gb iCos help

Hon framers wreion
Femoue help fone
Fewdback

P Dsas Add DSA U;]]]New DSA Co@ HELP E

This page allows you to add a DSA which already exsts to iCon

location af 284
friendiy name of DSA IOmmTip

Ic\iSDDDATA\TimeSlepDSA

managers DA Icn=d|radmm
managers passward I*’"’"““‘""i

|192.168.1D.2DD.1500 -

sgrmvar

%iconhdp Main Page F

The hMain Page displays:

MY

+ The names of the Directory System Agents (DSAs) that form the set managed by iCon

|@ hittp: #4192.168.10.200:1500/help/REGDHELPHADD FROMPT P/

ET

’_ ’_ | Intemet

(please see next page)

Type the required information
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Installing i500 and Entrust 5.0 - Version 1.2

O Location of DSA -> c:\i500DATA\TimeStepDSA
O Friendly name of DSA -> OmniTip

a Managers DN ->cn=diradmin

Q Manager's password -> diradmin

Click Add DSA to icon
Click YES if the Security Alert box appears. This procedure will take some time (depending on the PC).

Note that the DSA has been “successfully added” in iCon

2§ iCan - Microsoft Intemet Explorer HEE||
Fle Edt Yiew Favortes Took Help |ﬁ
. o x) ) 3 | B - & =
Back Fosd Stop  Fefiesh  Home | Seach Favoites History Mail Size Frint
Address |@ hitp//192.168,10.200,1500/ =] oo |J Links
. + 2 M
3 \1Q0n MY psas AddDsA [[JNewDsa B mere
Main This page allows you to add a DSA which already exists to iCan
N )
A Schema Please wait while the DSA is added to iCon

DSA successfully added : [E OmniTip

éi Servers / N Il

. Options loration of D54 |
' View DIT friendly name of D54 |
‘?’ Mannals managers DN |
(=2 i
‘gb iConhdp RANATOTS PASSWOR: .
Hon frames wersion o _I
Eermorse belp Fame. i’
e @iconnde Main Page F v
The Iain Page displays
+ The names of the Directory System Agents (DSAs) that form the set managed by iCan |+
@] Dore [ Internet 4
Click the Options hyperlink on the left
< iCon - Microsoft Internet Explorer [-[O]x]
Fle Edt Yiew Favoiles Iook Help |
= =2 8 @ @ [ - & 4
Back |Reifirel Stop FRiefresh Home: Search  Favoites  History bl Size: Print
| Address [&] titp:/1192168.10.200:1 500/ =] @60 |Liks
5 iCOﬂ . Options | Colors g. Security ? HELP
500
Main This page allows you to change the iCon server options
X
A Schema name 192716610.2007500 | auto-start DSds  [on =]
MY Dsas server 192.168.10.200 port 1500
ﬁ Servers trace file iCon trace frace level 1=
. Options log file iConlog excapiinns --nofe-- |
. View DIT main page refresh rate |0 main page display |compactiree =
iew
) server poll rate 0 introduciory kelp  |on 'I
£ Manuals
@iCnn help Change iCon Options =l
Mo s version =
Bemove help frame j
i @oicorndy Main Page v
The Idain Page displays
« The names of the Directory Systam Agents {DSAs) that form the set managed by iCon =]
] hitp://132.168.10.200:1 500/CONFEFRAMES=Y [ [ ntemet i
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Installing i500 and Entrust 5.0 - Version 1.2

Note the auto-start DSAs in the right column of the main screen

By default, this setting is on. All registered DSAs start when the icon service start. By default, the icon
Service is set to start automatically.

Close icon and perform final step for this part of installation.

Restart the PC, open the icon and verify, that newly registered DSA “OmniTip” is running. Once you
have succeeded to this point you have achieved the second main step.

Start iCon

/7 iCon - Microsoft Internet Explorer

J File Edit View Favorites Tools Help |

om0 hy | @ S L & 3 ?
Back FarwEnd! Stop Refresh Home Search Favorites History Mail Size Print

| Addhess [@] hitp:/4192.156.10.200:1500/ =] #6o |j Links

-

5 icon § Main Q" Seenrity Add DSA @ New DSA @ Demo DSA

o ¥ HELP
Main
e q 0
A Schema Welcome to iCorn, the i500 Configurer.
DY psas :
iCon 13 the tool designed to make i508 service management as easy as possible
@i Servers This page gives you a quick summary of your £588 service, and will show any problems as soon
. " as they occur.
Gpitens IEyou are new to 1300, you are strongly recommended to use tNTRO.
@ view DIT
Registered DSAs
Mannals g
22 iCon help L— @ B Ouwilip ruaine -
Hlon Fanes wersion =
Remous halp rume ﬂ
s ©icornse Main Page £ v
The Main Page displays
» The names of the Directory Spstem Agents (D)SAs) that form the set managed by iCon 7]
/€] Done l_l_le Internet v

Installing Entrust 5

1. Verify, that Administrator rights a set properly

Log on as the Administrator to the Windows NT server that will host Informix, Entrust Manager and the
Entrust/Mager database.

Remember step 1 and step 2 in the preparation section “ NT Server Configuration”
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Installing i500 and Entrust 5.0 - Version 1.2

» Log on as system
» Act as part of the operating system

Run the installation program Setup.exe
Ensure that Informix is selected and click SETUP

Entiust/PKI[tm]) Setup Main Control

Select one of the fallowing applications to install:

& Informiz[R] [required ta create Entrust/Autharity
database]

1 Entrust/futhority(tem)
= Entust/PEl documentation
i Adobe(R) AcrobatiR) Reader v3.02

. Drivers for IntellR] 810 and 820 Chipsets
(Requires rebaot)

After you have made pour selection, click install to start
the setup program for that application.

T Esi |

Once your PC do not have a powerful processor, you will get a question box.

Question

Your processar is not fast enough to provide zatisfactony performance.
Thiz i not a supported platform.
Do pow wish bo continue?

Tes

This does not say, that you cannot install Entrust, however, you may experience low performance.

Type in the User Information and click NEXT

User Information

Fleaze enter your name and the name of the company for whom
you work,

© MName IHainBr Bemsel

Company: IAIcaleI Internetworking Divison

< Bach I Mext » I Cancel
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Installing i500 and Entrust 5.0 - Version 1.2

Click NEXT to accept the default entries

Click NEXT to accept the default location for INFORMIX

Choose Destination Location

Setup will ingtall Informix in the following folder.
Toinstall to this folder, click Mext.

Toinztall to a different folder, click Browse and select anather
falder.

“'ou can chooze not ko ingtall Informix by clicking Cancel to exit
Setup.

Destination Folder

“ﬁ (E:\Informix Browse... |
il

< Back Cancel |

Click NEXT to accept the default location forDatabase Folder -> Ifmxdata

Database Data Folder %]

Enter the destination path for the databaze data files.
To accept the default, click Mext.

[restination Folder

‘f (E:\Ifmxdata Browse... |
il

Cancel |
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Installing i500 and Entrust 5.0 - Version 1.2

Click NEXT to accept the default location for Ifmxbkup

Database Backup Folder (%]

Enter the destination path for the databaze backup files.

Destination Folder

« ’VC:\IFmekup
Al

< Back

(A warning window pops up to ask if you want to have the backup folder on a different partition — if you have
more than one partition on your harddisk)

Click NO to decline the opportunity to change selections

Type and confirm informix as the password and then click NEXT

Informix NT Account Password (%]

Enter a password for the Informiz MT Account that will be
created by this install program.

Pazzword: I ********

Canfirm Passward: |’"<=<x==x==x

< Back I Mext > I Cancel
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Installing i500 and Entrust 5.0 - Version 1.2

Click NEXT to accept the default database space (50MB)

Entrust/Authority Database Size

For an inztallation where pou are not expecting to enable more
than 5,000 E ntrust users, please accept the default 40
megabyte size for the database space. |f pou will exceed 5,000
uzers, pleage enter a number for your database size in
megabytes.

[ atabasze space. in megabytes: |5E|

< Back I Mext > I Cancel |

An information box appears informing you that Informix Online Workgroup Server and ODBC clients
components are being installed. This takes around 20 minutes or less (depending on the PC)

Ensure that the default option to restart your computer is selected and click FINISH

Setup Complete

Setup hazs finished copying files to your computer.

Before you can uge the program, you must restart Windows or
your cornpuker,

& Nes, | want to restart my computer nows

Mo, | will restart my computer later,

Remave any disks from their drives, and then click Finizh to
complete zetup.

< Bach I Finizh I

Allow your computer to reboot and then log back into NT

The Informix installation continues with a series of command prompt windows. No user input is required
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Installing i500 and Entrust 5.0 - Version 1.2

Installing Entrust/Authority

Restart the Entrust installation program (same setup.exe as before)

Ensure that Entrust/Authority is selected and click SETUP

Entrust/PKI[tm] Setup Main Control

Select ane of the following applications to install:

e Informix[R ] [required to create Entrust/Autharity
databaze]

% EntustAfutharity{t)
i Entrust/PEI documentation

i Adobe(R) Acrobat(R) Reader +3.02

e Dirivers for Intel[R) 810 and 820 Chipsets
[Requirez reboat)

After vou have made vour selection, click install to start
the zetup pragran for that application.

Exit

Click NEXT at the Welcome Window

Welcome to the Entrust/&utharity S etup program.
Thiz program will inztall Entrust/Authonity on your
computer.

It iz strongly recommended that vou exit all Windows programs
before runking this Setup program.

Click Cancel to quit Setup and then cloze any programs you
have running. Click Mest to continue with the Setup program.

WARMIMG: This program is protected by copyright law and
international treaties.

Unautharized reproduction or distribution of this program, or any
portion of it, may rezult in zevere civil and criminal penalties, and
will be progecuted ta the maximumn extent possible under law,

Cancel |

(A Question box will ask you, if you want to review the requirements for hardware, installed software, and
the information needed for a successful installation. It's up to you)
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Installing i500 and Entrust 5.0 - Version 1.2

Question <]

wholld you like ta review the requirements far hardware,
installed software, and the information needed for a successiul installation?

Accept the Software License Agreement by clicking on YES
Software License Agreement

Pleaze read the following License Agreement. Press the PAGE DOWHN key to see
the rest of the agreement.

ATTENTION: THIS IS & LICENSE, NOT A SALE. THIS SOFTWARE IS PROVIDED :I
UNDER THE FOLLOWING LICENSE WHICH DEFINES WHAT YOLU May DO WITH

THE SOFTWwARE AND CONTAINS LIMITATIONS ON wWARRANTIES AMDAOR
REMEDIES. IFvOU OBTAINED THIS SOFT'WARE IN THE UMITED STATES,
"ENTRUST TECHMOLOGIES" SHALL MEAN ENTRUST TECHNOLOGIES INC. IF

"0 OBTAIMED THIS SOFT'wARE OUTSIDE OF THE UNITED STATES, "ENTRUST
TECHWOLOGIES" SHALL MEAN EMTRUST TECHNOLOGIES LIMITED.

ENTRUST/AUTHORITY [tm)
LICENSE

IMPORTANT: BEFORE DOWMLOADING, INSTALLING OR USING THIS
SOFTWwWARE, PLEASE CAREFULLY READ THIS LICENSE WHICH CONTAINS THE LI

Do you accept all the tems of the preceding License Agreement? If you choose Mo, Setup
will cloge. Toinstall EntrustA&utharity, you must accept thiz agreement.

< Back Tes

1=
=]

Click NEXT to accept the default Destination Folder.If not already set to your NTFS partition, change the
Destination Drive to the proper partition

Do not change to c:, if C drive is formatted as FAT or FAT32)

Choose Destination Location [ x|

Setup will create the folder C:\Program FileshE ntrust as the
destination folder for the software.

The Entrust Authority folder will be created inside the destination
folder and will contain the Entrust/Autharity program files.

Click Browse. . to change the destination folder

" Destination Folder

C:\Program FileshE ntrust Browse... |

Cancel |
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Installing i500 and Entrust 5.0 - Version 1.2

Click NEXT to accept the Program Folder (Entrust PKI)
(A progress bar appears)

Select Program Folder

Setup will add program icons to the Program Folder listed below,
“V'ou may type a new folder name, or gelect one from the exizting
- Folders list, Click Mext bo cortinue,

. Program Folders:

Ezigting Folders:

Adminigtrative Tools [Commaon]
500

Informix Client

Startup

WirZip

< Back I Mext» I Cancel |

Once this part is finished, and the Setup Complete Window appears, make sure the Entrust Configuration
Utility is marked. You may want to wish to do a reboot here, but this is only necessary, when having a slow
performance PC

7 ot wll v b run e corispesten ublly Baloes e canan
E riiruril sl st Cordied

B [Fun E et Tonkgeston LIH_I,I'

-|||.|-"'_-.I
E rinpliuioaiy has besn e shully retslad

Findih

When you have decided to reboot, log on as Administrator after reboot and start Entrust Configuration Utility
Open Entrust Configuration Utility

START - Programs — Entrust PKI — Entrust Configuration Utility
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When Setup is complete make sure that
M Run Entrust/Configuration utility
Is selected and click on FINISH

ﬁi Entrugt/Authority Configuration

Welcome to the Entrust/Authority configuration
utility. Thiz program will collect the infarmation
neceszam for EntrustAAuthority to connect to
wour Directory, and Entrust-Ready [tn]
applications. Befare you run Entrust A uthority
for the first time, thiz program haz to be run to
completion.

Click Mext to continue or Cancel to exit.

Cancel

Click on NEXT

The license Information Window appears and here you need to set the license information

%3 Entrust/Authority License Information

Enter the information that appears on pour Entrust License card. Proceed to the
‘Web and SET pages if you have purchazed Web and SET licenzes. Mote that
you can enter Web and SET information |ater.

Erterprize |W’eb I SET I

Serial Mumber: ||

Enterprize User Limnit; I

Enterprize Licensing Code: I

Hext » Cancel

=  Serial Number:

» Enterprise User Limit

» Enterprise Licensing Code:

Copyright 2001 Rainer Bemsel www.bemsel.com - rainer@bemsel.com

CERTIFIED

Certified

NOVELL
ENGINEERSM

Page 29 of 42

This technical document has been created and
evaluated by myself with the purpose to help friends
to get into new technology and installations. There is
no financial interest, however, please respect the
copvright.



Installing i500 and Entrust 5.0 - Version 1.2

Note that you can enter Web and SET license information later, if you have purchased them as well.

Click NEXT by accepting default locations for Entrust/Authority Data and Backup Locations

ﬁi Entrust/Authority Data and Backup Locations

Thiz program will now create the following directories for EntoustAduthority data
files, and the backup files for backups done through E ntrustdautharity,
To accept the default values, click Mext,

To change the folder, click the Browse button,

Folder far the Entrustiautharity data files:

Falder far the Entrustidutharity backup files:

Browze. ..

Chentbackup

< Back | Mest » I

Browsze. .

[(Be. |
=

Cancel |

Click NEXT when Directory Node Name (IP: 192.168.10.200) and Directory Listen Port (389) is set

i‘; Directory Address and Port x|

Enter the IP Addresz [or DMS name] and the lizten port of the machine that iz

hasting your Directory service.

Directony node name;

Directary listen port: |389

< Back | Mest » I

Canhicel

Validate or type the proper IP Address and click OK

Hint: To verify the IP Address, open a command prompt box and type c:\ipconfig

C.\>ipconfig
W ndows NT | P Configuration
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Installing i500 and Entrust 5.0 - Version 1.2

Et her net adapter xyz:

IP Address . . . . . . . . . . 192.168.10.200
Subnet Mask . . . . . . . . . 255.255.255.0
Default Gateway. . . . . . . . 192.168.10.1

C\>

Click NEXT to accept LDAPv3 and ASN.1 Encoding with ASCII

O LDAP M2 '_:. T my Jfa vy [=]
® LDAP ¥3 St ik el f L Bl et vl S g il B
O ASCII format i

® binary format

Fill in the value for Certification Authority’s distinguished name (DN)

Fill in the value for CA Directory Access password

%] CA Distinguished Name and Password

Enter the diztinguished name [DM] of your Certification Authority [CA] entry in
your Directory. [ vou do not already have a Ca DM in pour Directary, exit this
program and create one.

Enter the Ca DN exactly az it appears in the Directon (for example,
ou=Marketing,o=Acme Incorporated.c=15).

Certification duthority's distinguizhed name [DMN];

o=Time5tep,c=Ca&

Enter the pazzword for thiz Certification Authorit [CA). Use the zame password
that waz added when the CA entry in the Directory was created.  This
pazsword allows Entrust/Autharity to write certificate information to the

Dlirecton.
Ca Directory Access passward:
Ixxxxxﬁ
< Back | Hewut » I Cancel |
= Certification Authority’s distinguished name -> 0=TimeStep,c=CA
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Installing i500 and Entrust 5.0 - Version 1.2

= CA Directory Access password -> permit
Click NEXT
Fill in the value for Directory Administrator’s distinguished name (DN)

Fill in the value for Directory Access password

?;; Directory Administrator’s Distinguizhed Mame

Enter the distinguizhed name [DM] of the Directory Administrator's Directary entry
to which EntrustA&uthority must bind. The Directom Administrator's DM must
already exigt in the Directory,

I piaw inztalled the Entrust wersion of the Peerlagic i500 directory, enter the DM
that was created for the Entrust Directory Administrator.

Directory Administrator's distinguished name (DM

cn=diradmin

Enter the paszword for the Directary Administrator. Use the same password that
waz used when the Directony Administrator entiy in the Directory was created.
Thig password iz uged by Entrust/Bd when adding, deleting and changing
entriez in the Directory.

Directory Access password;

¢ Back | Hest > I Cancel

» Certification Authority’s distinguished name -> cn=diradmin
= CA Directory Access password -> diradmin
Click NEXT

Accept the default value in Advanced Directory Attributes for the First Officer

?;:v Advanced Directory Attnibutes

Changing the walues in this dialog box should be done only by those who have
customized their 500 Directary. Click Mext if you wish to use the default
values.

Distinguished Names | Custom Attributes | [nitial Search Base

Enter the full distinguizhed name for the First Officer:

Icn=First Officer.o=TimeS5tep.c=Ca)

< Back | MHewt » I Cancel
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» Distinguished Name :cn=First Officer,0=TimeStep,c=CA
= Custom Attributes :mail
= |nitial Search Base :0=TimeStep,c=CA

Verify setting on Client Version Supported

% Client Version Supported

will you require thiz installation to be compatible with Entrust-Ready [t)
applications v3.0 - »4.07

If you will be uging older Entrust-Ready [tm) applications with this version of
Entrust/authority, you will not have access to the full range of available
algorithms.

' Only v5.0 Entrust-Ready (i) applications will be used.

% i0lder Entrust-Ready [tm] applications+3.0 or v4.0] may be used.

< Back | Mext » I Cancel

O Only v5.0 Entrust-Ready ™ applications will be used
©® Older Entrust-Ready ™ applications (v3.0 or v4.0) may be used

Click on NEXT
M Verify Directory Information

?,3 Verify Directory Information

ozt Entrust configuration problems result from inconect Directory settings.
It iz recommended that pou verify that Entrust/&uthority can use the Directory
data that you have entered up to this point.

W ety directony information nowe.

¢ Back | Hext = I Cancel
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In the case of found errors:

There were errors detected by the Directory Verification Tool. Inspect the log below for details.
These should be cleared up before continuing.

%2 DVT Logfile [%]

There were enors detected by the Directory Werfication Tool, Inzpect the log
below for details. These should be cleared up before continuing.

Entrust Directany Werfication Taal [D0T ] Yersion 5.0 - Detailed Log File ﬂ
wied Jun 13 22:49:29 2001

Pleaze refer to the end of the file for a zummary of test resultz,

Configuration infarmation:

CA DM = o=Time5tep, c=CA

Diradrnin DM = ch=diradmin

First Officer OM = cn=First Officer, o=TimeStep, o
Server = TCP=192.168.10.200+389
Directan Encoding = Binary

Directory Pratacol =LDAP «3

3.0/4.0 Compatibility = Dizabled

-
| | 3

< Back | Heut » I Cancel |

Here’s an extract out the DVT Logfile on the error, which was found.

Searching for user entry with an e-mail address as part of RDN.

Recei ved the followi ng LDAP nessage:

Invalid DN syntax <ILWB_SHf | dap2HS>

ERROR Searching for this entry as CA fail ed.

Possi bl e reasons for failure: The search DN is invalid, or CA does not have permi ssion
to search the Directory.

Searching for user entry with a serial nunber as part of RDN

Entry not found in the Directory.

Change Entrust/Authority node name with the proper IP Address and leave the rest with their default values
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i‘; EntrustfAuthority Port Configuration

Enter the IP address [or DMS name)] and the listen ports of the maching that will
haozt the Entrustidutharity and the Administration Service.

E ntruistAdutharity node name: I'I 32.168.10.200
EntruztAtuthority lizten part; Imai
Administration Service listen port: I?"Iﬂi
Bkl=-CMP gerver port: Ir

< Back | Mewt » I Cancel

= Entrust/Authority node name ->192.168.10.200
= Entrust/Authority listen port -> 709
=  Administration Service listen port -> 710
= PKIX-CMP server port -> 829
Click NEXT

Accept or change values on Cryptographic Information

?;; Cryptographic Information

Entruzt Uzers | Hazhing I Palicy Certificate I
Certific-atiot Autharity I Database

Ca Fey Generation

" Use Hardware
Certification Autharity K.ey Pair Algorithm

' RS&-1024

" RSA - 2048

¢ DSA - 1024

< Back | Mest » I Cancel
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Certificate_Authority - TAB|

CA Key Generation \Hashing — TAB‘
® Use Software
O Use Hardware Signing Certificate Hashing algorithm
©®© SHA-1
Certification Authority Key Pair Algorithm O MD5
© RSA -1024
O RSA - 2048
O DSA - 1024 Entrust Users — TAB|
Database — TAB| Signature Algorithm
© RSA-1024
Database Encryption Algorithm O DSA-1024
CAST-128
Triple DES Encryption Algorithm
: __ _ © RSA-1024
PPolicy Certificate Lifetime — TAB]| O RSA-2048
Number of days: 30
Click NEXT

Accept Certification Authority Type

ﬁi Certification Authority Type

A higrarchy of Cés comprizes several CAs linked into a tree structure. There iz
a single CA which unites the tree inta a single structure. This CA iz the "Root
Certification Authonty. & b which does not participate in a beerarchy iz also
referred to az a "Root Certification Authorit since it may have subordinates at
zome time in the future, Any ather T in the kierarchy iz called a "Subordinate
Certification Authority”. Select the twpe of Ch pou are configuring.

£+ Root Certification Authonbs

" Subordinate Certification Autharity

< Back | Hest » I Cancel

©® Root Certification Authority
O Subordinate Certification Authority
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and click NEXT

Type and confirm switch as the Administrator’s Logon Password

(Note: switch is the password I've used for my NT Administrator. If you've used a different password, than
use yours)

‘;t;; Windows NT Local System Adminiztrator's Logon Password E

The local system adminiztrator's password iz needed to gtart the Entrust zenvices.
Erter pour Windows NT local gystem adminiztrator login password [not an Entoust
pazsword),

Local system administrator uzer name:

I.ﬁ.dministratnr

Pazzword:

Ixmmxﬁ

< Back I Hemt » I Cancel

Click NEXT

Type the Informix password which is informix

& Informix Password

EntruztAuthority connects to the Informix databaze uging the Informix user
paszward.
Fleaze enter the pazsword that pou aszigned to the [nfarmix uzer D when you
installed the Informix module,
Pazsword:
fi
< Back | Mewut » I Cancel
And click NEXT
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A couple of SQL statement occurs and run ......

Have Run Entrust/Master Control checked and click on OK
M Run Entrust/Master Control now

?,; Configuration Complete

Configuration of Entrust/&uthority iz complete.
Fun Entrugt/Md azter Contral to perform first time
initialization.

If you need to customize any settings in
entmgr.ini or initial certspec, then you

should exit now and follow the procedures in
the documentation.

¥ Bun Entrust/Master Control nov.:

Log into the Entrust/Authority Master Control. When clickin on Log in... the first time, it will take some
seconds for the initialization

2 Entrust/Authority Master Control EHER
User Databaze Configuration Service Help

@ Please log in to complete the Stop | Entrust/Authority Master Control

E ntrustA8utharit figuratian. )
ntrust/Autharity configuration T

& Firzt time initialization of Entrust will take a few minutes.

Eancell

You are not lngged in.

Set the initial Passwords

Entrust Password Requirements:
=  Minimum 8 characters
= At least on upper case letter
= At least one digit
= At least one lower case letter
= Must not be part of the home directory path
= Must not be a person’s name (Entrust maintains a list)
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= Must not be a dictionary word (Entrust maintains a dictionary

»= Must not contain many occurrences of the same letter

= Must not be the same as your Entrust profile username

= Must not contain a long substring of your Entrust profile username

Entrust shows you when you've typed something wrong in a Verify box by displaying x’s instead of asterisks
Type and confirm the passwords in the table below. Note that an error in the verify box turns the entry from
asterisks to x’s

Click OK and wait for the following screen

Initial Password Entry EHE

Flease enter initial passwords for the thiee kMaster Users and
the first Security Officer, Each pazsword must be entered
hwice.

Master] Password: Im—
erify Master] Password: Im—

Master2 Passward: Im—
Werify Master2 Password: Im

Masterd Passward: Ixxx—
Werify Master3 Password: Im

First Officer Password: IW

a. I Cancel |

(Please see matrix on next page)

Masterl TimeStepM1
Master2 TimeStepM2
Master3 TimeStepM3
First Officer TimeStepF1

When done, click NEXT
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EntrustfAuthority Master Control E3
@ The Entrust infrastructure has been initialized successfully.
Three Master Uzers have been defined: ‘Masterl’, Master2' and ‘Master3'.
The Adminiztration Service prafile has been created.

An Entrust Security Dfficer identity 'ch=First Officer, o=TimeStep, c=CA'
has been created in 'C:\entmgrdatatmanagerepfFirst Officer. epf’.

You are now logged in as Master User 'Master]”.

Ensure that the box on the screen tells you...
» The Entrust infrastruture has been initialized successfully
» Three Master Users have been defined: “Master1”, “Master2” and “Master3”
» The Administration Service profile has been created

= An Entrust Security Office identity “cn=First Officer,0o=TimeStep,c=CA” has been created in
“C:/Program Files/Entrust/entmgrdata/manager/epf/First Officer.epf”.

= You are now logged in as Master User ‘Masterl’.

An automatic Backup will be performed to complete the installation. Click OK

Entrust/Authority Master Control E

E ntrust/guthority taster Control will now perform a backup to complete the ingtallation.

I Entrust/Authority Master Control - Master] 2] x|
Uszer Databaze Configuration Service Help
Validation Progress E

Stop

Walidation in progress. Press Cancel to stop.

Dptions. ..

Log cut

N

E it

E7% Complete

A command prompt box appears as backup is running
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Finally, you should get a “Backup Completed Successfully”

= Entrust/Authority Master Control - Masterl 7| x|
QSBI’ Qa[abase Canfimrstinn Serdicae Haln
Entrust/Authority Master Control

I__ﬂ'.l Thel
@ Backup completed succeszsiully,

CaDM:  o=Ti

Stop

Dptionz. ..

Log out

_ g |
|
_Logow |

E it

This was the last main step for the installation. When you see this window you are done!

= Entrust/Authority Master Control - Master] EE
Uszer Datsbaze Configuration  Service  Help

I__E'J The Entrustiduthonity service iz running. &l

Dptions...

CA DM o=Timestep, c=CA

Conclusion:

If you are new to i500 and / or Entrust, take quite some time to perform this installation. Every small, single
failure you make will force you to re-install from scratch. (just the experience | made)
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APPENDIX A:

Pre-Installation Checklist

License Summary

Platform License Key Notes
1500 v8a.2

Entrust User Limit

Password Summary

Platform Account Password
Windows NT Administrator Switch
Directory Administrator diradmin diradmin
Directory Administrator’s cn=diradmin diradmin
Distinguished Name

Entrust NT Database informix
Informix informix
Entrust/Master Control Masterl TimeStepM1
Entrust/Master Control Master2 TimeStepM2
Entrust/Master Control Master3 TimeStepM3
Entrust/Master Control First Officer TimeStepF1
CA Distinguished Name o=TimeStep,c=CA permit
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