Installing and Configuring Zone Alarm

Zone Alarm is designed to protect your DSL or cable-connected PC from hackers. It's announced to be free
for personal use, but this is only one side of the medal. If you want to have all available features with Zone
Alarm, than you have to purchase. But anyhow, it's a nice program to start with.

It's not my intension to replace any existing documentation or instruction to setup the program. It's more like
a basic start for newbies. This is one of my evaluations I've made with several Personal Firewalls.

I've used Zone Alarm Pro in this documentation. To download the evaluation package, go to

Ivww.zonelabs.com|

Installation Steps

Before you start to install Zone Alarm, please make sure all application are closed to avoid problems during
installation and automatic configurations.

When downloaded the application open the folder and click on the evaluation application.
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A welcome window appears. It also tells you to close all programs. Click on NEXT
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An information window appears, which actually tells you all about the new features. Click on NEXT
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You will be asked for your User Information. Don’t fake them, as you will benefit as well. Don’t forget to add
an email address to activate the NEXT button. Click on NEXT
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Read the License Agreement and click on ACCEPT
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Leave the default Destination Directory and click on NEXT
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<2 Zoneiilarm Pro Configuration k-
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Leave YES to give your Web browser permission to access the Internet to let the installation program
setting the web browser permissions.
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Zone Alarm is now ready to run the actual installation program. Click on NEXT and a progress bar appears
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The last thing before the installation is completed, fill out the User Survey (this is for the evaluation copy

only) and click on NEXT
=
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This confirms the completion of the installation. You should now start the application to make additional
settings, when required.
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A new welcome window appears where you can choose
- Buyit

- Try now (it's a 30-days-evaluation)
- You already own it, means that you have the License key already

Getting Started

There will be 9 steps to go through.

This window and 8 more will tell you about the product.
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Click on 6x NEXT until it comes to “Protecting your setting”.

This and following windows will step you through some basic of this product.
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Choose your password or leave “No, | don’t want a password” mark and Click on 2x NEXT

There is no need for further settings, unless you are running an ICS service, as described by Zone Alarm.

R ES
Getting help. I

5 Stap Bald
"There when you need it."

Congratulabons on your choice o protecd your indormaton vwiin e
rtelligentty simple Intemied secuwriy software fom Zone Labs inc

Mores informalion can be lMund by pressing the help bulion o by
wgiling our websile al wesw Zonelabs com

Tio s Triks: b ial & ar e, Chck yois ELar meni, gelec]
Frograms, and sehect Zonediamm P bitorks

Thank o for profeciing vowy ¢ompuier with Zoredianm Fro, Fou hae dakan e drsd
e io fawing conirol of pour comsuer, and 2 omed ke FTo s now ovolaciing 1our
iniarmaban

" Bach K Finish QR Cancel

This was the basic installation and configuration of your Personal Firewall. Click on FINISH
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2onchlorm Protips—— x

Eum To actisale e hoolkar, gihtchok o e whindows: Tk b and
L F Y

serkeed T ooodbais™ aid B ' Zoradlaims Pro Oesk Band,

Paet|  Propetio: I

[ [iort show this messsgs sgein

Click on OK. You will get a notification of you local network, where you should accept by clicking YES to
have the local network added to your trusted Local Zone.

Configuration
Zonedlarm Pra L &
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I made the Internet lock and when trying to download new emails | suddenly received a Firewall Alert of the

lock condition.
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All I'm gonna do right now, is to explicit allow Outlook to perform access out of the local net into the Internet
to retrieve my emails.
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Click on the OPTIONS button
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As | want Outlook to perform a regular email update in both directions I've set Local Zone and Internet Zone
to Always accept the connection, and added on the Ports tab SMTP, POP, IMAP, HTTP. If you do not use
IMAP, disable it by removing the check mark.

P st o i Do roicioredi Oullasl =|
Apzas saramean  Poill s, 1y prrre ey IP-JI. |
Hipe Trwis bt oo ol el b Coiedain | By bl (T il Uire e reviegy by peremorg ke Wevnol 1) ek
ik "™ e il s o o el iod 1. s s i o s i i b
rehuied o acieded ke B pepen Uk Heeess™ i o e oy M RO SO b el i . SIS 0 .
ko] Pt P Kk ol i e b 1
e e 0 A b S iy Ll Pome Lacwl Torss
Vil s e ] MY ey puiedy e ey ok T Blaigd don B0E P lade BECHp e SoarR T
7 ke e e vy pord ES0E FT b e chwechod ko T Alghpd by SO 1 R iy el i
WP rarusiod e P ™ Blmap wi o prmirn || 1 g ik basdong, canac ing
BF Protonal - -
Irsbaarats T ks Do
¥ el sorvurs SHTF | PLF port 2 LI v Almagy dllon BcoaLl P Sy ool b et
I il e BOE | 10 3ot 110 | ™ Blmug gorg sooem ™ g dary e coprecion
17 bl v M5 | 1 e 145  Almipl i o P e 1™ Al pk bevio onnacing
! whuit rmrem HE TP TCP ol B F Aow e 4o ns Fcuugh B bk
7wl pmromrn HT T P-ali [ TO0® ot BONDY | I Mderivp magpem bl iy g oris
u-mhumhuwrtwmmfwnmﬂnmm Lol W'-:FB'-"-“:"M O T
[ ook (HLT - i
el - v wur;l palic s all jpadh raine. o recd.
i I [l | | i I _wee | Arrie |

Copyright 2001 Rainer Bemsel www.bemsel.com - rainer@bemsel.com Page 10 of 11

CERTIFIED

This technical document has been created and

evaluated by myself with the purpose to help friends
o teqsn to get into new technology and installations. There is
Novelld no financial interest, however, please respect the
copyriaht.

Certified

L Expert I C UPB E




Installing and Configuring Zone Alarm

DHCP Issues

You may need to do some things, if you hare having problems obtaining or renewing an IP address with
Zone Alarm Pro running.

» Add the DHCP server's address to your Local zone, with Local zone set to "Medium" security. If
there is only one DHCP server, or very few, this may be a reasonable solution. It may be easier to
use the name([s] of your ISP's DHCP servers if there are more than just a few.

» Add the address of your gateway to your Local zone, with Local zone set to "Medium" security. If
the DHCP server is in a different subnet, the gateway forwards the messages from the server.

Adding the gateway to your Local zone can allow your computer to accept the message with the IP
address.

Online Documentation

The ZonelLabs Website has documentation available.

http://www.zonelabs.com/pdf/ZAP Manual.pdf]|

A complete set of support documentation including FAQs could be found

http://www.zonelabs.com/services/support_za_zap.htm|
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