Enabling Syslog on TimeStep's Permit/Gate

One of the features of PERMIT/Gate you might wish to explore is the option to connect to a syslog server in

order to capture all logging entries for subsequent evaluation.

The internal logs on PERMIT/Gate have limited capacity. In order to be able to preserve all logging

information, the Gates are able to connect to a syslog server.

| am using Kiwi's Syslog daemon Version 6.2.9, which is a GUI based (runs on Windows 95, 98, ME, 2000

& NT) Logging Tool with a couple of great features, which | couldn'’t resist to list here.

e Visual — you can watch the messages on screen as they are received
* NT and Windows 2000 Service edition available

» Message forwarding. (All or selected by priority)

» Automatic log file archiving (daily, weekly or monthly)

e Alarm notification (audible or via SMTP e-mail)

« Daily e-mailing of syslog statistics

» Upto 50 rows of scrolling display

* Minimizes to the System Tray to avoid task bar clutter.

e Maintains the original sender address when forwarding messages

* PIX Firewall support via TCP
* LinkSys home firewall support via SNMP
e Selectable Syslog listen port
e Cool Statistics display

» Selectable display wallpaper
 Freeto use for as long as you want

You can download it from hittp://www.kiwi-enterprises.com/info_syslogd.htm |

To install, execute kiwis_syslogd.exe

Welcome screen appears — Click NEXT

‘Welcome
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wielcome to the Kiwi's Syzlog Daemon B.2.9 Setup program. This program
will inztall Kiwi's Syzlog Daemon 6.2.9 an pour computer.

It iz stronaly recommended that you exit all Windows programs before
1unning this Setup program.

BEFORE wou ingtall this version of Kiwi's Syslog Daemon, please ensure you
have REMOVED AMNY OLDER VERSIONS.

IF you are running the Service version, pleaze 'Stop' and 'Uninstall the
zervice first [from the Service Manager), then remaove the application using
Add/Remave Pragrams fram Cottral Panel.

All program zettings will be retained in the registry under the key:
HELkYS oftwareKiwi_Enterprizes\Syzlog_Dasmon
The new verzion will automatically use thesze existing zettings once installed.

Cancel
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Information Screen on “What's new to this version” - Click NEXT

What's new to thiz version [x]

‘Welcome ta Kiwi's Syslog Dasmon
A Free Windows 95/98/2000/NT Syslog D aemon.

Fiwi Enterprises Info

AL v, kiwi-enterprises.com
email  suppork@kiwi-enterprizes com

e el
- L\77 D? ‘:" ‘What's new to version B.2.9

=y
O? 7:\'! 72‘\{7 Released February 5, 2001
. LS L=

# Fixed zome frame dizplay prablems in Properties window
# Fixed bug whers DHCP "0.0.0.0" addresses were being resolved

| Dn am an within message text. ~l

< Back

Scan the License Agreement and accept the agreement by clicking YES in order to continue with the installation

Software License Agreement

Please read the fallowing License Agreement. Press the PAGE DIDWHN key to see the rest of the
agreement.

Termns and Conditions of use: ﬂ

*r'ou may use the free version of Kivi's Syslog Daemon for as long as you ke without ever having to
register. However, it iz recommended that pou join the Kiwi's Software mailing list so pou can be kept
informed of bug reporte, uzage tips and new releases az they become available.

The free version of Kiwi's Syslog Daemon [SOFTWARE PRODUCT] can be registered to enable
additional features over and above thoze of the free product. Each registration key covers a single copy
of the SOFTWARE PRODUCT installed on a gingle machine. Y'ou need a unique gerial number and
registiation code for each copy of the program pou want ta run with the full features enabled.

(=]
Do pou accept all the terms of the preceding License Agreement? If you choose Ma, Setup will close. Ta
inztall this product, you must accept this agreement.

Btint | < Back Yes | Ho

Accept the default Destination Directory and click NEXT

Setup will install Kiwi's Syzlog Daemon B.2.9 in the fallowing directory.
To install to this directary, click Mext.
To install to a different directony, click Browse and select anather directory.

“You can choogze not ta install Kiwi's Syelag Daemon B.2.9, by clicking
Cancel to exit Setup.

—

AT

=7 7 o
Destination Directar
E - ﬁ = ks
037“'\: L |£'7 ’]C:\F’rogram Files\Syzlogd Browse... |
J [ namnn Space Required: 9095 K

Space Available: 1331712 K

¢ Back Canicel

Copyright 2001 Rainer Bemsel www.bemsel.com - rainer@bemsel.com Page 2 of 6

This technical document has been created and

— evaluated by myself with the purpose to help friends
i to get into new technology and installations. There is
Novell. no financial interest, however, please respect the
copyriaht.




Enabling Syslog on TimeStep's Permit/Gate

You’ll get an information windows that Kiwi’s Syslog Daemon is Ready to Install. Click on NEXT
(A progress bar appears)

Ready To Install [ x|

Setup now has enough information to start installing Kiwi's Syzlog Daemon
£.2.9.

Click Back ta make any changes before continuing. Click Cancel to exit
Setup.

Current settings:

Destination Directary =]
C:4Program Files\Syslogd

i o

Cancel |

Once all files has been installed, you should get a Finished window. Do not Run Kiwi's Syslog Daemon
Now. Do a reboot of your PC first.

Finizhed B=

Setup iz complete and Kiwi's Syslog Daemon B.2.9 is now installed!

™ Run Kiwi's Syslog Daeman Now.

Click Cloge to end the Setup

< Hach [Earize]

When the PC has been restarted you could run Kiwi's Syslog Daemon by Start = Programs = Kiwi's
Syslog Daemon = Kiwi's Syslog Daemon

As this is the first time Syslog Daemon ir running on this PC, you will be asked to choose Default Action
setting. Click on YES
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Enabling Syslog on TimeStep's Permit/Gate

Thank you for choosing Kiwi's Syslog Daemon E

@ Thig iz the firzt time Syzlog Daemon wergion B.2.9 has been run on this machine.
Would you like to uze the default ‘Action’ settings?

The default iz to 'Dizplay’ all meszages and alzo 'Log’ them ta...
C:%Pragram Filez\SpslogdiAll-Debug. bt

Thesze settings can be changed later from the File | Properties menu.

Usze default action settings?

Now you are ready to receive syslog messages. But to be sure if this service is really running you should do
one more thing.

’ﬂ. Kiwi's Spslog Daemon [Yer 6.2.9]
File  Wiew Help
Date | Time | Priority | Hostname |“ ge -
||
Startup successhul @ g“mnz ’T| 11:30 | 07052001

Test the server with CTRL+T
You should see an entry in the log

’ﬂ. Kiwi's Syslog Daemon [Wer 6.2.9] - 1 Messages Per Hour.

File  Wiew Help

Date | Time: | Prioity | Hostname: |Hm§ge |‘
07-05-2001 :11:31:13 Locall.Debug 127.0.0.1 Kiwi's Syslog Daemon - Test message number 0001

Startup successful ®| 5 A 100z | 0 |11 | oros2om
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Enabling Syslog on TimeStep's Permit/Gate

Finally, we need to configure the VPN Gateway to send messages to the Syslog services.

Use PERMIT/Config to connect to the Gate and open the Configuration Window

Click the Management Servers tab

Syztern Parameters I Addresses I Local Security Policy | Red Security Policy
Shared Secret Authentication I Access I SHMP Access tanagement Servers | Client Services
—Management Servers Table
— —Entry
Server Type | |IP Addiess | Port Number | Pricrity | Enabled | P
Add
[Ehiatme |
Eemove |
Eroperties |
4| |
—&dd/Change Entry
IF Address: I'IS2.1BS.'ID.2 Server Tupe: Vel
DMS 5 -
Port Humber.  |514 Frigrity: HADIUEI\fczcounting Server Prozy [V
RADIUS Authentication S erver
WINS Server bl

QK I Cancel Apply Help

Type the IP Address of the desired server in the IP Address.
Select Syslog Server from the Server Type list box

Click Add
Click OK
Refresh the status of the main display

_. PERMIT/Config - Untitled [=[O]x]
Fie Edit “iew Tools Actions Help

0| B o|®[8]®|| Bla7 =8 @

Type IP Address System ID | 5% Rewvizion | Mode iy Actions

Pl Wl 5200 e

Contacting Gate [Done), Get Configuration [Done]

4] |

For Help, press F1

a =
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Enabling Syslog on TimeStep's Permit/Gate

Observe the entries in the Syslog server

%%, Kiwi's Syslog Daemon [Yer 6.2 9] - 5 Messages Per Hour.

Fils

Wiew Help
Date |

Hostname | Meszsage |
[1:34078741:G ate7520:0mniTip:128.203.210.10]2001
F07/05 05:06:06 Remote Evnt: Remote Sezsion
Terminated. < 000> |
[1:36241417:Gate7520:0mniTip:128.203.210.10]2001
/07705 05:06:06 Syslog Evnt: Registered
successfully with the UDP Proxy task.<000>
[1:36175873:G ate7520:0mniTip:128.203.210.10]2001
707705 05:06:06 UdpProx Evnt: Dpened socket to
monitor on port: 514.<000:

[1:36241409:6 ate7520:0mniTip:128.203.210.10]2001
Z07705 05:06:06 Syslog Ewnt: Opened socket For
writing. <000

[1:36241412:Gate7520:0mmiTip:128.203.210.10]12001 ~ |

I »
@gﬂwnz IT | 12:00 | 07-05-2001

Time |  Pieity |

Syslog.Hotice 192.168.10.10

07-05-2001 11:59:47

07-05-2001 | 11:53:47  Syslog Notice 132.168.10.10

07-05-2001 | 11:59:47 Syslog Notice 132.168.10.10

07-05-2001 | 11:59:47 Syslog Motice 192.168.10.10

|

| Startup successful

Establish a VPN Security Association (out of Kiwi's Syslog)

07-05-2001 12:06:14 Syslog.Notice 192.168.10.10 [1:33947680:Gate7520:0mniTip:128.203.210.10]2001/07/05
05:12:35 Isakmp ScSA: AddSa: SPIs:45401EEC/73F3F1DA Loc:192.168.10.* Rem:192.168.10.200 (128.203.210.2) Prot:ESP-
DES[56] Exp:5:00:00<000>

07-05-2001 12:06:14 Syslog.Notice 192.168.10.10 [1:35913740:Gate7520:0mniTip:128.203.210.10]2001/07/05
05:12:34 Par  Evnt: Request for IP address 192.168.10.200 from 128.203.210.2<000>
07-05-2001 12:06:13 Syslog.Notice 192.168.10.10 [1:33947685:Gate7520:0mniTip:128.203.210.10]2001/07/05

05:12:34 Isakmp ScSA: Notify from 128.203.210.2: Initial Contact<000>

07-05-2001 12:06:13 Syslog.Notice 192.168.10.10 [1:33947703:Gate7520:0mniTip:128.203.210.10]2001/07/05
05:12:34 Isakmp ScSA: AddPhasel: Rem:128.203.210.2, ID:"128.203.210.2", Cookies: 5DD64DE34C41FB35/2929B5220B677F39
Prot:DES[56]-MD5, Exp:23:59:49<000>

07-05-2001 12:06:02 Syslog.Notice 192.168.10.10
05:12:23 ShSecrt ScSA: Found PW for: 128.203.210.2.<000>
07-05-2001 12:06:02 Syslog.Notice 192.168.10.10 [1:33947698:Gate7520:0mniTip:128.203.210.10]2001/07/05
05:12:23 Isakmp ScSA: Got policy for peer:128.203.210.2, | am responder, authentication: shared<000>

[1:34930700:Gate7520:0mniTip:128.203.210.10]2001/07/05

Release of VPN Security Association (out of Kiwi’'s Syslog)

07-05-2001 12:09:56 Syslog.Notice 192.168.10.10
05:16:17 ParPool Evnt: Releasing IP Address 192.168.10.200.<000>
07-05-2001 12:09:56 Syslog.Notice 192.168.10.10 [1:33947704:Gate7520:0mniTip:128.203.210.10]2001/07/05
05:16:17 Isakmp ScSA: DelPhasel: Rem:128.203.210.2, 1D:"128.203.210.2", Cookies: 5DD64DE34C41FB35/2929B5220B677F39,
peer initated delete<000>

07-05-2001 12:09:56 Syslog.Notice 192.168.10.10 [1:33947705:Gate7520:0mniTip:128.203.210.10]2001/07/05
05:16:17 Isakmp ScSA: Rekey Phase 1: Rem:128.203.210.2, ID:"128.203.210.2",
Cookies:5DD64DE34C41FB35/2929B5220B677F39<000>

07-05-2001 12:09:56 Syslog.Notice 192.168.10.10 [1:33947698:Gate7520:0mniTip:128.203.210.10]2001/07/05
05:16:17 Isakmp ScSA: Got policy for peer:128.203.210.2, | am initiator, authentication: shared<000>

[1:35979273:Gate7520:0mniTip:128.203.210.10]2001/07/05
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