Demo Scenario - VPN Client and VPN Gateway using shared secret

The purpose of this document is to give you a complete set of installation steps to setup a demonstration
for a customer. It does not replace any official document and it's mandatory to attend a specific training,
which covers all kind of scenarios and details about different environments and configurations. Also,
there’s much more to know about VPN technology and specifications, as this document covers

Drawing
Following drawing should give you an outline for this scenario. It may be easier to understand what I've
done.
Public Network Corporate
(black side) -: (red side)
PERMIT/Gate 7500 Remote Configuration Utility
PERMIT Client on Win 98 RED Side IP: 192.168.10.200
128.203.210.2/24 IP: 192.168.10.10/24 OmniStack 5024
GW: 192.168.10.1 IP: 192.168.10.1/24
BLACK Side
IP: 128.203.210.10/24
GW: 0.0.0.0

Prerequisites

Hardware:
PERMIT/Gate 7500 — Alcatel 713x
OmniStack 5024

Software:

PERMIT/Client for Windows 95/98 version 3.00.021
PERMIT/Config 3.0

Set OmniStack back to factory default

I've used an OmniStack 5024. As | do not need any enhanced configurations, I've decided to let the Stack
act as a “simple box”.

Logon to the switch

Thi s product includes software devel oped by the University of California,
Berkel ey and its contributors.
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Demo Scenario - VPN Client and VPN Gateway using shared secret

Wel come to the Alcatel Omi Stack! Version 4.1.2 GA
l ogin : admin
password: switch (hidden)

Delete Configuration files

0S-5024 / >rm npm cfg

nmpmcfg is a configuration file - if you renove this file,
parameters will not be saved until you reboot; do you want to
renove this? (n) vy

File system conpaction in progress...

0S-5024 / >rm npm cnf

mpmcnf is a configuration file - if you renove this file,
parameters will not be saved until you reboot; do you want to
renove this? (n) vy

File system conpaction in progress...
0s-5024 | >

Perform a reboot

0s-5024 / >reboot
ConfirnP (n) : vy
Locking filesystem ..l ocked.
System goi ng down i medi ately...
swi t ch[ 40d6add0]: System rebooted by admin

Verify group and IP Address

After the switch has been rebooted, log on as admin with password switch

I %gp
Group Net wor k Address Prot o/
I D Group Description (1 P Subnet Mask) Encaps
(: VLAN I D) or (1 PX Node Addr)
1 Default GROUP (#1) 192.168. 10.1 P/
(ff.ff.ff.00 ) ETH2
I %

Configuring PERMIT/Gate using the Console
While the gateway comes fully configured right out of the box, there are some basic settings required for
local conditions. Additionally, you may wish to change some or all of the configuration files. Mostly, the
box has been used for different scenarios; it will be the best start to clear the configuration to factory
default and start from there.
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Demo Scenario - VPN Client and VPN Gateway using shared secret

Console Settings:

»  Bits per second = 19,200 (factory default of the box)
= Data bits =8

= Parity = None

= Stop bits 21

=  Flow control = Xon/Xoff

Terminal Cable Set

The proper cable set consists out of
= DB 9 modular jack (female) — Part No. 40-1314-00 — MADE IN CANADA
= 8-pin flat cable — Part No. 81-2230-0103 — MADE IN CANADA

Open your terminal session and connect to the Gate

T Teps Tewm - OO ¥T
Ein o Zahup Cgnirad Mndea el

FERRIT Enturprizm Ta2W — BEmusxion J. 00 HBehL
Mazn Menu
. Exit Mmnu GBgxtam
. Configurationx
. Etatux
. Eyztmm Log=
. Emztart tha Byxtom
. Cluzgpy Conf iguration
. Tzt Mmnu

fimlpct an option Followed by ‘enter’

;orm & W R = m

Clearing the Gate Settings on PERMIT Enterprise 7520

Note: The Dram boot menu differs from Enterprise 7520 to 2500 & 4000 series. If you use one of those,
please skip this section and follow the short description to clear the Gate Settings on PERMIT Enterprise

4520 on page 5

Type user name, root, and password permit. Both are case sensitive. These are the default values with

which the Gate is shipped.

PERM T Enterprise 7520 - Revision 3.00.026
Mai n Menu

Exit Menu System
Confi gurations

St at us

System Logs

Restart the System
Cluster Configuration

grwONEO
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Demo Scenario - VPN Client and VPN Gateway using shared secret

6. Test Menu
Sel ect an option followed by "enter': 4
Do you wish to restart the systen? (y to confirn)

Press 4 to restart the Gateway and watch for the DRAM Boot menu prompt
The DRAM menu is the lowest level that an Administrator can work with the Gateway code

Press ENTER as soon as you see the prompt

Press 'enter' to access startup nmenu.......
Press <CR> to activate the Dram Boot nenu

Type user name root and password permit again
Enter user ID root

Enter password: ******
PERM T Enterprise - Revision 3.00.026
Startup

Exit to continue executing application
Operating Mode (En/Dis) Unknown

Cl ear Configuration

Clear Flash File System

wh ko

Sel ect an option followed by '"enter': 2
This will erase all configuration parameter. Are you sure you want to change
this? ('"y' to confirm vy

Type 2 to clean the profile

Note: This re-initializes your non-volatile memory, deleting configuration information in the process and
resets your Gateway to factory default.

Type y to confirm the clean action

PERM T Enterprise - Revision 3.00.026Startup
0. Exit to continue executing application
1. Operating Modde (En/Dis) Unknown
2. Clear Configuration
3. Clear Flash File System

Sel ect an option followed by "enter': O

nvs: Initializing paranmeter storage area. Please wait...
nvs: Exam ning region O...
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Demo Scenario - VPN Client and VPN Gateway using shared secret

A bunch of logging messages appear during the boot process, when you see the last two lines, like
following, press RETURN and type user root and password permit to continue with the configuration
steps

2001/ 06/ 25 09: 20: 58 Monitor Evnt: Black port link: NO LINK
2001/ 06/ 25 09: 20: 58 Monitor Evnt: Red port l|ink: NO LINK

Enter user ID: root
Enter password: permit (is hashed with asterisks)

Continue with Step “Configuring IP Addresses”

Clearing the Gate Settings on PERMIT Enterprise 4520

. Open your terminal session and connect to the Gate

. Press ENTER as soon as you see the prompt “Press <CR> to activate the Dram Boot menu”

. Type user name root and password permit again

. Type cl to clean the profile

. Type y to confirm the clean action

. When Dram prompt returns, type ex to exit Dram an continue the boot process

. After the system finishes booting, the logging screen displays the message “Red port link: 10MB XX”
. Press ENTER and, in response to the prompts, type user root and the password permit

. The Main menu appears

OCO~NOOUTA,WNPE

Configuring IP Addresses

Choose Configurations => 1
PERM T Enterprise 7520 - Revision 3.00.026
Mai n Menu

Exit Menu System
Confi gurations

St at us

System Logs

Restart the System
Cluster Configuration
Test Menu

Uk WNEO

Sel ect an option followed by "enter': 1
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Demo Scenario - VPN Client and VPN Gateway using shared secret

From the Configurations Menu choose Addresses = 1
PERM T Enterprise 7520 - Revision 3.00.026
Configurations

Exit Menu

Addr esses

Managenment Servers

Net work Security Policy
Syst em Configuration
Access Configuration
Client Services

Files

Mast er Keys

ONoGAwNMEO

Sel ect an option followed by '"enter': 1

Change IP Address on Black Side = 2

PERM T Enterprise 7520 - Revision 3.00.026

Addr esses
0. Exit Menu
1. Bl ack/ Red LAN MAC Addr esses -> 00: a0: 90: 00: 82: 55 / 56
2. Black I P Address 1.1.1.53
3. Bl ack Subnet Mask 255.0.0.0
4. Black Default Router 0.0.0.0
5. Red | P Address 2.1.2.48
6. Red Subnet Mask 255.0.0.0
7. Red Default Router 0.0.0.0

Sel ect an option followed by '"enter': 2
Enter a new paraneter: 128.203.210. 10

The unit will need to be restarted.
Are you sure you want to change this? ('y' to confirm vy

Change Subnet Mask on Black Side = 3
PERM T Enterprise 7520 - Revision 3.00.026
<< Current configuration requires a restart to take effect. >>
Addr esses

0. Exit Menu
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Demo Scenario - VPN Client and VPN Gateway using shared secret

1. Bl ack/ Red LAN MAC Addresses -> 00: a0: 90: 00: 82: 55 / 56
2. Black | P Address 128. 203. 210. 10

3. Bl ack Subnet WMask 255.0.0.0

4. Black Default Router 0.0.0.0

5. Red | P Address 2.1.2.48

6. Red Subnet Mask 255.0.0.0

7. Red Default Router 0.0.0.0

Sel ect an option followed by '"enter': 3
Enter a new paraneter: 255.255.255.0
The unit will need to be restarted.
Are you sure you want to change this? ('y' to confirn vy

Change IP Address on Red Side =5

PERM T Enterprise 7520 - Revision 3.00.026
<< Current configuration requires a restart to take effect. >>

Addr esses
0. Exit Menu
1. Bl ack/ Red LAN MAC Addr esses -> 00: a0: 90: 00: 82: 55 / 56
2. Black | P Address 128. 203. 210. 10
3. Bl ack Subnet Mask 255, 255. 255.0
4. Black Default Router 0.0.0.0
5. Red | P Address 2.1.2.48
6. Red Subnet Mask 255.0.0.0
7. Red Default Router 0.0.0.0

Sel ect an option followed by '"enter': 5
Enter a new paraneter: 192.168. 10. 10
The unit will need to be restarted.
Are you sure you want to change this? ('y' to confirm vy

Change Subnet Mask on Red Side = 6

PERM T Enterprise 7520 - Revision 3.00.026
<< Current configuration requires a restart to take effect. >>

Addr esses
0. Exit Menu
1. Bl ack/ Red LAN MAC Addr esses -> 00: a0: 90: 00: 82: 55 / 56
2. Black | P Address 128. 203. 210. 10
3. Bl ack Subnet WMask 255. 255.255.0
4. Black Default Router 0.0.0.0
5. Red | P Address 192. 168. 10. 10
6. Red Subnet Mask 255.0.0.0
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Demo Scenario - VPN Client and VPN Gateway using shared secret

7. Red Default Router 0.0.0.0

Sel ect an option followed by '"enter': 6
Enter a new paraneter: 255.255.255.0
The unit will need to be restarted.
Are you sure you want to change this? ('y' to confirn vy

Change Default Router on Red Side = 7

PERM T Enterprise 7520 - Revision 3.00.026
<< Current configuration requires a restart to take effect. >>

Addr esses
0. Exit Menu
1. Bl ack/ Red LAN MAC Addr esses -> 00: a0: 90: 00: 82: 55 / 56
2. Black | P Address 1.1.1.53
3. Bl ack Subnet Mask 255.0.0.0
4. Black Default Router 0.0.0.0
5. Red | P Address 2.1.2.48
6. Red Subnet Mask 255.0.0.0
7. Red Default Router 0.0.0.0

Sel ect an option followed by 'enter': 7
Enter a new paraneter: 192.168.10.1
The unit will need to be restarted.
Are you sure you want to change this? ('y' to confirm vy

The following screen shows the addressing configuration after new IPs have been entered.

PERM T Enterprise 7520 - Revision 3.00.026
<< Current configuration requires a restart to take effect. >>

Addr esses
0. Exit Menu
1. Bl ack/ Red LAN MAC Addr esses -> 00: a0: 90: 00: 82: 55 / 56
2. Black | P Address 128. 203. 210. 10
3. Bl ack Subnet Mask 255, 255. 255.0
4. Black Default Router 0.0.0.0
5. Red | P Address 192. 168. 10. 10
6. Red Subnet Mask 255, 255. 255.0
7. Red Default Router 192.168.10.1

Sel ect an option followed by "enter': O
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Demo Scenario - VPN Client and VPN Gateway using shared secret

PERM T Enterprise 7520 - Revision 3.00.026
<< Current configuration requires a restart to take effect. >>
Confi gurations

Exit Menu

Addr esses

Managenment Servers

Net work Security Policy
Syst em Configuration
Access Configuration
Client Services

Files

Mast er Keys

NOUORWNEO

Sel ect an option followed by '"enter': O

PERM T Enterprise 7520 - Revision 3.00.026
<< Current configuration requires a restart to take effect. >>
Mai n Menu

Exit Menu System
Confi gurations

St at us

System Logs

Restart the System
Cluster Configuration
Test Menu

ok whEO

Sel ect an option followed by "enter': 4

The configuration has changed.
Do you wish to restart the systen? (y to confirn vy

Restarting .........

Configuring for Remote Access

PERM T Enterprise 7520 - Revision 3.00.026
Mai n Menu

Exit Menu System
Confi gurations
Status

System Logs

Restart the System

PwbpPo
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Demo Scenario - VPN Client and VPN Gateway using shared secret

5. Cluster Configuration
6. Test Menu

Sel ect an option followed by '"enter': 1

PERM T Enterprise 7520 - Revision 3.00.026
Configurations

Exit Menu

Addr esses

Managenent Servers

Net wor k Security Policy
Syst em Configuration
Access Configuration
Client Services

Files

Mast er Keys

ONoORWNMEO

Sel ect an option followed by '"enter': 5

PERM T Enterprise 7520 - Revision 3.00.026
Access Configuration

Exit Menu
Renpot e Access
Consol e Access
SNMP Access

wbh ko

Sel ect an option followed by '"enter': 1

Make sure, that Network Access is set to “All” and use as the access password remote

PERM T Enterprise 7520 - Revision 3.00.026
Renpot e Access

Exit Menu

Net wor k Access (none/all/list)
Trusted | P Address 1

Trusted | P Address 2

Trusted | P Address 3

Access Password

>

yeeo
yeeo ™
*ooo
coo

* -

ORrWONEO
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Demo Scenario - VPN Client and VPN Gateway using shared secret

Sel ect an option followed by '"enter': 5

Enter a new password: ****** & renote
Reenter the password: ****** & renpote

This may di srupt renpte access. Are you sure? (y to confirn) y

Installing the Remote Configuration Utility

Start the PERMIT/Config setup program
When inserting the CD ROM and Auto-Play is enabled, TimeStep’s Master setup window should open

automatically.

Welcome [ x|

‘welcome to the PERMIT /Config Setup program
Thiz pragram will inztall PERMIT /Config on your
computer.

It iz strongly recommended that pou exit all Windaws programs
before running this Setup program.

Click Cancel ta quit Setup and then cloze any programs you
have running. Click Mext ta continue with the Setup program.

WARMIMG: This program is protected by copyright law and
intemational reaties.

Unauthorized reproduction or digtibution of this program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prozecuted to the maximum extent possible under law.

Cancel |

When Auto-Play is disabled, then start the setup program out of the directory disk1 from the proper
directory

Click NEXT to accept the Welcome screen

Software License Agreement

% If you do not accept this license, exit setup.

Thiz i a reproduction of the END USER LICENSE AGREEMENT [ELILA) that came with
wour TimeStep product. Please refer ta the EULA certificate for infarmation on product
wersioh, version number, and serial number.

TimeStep PERMIT Enterprise
TimeStep Comparation EMD USER LICEMSE AGREEMEMNT

IMPORTANT - READ CAREFULLY: This End User License Agreement ['ELULA" is &

legal agreement between vou [either an individual or a single entity] and TimeStep
Corporation [ TimeStep™) for the TimeStep product identified above, which includes
computer software and associated media and printed matenals ['SOFTWARE™). By
installing, copying or otherwize uzing the SOFTWARE . or by uzing the TimeStep PERMIT
Security G ateway hardware which contains the SOFTWARE, you agree to be bound by LI

Do vou accept all the terms in the preceding Licence Agreement? If pou choose Mo, Setup
will cloge. Tainstall PERMIT /Config, vou must accept this agreement.

< Back ‘es Ho |
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Demo Scenario - VPN Client and VPN Gateway using shared secret

Click YES to accept the terms of the License Agreement

Chooge Destination Location E

Setup will install PERMIT /Canfig in the following folder.
Toingtall to this folder, click Mexst

Toinstall to a different folder, click Browse and select anather
folder.

“T'ou can choose not to install PERMIT /Config by clicking Cancel
ta exit Setup,

" Destination Folder

C:A ATimeStephPERMIT Config Browse | ‘

< Back

Cancel |

Click NEXT to accept the default Destination location for the files

Select Program Folder

Setup will create the 'PERMIT Config' folder, add programs icons
toit, and then place this folder in the program folder listed below.

Program Folders:

Entiust PKI
00
Infarmix Client

< Back I Hext > I Cancel

Click NEXT to accept the default Program Folder for the Start menu

Information

Pleaze read the following PERMIT /Config R eadme file:

PERMIT AConfig wersion 3.0 Readme. tst ﬂ

welcome to PERMIT /E nterprise
Copyright Newbridge Metworks May, 2000 - Al ights resery

These notes include infarmation that is neither in
| Administrator's Guide. nor in the help file.

These notes are specific to the May 2000 elease of the

PERMIT /Canfig software. Please read them befare you inst:
FPERMIT AConfig.

=
1] | »

< Back I Hest > I Cancel |
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Demo Scenario - VPN Client and VPN Gateway using shared secret

Scan the readme notes and then click NEXT

Setup Complete

Setup has finished instaling PERMIT /Config on your computer.

Click Finizh to complete Setup.

< Bachk

Click FINISH
Exit the install utility, when not exiting automatically

This completes the installation phase.

Configuring the Utility

Click the start button from the Programs menu, choose TimeStep = PERMIT/Config =
PERMIT/CONFIG

Security Gate IP List

= Feise Fassinn

P Addre

Bemove

Add Cluster

Add Memter

u]

Cancel

_AddChste |
i
x|
_ Carcal |
_ e |

Help

When you start PERMIT/Config with no gateway list file specified, it presents the Security Gate IP List
box. Use this box to indicate the addresses of the Gateways you wish to access. Be sure to enter the IP
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Demo Scenario - VPN Client and VPN Gateway using shared secret

of the appropriate side of the Gateway. In this scenario, the PERMIT/Config is connected on the red side,
and therefore you have to use 192.168.10.10 as the appropriate IP Address

Secunty Gate IP List

 IP Address

|1 92.168.10.10

Enter Password

Enter Password:

Add |
Remove |

I | Feuse Eassward

Werify Password:

.

Cancel

Type the IP Address 192.168.10.10 and click ADD. A new window pops up, type and confirm the
password for accessing the Gate. Remember “remote”, which has been set earlier in the section

“Configuring for Remote Access” and click on OK.

. PERMIT/Config - Untitled =13
Eile Edit “iew Tools aActions Help
Als||| =] = [=s]=] =] ]w @l
Type [ 1P Address [ System 1D [ 5w Revision [ Mods [ 18] = ® [ 8 [ tctions
192.168.10.
4| 0
Far Help, press F1 4
Now you can see the Gate with IP Address listed on PERMIT/Config.
~- PERMIT/Config - Untitled [ O[]
File  Edit View [X i
= a2 4] @
Type P& S Revision | Mode i) Actiong
------ ' Sessiun Heports F
[Gate Statue..
Erediet Mesciption..
[Configuratian 3
Build Secure Map...
Bemate Lkl Aecess,
4 | Wersiom Eompatitii.. _;I
Refreshes the status of &l the selected security gates v
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Demo Scenario - VPN Client and VPN Gateway using shared secret

Highlight the new added Gateway and click on Tools in the Menu Bar = Refresh Status
This will contact the Gateway and retrieve the configuration.

When seeing on Actions
= Contacting Gate (Done)
= Get Configuration (Done),
You have verified access to the gate

PERMIT /Config - Untitled =
File Edit Wiew Tools Actions Help

O|s|@| B «®8®]|e| Bls ] @

Tupe IP Address I System D I SW Revision | Mode I LTE ml x ﬂ I Actions
@ w 8. Enabled B Contacting Gate [Done], Get Configuration [Done)

4] |

For Help, press F1

a =

Note: It is useful to save this into a Gateway List File (GLF). Otherwise, the next time you open the Utility
you will have to re-enter the Gate IP address and password.

Setting Preferences

From the File menu click Preferences

Customize E

Settings | Toolbars I

— General Metwork
V¥ Autoload MBL file Timeout: Im secondsz
[ Enciypt new Gate List files ™ Connect on Open

— Date & Time

In the box below, enter the date & time "'January 2, 1939 (@ 3:04:05 PM" in
the format in which you would like it to appear throughout the application.

024)an/1999 03.04:05PM =] Check Format|  Use Default |

Ok I Cancel | LpEy | Help |

On the Settings tab:

Ensure that the Autoload MRU file check box is selected. This will automatically load the Most Recently
Used gateway list file when started.
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Demo Scenario - VPN Client and VPN Gateway using shared secret

Leave the Encrypt new Gate List files check box clear
Note: This option causes the utility to prompt for an encryption password when saving a new gateway list
file and to prompt for the password, when opening the file

Leave Timeout at its default value of 30 seconds
Leave the connect on open check box clear
Click on Toolbars tab

Customize

Settings  Toolbars |

— Toolbar Options
W Display the Standard toolbar
™ Use the Cool Look, button style

¥ e Jarge toolbar buttons

Rezet Toolbar |

Ok I Cancel Sl Help

Click the Use large toolbar buttons check box

Click Apply and OK to close the Customize box
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Demo Scenario - VPN Client and VPN Gateway using shared secret

Installing the Secure VPN Client

Start the Secure VPN Client setup program
When inserting the CD ROM and Auto-Play is enabled, TimeStep’'s Master setup window should open
automatically.

FERAIT Clisnt far
Windaws 8588

FERMIT/Client far
Windews NT

PERRIT Canfig

PERMIT Enterprise

master sefup

 TiImESTEP

When Auto-Play is disabled, then start the setup program out of the directory disk1 from the proper
directory — otherwise choose the proper client version

- PERMIT Client 95 = does work with Windows 95 and 98
- PERMIT Client NT = does work with Windows NT 4.0 only

(When having Windows 2000, please obtain the latest version of PERMIT Client, which supports W2K)

PERMIT ACKent 5 elup EBE

i Tl £ pulrest conbgunation b has nol besr Pehaded i he: rotallation, PERMIT Chast val
i | 5 i Sacial Aidhanhcaton arb)

Click OK to bypass the warning message about the utility being unable to find entrust.ini.
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Demo Scenario - VPN Client and VPN Gateway using shared secret

‘imlorera io TrneeSiep's FERMIT Ok Setn. Tho
ﬂrﬂlrﬂmhmhh

F i deagh eeoraraadad Bind paisal 6 windoe el
harwe pararang i § g paograen

Dk Cancsl 50 ol Seun e thin choas g ol ol
bt ruring Dk Hes b condrns sl the 5o plogan

WiFHHE [l pegrae £ msiecied o cooumgie e ard
renmeicrdl peskn

e iy oot o vd Gin ol i ey, 0
w‘:m:ll.r-lrw
el i Pk W) D Tl bl ) i i iy

[ ] oot |

Click NEXT

i g vl vt gl PERMIT STt i ki DT i
bolkwra (R

Toniwedtal vox vhod baied, ik Bl
E;‘\-li Wty B terd Pkl clad oo el it vl

o oo chocas ol b il PER BT Thend e "wiraiosss. 22T

by cliebing Cancal o sl Teng.
[ paiirandic Fiokdas
LA\ TirmeSaapPE ST A i |

i [ e |

Click NEXT to accept the default Destination Folder

P wad B kllesang 'L U T ks imcines: file:

[FERRITT it 3000 i e T EI

wielcans b PEFIIT Endsmais
f-:n-ﬁ HHE) Py Mestonks - Al inghits

Thatas raia imchids infnaradon that i el in
o A ol Guade: Flesie iead s
doourmend bekes molalng FERM T Cen.

COHTEMTE

N | o
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Demo Scenario - VPN Client and VPN Gateway using shared secret ﬁ;}l

T
-

Scan the readme notes and click NEXT

Click NEXT to accept the default Program Folder
(A progress bar appears)

Thz FERMIT (Tl Sedmphsd b Dot sucoesilully il aled

Plasas it the ndioaesd doduimralon b Pl o o
Conlgaing FERM T Thenl

=1

Click FINISH

Windows displays the Network Configuration Utility briefly and then restarts the computer. When
Windows restart, it returns to the configuration process and displays this message.

Note: During the installation process before, there has a new Client (Client for TimeStep Virtual Private
Networking) been added on the network configuration and a new adapter, called TimeStep Virtual
Adapter, and not to forget, TCP/IP has been bind to this new adapter as well.

PERMIT AT liant [ ]

- PEFRMITChant canwd dhat SHUFQ AT Gomrrecsbons unbll pod CIesle o of s
\..I&.j e bor profles,
Plagn uza iha FEREIT Thent disloxg B 10 cimale Beza pokila:

Click OK

The Secure VPN Client places a TimeStep icon in the Tool tray at the right end of the Taskbar, once the
complete installation and initial configuration has been finished.
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Demo Scenario - VPN Client and VPN Gateway using shared secret

Configuring the Secure VPN Client for Ethernet use

After successful installation, the following dialog box

appears

1 PERMITC lent [ Windews 3598

Froie | Logging / Tracing | Securly Asooistion |
P List

oo | | samuie |

| __Gae | Lesdtomia |

Type Ethernet in the Profile Name box. You can use any other Profile Name as well.
LEAVE Security Level, Default Permission and Unique Identifier at their default values

Click CHANGE CONNECTION
Select the Network Interface Card

Doy My
]

| 3 ears Eihaed ind 11 PO CLE 05080 |
=1 ey ekl e E el S b 10071 LA

[ gt T
A0 EH

HE
HIC

Covel |

Note: You may see different values in your Connecti

on Type Window. Choose the appropriate.
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Demo Scenario - VPN Client and VPN Gateway using shared secret

Click SAVE and the profile name appears in the Profile List in the left plane

H‘fll.-\.l.ru-'rlnwl‘sm-blw\.nﬂ-ﬂl g 7
Feat Lt mﬂr"nu-ul
e R e

il e I ~ulm | .
Cofwll Fpranren: 7 Taaw 7 ok
I ke bl
Ll T D He
T Endagd daeens ™ e

T Dty bl

I |

Cormraciion [ o (T B Conbilni E s

|'-.h.|||-.rr-|r‘.
Charge Conrsciion r

| | | Sapmsie |

frww | fea | Lowiiemi]

Right Click the profile tin the left plane and click SET “Ethernet” as active profile, and a red check mark

should appear (It is possible to have multiple profiles, where it may be necessary to identify one as the
active profile)

Click the Logging /Tracing tab

erotle | Loy o) | s iy tesscucimion | Hai] 7]
L
F' [rabls Lagrg
[ e pbecr
" L U Pl g e - F
fig Hera F'I"I@.'h‘-ll’“ﬂl‘.ﬂtl"ﬂll LleniF 540 L |
™ Ersble Traong
Mot
[ piradsnDoen [ S0 [ Eghesgerd T Earal i Ageni
™ Coarscion Agant ™ FOmAr faeacs: ™ EaKE" ™yl Agari
D rraior
Bowirghes  © M Mg FleSissieh F
Sl Hagrw |2 P Flee! T e PERMIT Clrd FERMAIT Tome |

Ensure that the Enable logging checkbox is selected
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Demo Scenario - VPN Client and VPN Gateway using shared secret

S A TARITAI0 SRR Mess Podicy ipes] surosades]

2000 NS IR 1S4FEMP Chargs piolie seserasd S8k bewrg dniaied
SAUTARSD TETE ] M bl Soent i & Husmest! isirerasd

NI NS TIETRSE]  Profbe Sgen Piokie Etheame?' 26l 16 scise

SRR TR PR Geaos Lalll et Autregte probie TE Hesmet
MNMETS MAI0G4E]  Proble SAgen Piofis Ethamat’ added

SN TN HIEN S PERMIT Servios U] eaguest Add probls Eiesaned

2N NS 1405 5F B0 PERMIT Seviea GUI st Fiatrsren: FERKIT sata 1
AN VTR T Bynhks i Ry By 52
i | L|J
Tincing

Dale Tare Cimvipumerl [

J| | |

O MUNEIT A sl bed Windioes o 5000

Frolle | Lopging ! Tracing | Secusiy Axrecaten | il
Clerrralem T e Ered Foe Frokl Ereepiay  Aufhwrdcabn
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Demo Scenario - VPN Client and VPN Gateway using shared secret

NOTE: There are no Security Associations yet

Using PERMIT/Config to configure VPN Gateway for shared secret

Two steps are required to set the authentication level to Shared Secret.
» Change the Red Security Policy for that connection
» Enter the Black-side network identity and the associated secret

Ensure that Client is disabled

Activate the Configuration Utility and refresh the status

PERMIT /Config - Untitled =
File Edit Wiew Tools Actions Help

N R E )

Tupe IP Address I System D I SW Revision | Mode I LTE ml x ﬂ I Actions
@ w 92.168.10.10 Enabled i Contacting Gate ([Done], Get Configuration (Dane|

4] |

For Help, press F1

a =

Open the Configure Window by ACTIONS = CONFIGURE

= Configure [ ]
Shared Secret Authentication I Access I SHMP Access I Management Servers I Client Services I
System Parameters | Addresses I Local Security Policy I Fied Security Palicy
— Administration — General

Operating Mode ¢ Disabled ¢ Enabled

Systern [0 IDmniTid
Cortact ITimeStep Corparation — MNetwork P.
Location: IKanata, Ontario MTU Size: I'IEDD bytes
Bhone Number, 1613) 533-3610 Consdle
Gate Local Date: ID4;"JuI.-"2DD1 ﬂ
— Hardware Revision Gate Local Time: 07 35: 044k =i
Time Zone [GMT offzet]): I-DE:DD
stz I Baud Rate: 19200
Hardware Revizion: IBD Console |die Timeout: |5 Iminule[s] 3:
Serial Mumber. |41 000111153 Fieset Date & Time

Ok I Cancel | Apply | Help |

In the System ID box of the Administration frame (System Parameters tab), type a name for your
system. This name applies to the Gate, not just to a particular side of the Gate.
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Demo Scenario - VPN Client and VPN Gateway using shared secret

RED SECURITY POLICY

Click the Red Security Policy tab

In the Add/Change Entry frame, select ISAK

— Configure [ x]
Shared Secret Authentication I Aooess I SHMP Access | Management Servers | Client Services |

System Parameters

i~ Red Policy List

Addresses

MP-Shared in the Mode list

Local Security Policy Fed Security Palicy

|P Address/Hange | |P Address Mask. |

o

kode | Palicy | Fed Hnulell 5 | Al |

182.168.10.%

—&dd/Change Entry

£dd

[Ehange |
Hemove: |

ISAKMPS .. n.0.oo Mo Mo

P Addiese/Range: |1 92.16810."
B Eddiess W ask: I

Palicy 1D: I
Mode: IISAKM P-Shared 'I

Fed Router IU.U.U.U Secure Map X Allow Clear ™
OK. I Cancel Apply Help

Type the IP Address Range of your protected

Network (192.168.10.%).

IP Address Mask means Subnet Mask, but by putting “*”, it will be disabled.

Leave the Policy ID box blank

Make sure you check mark “Secure Map”, otherwise you won't be able to establish an SA from the Client

to the Gate.
Click Add

Click the Addresses tab
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Demo Scenario - VPN Client and VPN Gateway using shared secret

~ Configure [ %]

Aocess |
Addresses I

Shared Secret Authentication |
Systemn Parameters

= IP dddr

SHMP Access I

Management Servers I Client Services I

Laocal Security Palicy I Red Security Policy

FRed P Address:

Red Subnet Mask: |255.255.255.U
Fied Default R outer: |'|52 168.10.1

Black IP Addiess: 128.203.21010
Black Subnet Mask:  [255.255.255.0
Black Default Router.  |0.0.0.0

- MAL Addresses
Red Port:

IDD a0k 90:00:96:52
IDU:aD: 90:00:96: a1

Black Part:

[ Bridge Emulation Mode

o]

Cancel | Apply | Help |

There you could see all the IP Address pre-filled. When contacting the Gate for a refresh, this has been

retrieved.

LOCAL SECURITY POLICY

Click the Local Security Policy tab

~ Configure [ x]

SNMP Sccess |

Shared Secret Authentication I Access I

System Parameters I Addresses

— PERMIT /Directar

tanagement Servers |
Local Security Policy

Client Services |
Red Security Policy

™ Director Policy Checking

PERMIT /Director DIN: |

~ Local Security Policy

Security Level tobile Clien

I Elock < l
720 Iminute[s] 3:

™ Default is S4s do not expire
¥ Enable |d Checking

Drefault Policy

Default 54 Duration:

V¥ Enable Active Security Configuration Pratection

o]

Cancel | Apply | Help |

Change the security Level to “Mobile Client w/Shared Secret” and leave Default Policy to “Block”
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Demo Scenario - VPN Client and VPN Gateway using shared secret

SHARED SECRET AUTHENTICATION

Click the Shared Secret Authentication tab

= Configure [ x]
Supstem Parameters | Addresses I Local Security Policy I Red Security Policy |
Shared Secret Authentication | fccess | SMMPéccess | ManagementSevers | Client Services

~ Shared Secret T able

Elack IF Address/Ranae | Black Netwark Mask | Black ID |

—&dd/Change Entry

Elack IP Address/Range: [128.203.210.1 Black 10: I

ak. I Cancel | Apply | Help |

In the Add/Change Entry frame:
Type the IP range (128.203.210.%) in the Black IP Address/Range box.

Enter as “shared secret” secret99 in the Shared Secret box and confirm it in the Confirm Shared Secret
box.

In the Entry frame (on the right) click ADD

PRIVATE ADDRESS REQUESTS

To enable and configure Private Address Requests, do following:

Click the Client Services tab
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Demo Scenario - VPN Client and VPN Gateway using shared secret

. Configure
System Parameters | Addresses | Laocal Security Palicy I Red Security Policy I
Shared Secret Authentication I Access I ShMP dccass I Management Servers Client Services
Configuration
’7 ¥ Enable Private &ddress Requests Addiess Exping:  |120 minute(s) 3: ‘
[~ Private Addiess Pool
|P &ddress/Range I IP &ddress Mask. I Subnet Mask | Prowy ARP | Add
[Ehange, |
Eemove |

IP Addiess/Range:  |192165.10[100-110] Prosp ARP
[ &ddiess fask Subnet Mask: |255_255_255 ]

—RaDIUS
@ MNone " Accept ¢ Enforce Protocal € CHAP & PAP

Server prompt IP\easa enter your user name and password for RADIUS authentication.

oK I Cancel | Lpplp | Help |

In the Configuration frame, select the Enable Private Address Requests checkbox

In the Private Address Pool frame, type the appropriate address range in the IP Address/Range box
Select Proxy ARP check box

Note: Selecting Proxy ARP check box instruct PERMIT/Gate to respond to ARP requests on behalf of
clients with IP address in the private address pool table. Use this checkbox only, when using Private
Address Pool

IP Address/Range 192.168.10.[100-110]

Type 255.255.255.0 in the Subnet Mask box

Leave blank the IP Address Mask box

Click Add (in the Entry frame, on the right) and than OK

Rebuild the secure map by going to TOOLS = BUILD SECURE MAP

Copyright 2001 Rainer Bemsel www.bemsel.com - rainer@bemsel.com Page 27 of 33

CERTIFIED

LU Expert B C UB E

This technical document has been created and
evaluated by myself with the purpose to help friends
to get into new technology and installations. There is
no financial interest, however, please respect the
copyriaht.

Certified
NOVELL
ENGINEERSM

Novello

Us EXNFERT



Demo Scenario - VPN Client and VPN Gateway using shared secret

— Secure Map Wizard - Page 1/3

PERMIT /Config iz about to build & secure map for all
selected gates. The secure map contains routing and policy
infarmation, which allows gates to interoperate with sach
other. ou do not need a secure map for client to gate
Communication,

How should PERMIT /Config generate the secure map?

[recommended for most users)

" Custam Settings

[for advanced users only)

Befare continuing, please ensure that you have highlighted
all gates that you want ko appear in the zecure map. |f you
wigh to add non-PERMIT gates to the map then you wil
have ta custamize the file.

< Bark I Mext > I Cancel Help

Have Typical Settings checked and click on NEXT

—. Secure Map Wizard - Page 3/3 | %]

FPERMIT /Config is now ready to gend the secure map to the
selected gates. IF you wish, vou can also save a copy of the
file as a backup, or you can simply save the file to disk and
zend it to the gates at a later time.

What would pou like to do with the secure map™?

V¥ Send it directly to the gates

I Browee,., |

< Back I Finish I

Cancel | Help

Have the Secure Map send directory to the gates and click on FINISH

PERMIT /Config - Initial. glf M=

15 E Y LSEER® |MER N @

Tupe IP Address System D | S Revision | Mode il Actions

® =il 0 OmniTip 3 Enabled

Contacting Gate (Do end File [Done)

< | |

For Help, press F1 A
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Demo Scenario - VPN Client and VPN Gateway using shared secret

You should see after file has been uploaded a Send File (Done)
Enabling and Configuring Virtual Tunneling on Client using shared Secret

Open Permit/Client Profile Window

L1 FERMI T A el o Sy 56750

Pk Iw.p'-.l-'1-m.r-.||$l."-l:¢'ﬁ1mw| Tl |
F"iu":"'wrhu-l

Frrin e ||'1ru- “hued

Srmcanly Larved =1

Dfouk Prarmomor. 17 [ 7 Dlock

Ly | i
1P s ™ [imnusin Huars
T Edalliaddien L1 [

™ Dogirygunied H arss

| = |
[eerwition. [i[¥acom [ ips D Carcd E

[Ty pra—— E""""”""""'""

g | Ame | seeems |
Ao | fow | fasiieai |

For further scenarios, change the Profile Name to Ethernet-Shared (I will use this basic settings for other
OmniTips as well)

Select the Virtual Tunneling check box and change Security Level to Mobile Client w/Shared Secret

Pruciile | Lagging  Toscing | 5 oo sosciatior: | il el
Prota Ll Pl Prcgsariinn | Torarad P |
i

+ ] D S rmd Fab Hins I ey b

Sy Ll I"r 1o -|
o Porwes: ™ &

Ihapr i

[l F o v ' Dy M

™ E gl ey L

™ Digirguished Hoss

[ o
Corsaricn F;:.-’..n'\-lilqh.i-ul'..iil—

I L |I-F-n||.-|lu-'ﬁ||]
=

G | hee | s |
e | Dew | ssdiemie |

(This displays an additional sub-tab, Tunnel Point)
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Demo Scenario - VPN Client and VPN Gateway using shared secret

Click the Tunnel Point tab

In the Security Gateway box, click the New/Edit button on the box header ....

O FERMIT ADend o Wirdows 95598 _
Mllmifml G iy A pnesskon | ] 7|
Praflla Lzt

Frofle Propatins  Tunrl Pt |

Sty GalEny ' 4

Poryste duciags Pl
L gotevss axogresd mrsde sddemon
& Spevily remdle probeied el
7 GpetdyieEnds reteerhd el adbsiaEn

r &) Edwred
v _] Ewarel Bhaved

[ e Edaraded Audtarscdmn

|_ s |  Fos | e |
Bowrs |  Dew | Lowibomie |
.. this will open a new window

F.es Epchangs Mods
% Plagotists wing & Sheied Sacrst

[ Sees Shasad Sacmt I

=

Swve | Caeom |

In the Security Network Gateway box, type the IP address of the Black side of your Gate

Ensure Negotiate using a Shared Secret is selected
Note: Do not select the Save Share Secret check box, as you are not using extended authentication

Click Save

Negotiate using Certificate is grayed out, because we installed the Client without having an entrust.ini
available.
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Demo Scenario - VPN Client and VPN Gateway using shared secret

Right click the Ethernet-Shared profile in the Profile List and select Set “Ethernet-Shared” as active
profile

1 PERMET MChenl [ 'ndoms S5/5

Frofle | Logging / Tracing | Secusty Aveciston | Mg 2

Profis Lit

= ) E harml Frotls Properss; Turnel Poad |

T rr———r—
oot st et . activs packle Il e AEY

Frvate Akt Foeat!
Ly gty Sisgred renols sddesies
T 3 paciy sernotw prolecied ek

T G pacily nermobw rsteork £ andd sdchansar

™ L stemcdad] dathwnitic slom

Figust Sagmimis |
Bore | G | Loodronie |

Click Save
Clear the Disable setting on the TimeStep tool tray popup
0 Efresmest
w1 Elrwmel-Sharsd
Fiekeed Pokesy
Help
About FERMIT AChent

T 2 PERMIT e forwins._ | i R 50

The Shared Secret popup appears

“E TimEeSTEP

Plaass erbii U ihaned pecie lai
TEEAE010

.
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Demo Scenario - VPN Client and VPN Gateway using shared secret

Type the “shared secret” secret99 and then click OK
Select the Security Association tab (beside the Logging /Tracing tab)

£ PERMIT/Chent fos Windows 95/98 M= E
Hﬂill'—m‘ﬂ-"'“ﬂ'ﬂ Gmmmiﬂml Ml
Diashnalion T Erud Peari Frodos SulEnScalnn

ESF

SEL AN Hore

You should now see a Security Association, where Destination points to the red-side of your gate and the
Tunnel End Point is actually the Interface’s IP of the black-side

Run Winipcfg (or ipconfig) and check the adapter list. First, you will see the active Network Interface
associated with an IP address out of the black range. My client is using 128.203.210.2, while there’s
another Adapter, which is interesting.

1P Conligaation HE E
Etbsmet Adepiei ledormiation
[Fcom Pefomance Sees =75 Il
Adepher Addiess OB ESDEE
F Addessr 128 23202
Subnet Hask 95 268 95 1)
Dokt Gateway
o] | |
Fiebegoedd | Fenewad | Mo inioo: |

The TimeStep Virtual Private Ethernet Adapter has been added to the list of adapters and has the IP
address assigned by the Gate from its Private Address Pool

B WP Confagnatesn mEE
Eusrast Adagber bl omnaton
Adnpiay Sddesy 00453536243
IF ez 19218210100
Subnet Mask SHE, 26 S 1)
[eafaalt Gatewsy
[ ok ]|  Foease | Fenew |
Felngondll | Fenewdd | Mowinos: |

An this guy is using an IP Address out of the PAR Pool (similar to DHCP), we have defined at the Private

Address Requests, during the Gate Configuration.
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Demo Scenario - VPN Client and VPN Gateway using shared secret

Well, that’s it. You should now ping from the Client PC to the Remote Configuration Utility PC. The first
Ping packet may time out, because of Proxy ARP. Let the ping run with “-t” and disable the VPN Client.
You will see an immediate “Destination unreachable”. Reactive the VPN client, get the shared secret in,
and enjoy how the tunnels is re-established and the ping is going to succeed again.
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