Demo Scenario - VPN Client and VPN Gateway using Certificates

The purpose of this document is to give you a complete set of installation steps to setup a demonstration
for a customer. It does not replace any official document and it's mandatory to attend a specific training,
which covers all kind of scenarios and details about different environments and configurations. Also,
there’s much more to know about VPN technology and specifications, as this document covers

Drawing
Following drawing should give you an outline for this scenario. It may be easier to understand what I've
done.
Public Network Corporate
(black side) -: (red side)
PERMIT/Gate 2500 Remote Configuration Utility
PERMIT Client on Win 98 RED Side i500 & Entrust 5.0
128.203.210.2/24 IP: 192.168.10.10/24 OmniStack 5024 IP: 192.168.10.200
GW: 192.168.10.1 IP: 192.168.10.1/24
BLACK Side
IP: 128.203.210.10/24
GW: 0.0.0.0

Prerequisites

Hardware:
PERMIT/Gate 2500 — Alcatel 713x
OmniStack 5024

Software:
PERMIT/Client for Windows 95/98 version 3.00.021
PERMIT/Config 3.0

Document:
Installing i500 & Entrust 5.0 = _hitp://www.bemsel.com/omnitip_collection/1500_Entrust5 v1.2.pdf |

Set OmniStack back to factory default

I've used an OmniStack 5024. As | do not need any enhanced configurations, I've decided to let the Stack
act as a “simple box”.

Logon to the switch
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Demo Scenario - VPN Client and VPN Gateway using Certificates

This product includes software devel oped by the University of California,
Berkel ey and its contributors.

Wel cone to the Alcatel Omi Stack! Version 4.1.2 GA

l ogin : admin
password: switch (hidden)

Delete Configuration files

058-5024 / >rm npm cfg

mpmcfg is a configuration file - if you renove this file,
paranmeters will not be saved until you reboot; do you want to
renove this? (n) y

File system compaction in progress...

0S-5024 / >rm npm cnf

mpmecnf is a configuration file - if you renove this file,
paranmeters will not be saved until you reboot; do you want to
renove this? (n) vy

File system compaction in progress...
0s-5024 | >

Perform a reboot

0S- 5024 |/ >reboot
ConfirnP (n) : vy
Locking filesystem .. | ocked.
System goi ng down i medi ately...
swi t ch[ 40d6add0]: System rebooted by admin

Verify group and IP Address

After the switch has been rebooted, log on as admin with password switch

I % gp
Group Net wor k Address Prot o/
ID Group Description (I P Subnet Mask) Encaps
(: VLAN | D) or (I PX Node Addr)
1 Default GROUP (#1) 192.168.10.1 P/
(ff.ff.ff.00 ) ETH2
I %

Configuring PERMIT/Gate using the Console
While the gateway comes fully configured right out of the box, there are some basic settings required for
local conditions. Additionally, you may wish to change some or all of the configuration files. Mostly, the
box has been used for different scenarios, it will be the best start to clear the configuration to factory
default and start from there.
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Console Settings:

= Bits per second = 19,200 (factory default of the box)
» Data bits =8

= Parity = None

= Stop bits 21

=  Flow control = Xon/Xoff

Terminal Cable Set

The proper cable set consists out of
= DB 9 modular jack (female) — Part No. 40-1314-00 — MADE IN CANADA
= 8-pin flat cable — Part No. 81-2230-0103 — MADE IN CANADA

Open your terminal session and connect to the Gate

H Ter Teemn - O0F1 0T al0l =

D Eci Salup Cgrirad  ndow e

FERRIT Enturprizm Ta2W — BEmusxion J. 00 HBehL ;I
Mazn Menu
. Exit Mmnu GBgxtam
. Configurationx
. Etatux
. Eyztmm Log=
. Emztart tha Byxtom
. Cluzgpy Conf iguration
. Tzt Mmnu
fimlpct an option Followed by ‘enter’

;orm & W R = m

3

Clearing the Gate Settings on PERMIT Enterprise 7520

Note: The Dram boot menu differs from Enterprise 7520 to 2500 & 4000 series. If you use one of those,
please skip this section and follow the short description to clear the Gate Settings on PERMIT Enterprise
4520 on page 5

Type user name, root, and password permit. Both are case sensitive. These are the default values with
which the Gate is shipped.

PERM T Enterprise 7520 - Revision 3.00.026
Mai n Menu

Exit Menu System
Configurations

St at us

System Logs

Restart the System
Cluster Configuration
Test Menu

oukwNhEO
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Sel ect an option followed by "enter': 4
Do you wish to restart the systen? (y to confirn

Press 4 to restart the Gateway and watch for the DRAM Boot menu prompt
The DRAM menu is the lowest level that an Administrator can work with the Gateway code

Press ENTER as soon as you see the prompt

Press 'enter' to access startup nmenu.......
Press <CR> to activate the Dram Boot nenu

Type user name root and password permit again
Enter user ID: root

Enter password: **x***
PERM T Enterprise - Revision 3.00.026
Startup

Exit to continue executing application
Qperating Mode (En/Dis) Unknown

Cl ear Configuration

Clear Flash File System

wh ko

Sel ect an option followed by 'enter': 2

This will erase all configuration paranmeter. Are you sure you want to change
t
his? ('"y'" to confirm vy

Type 2 to clean the profile

Note: This re-initializes your non-volatile memory, deleting configuration information in the process and
resets your Gateway to factory default.

Type y to confirm the clean action

PERM T Enterprise - Revision 3.00.026Startup
0. Exit to continue executing application
1. OQperating Mdde (En/Dis) Unknown
2. Clear Configuration
3. Clear Flash File System

Sel ect an option followed by "enter': O

nvs: Initializing parameter storage area. Please wait...
nvs: Exam ning region O...

A bunch of logging messages appear during the boot process, when you see the last two lines, like
following, press RETURN and type user root and password permit to continue with the configuration
steps
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Demo Scenario - VPN Client and VPN Gateway using Certificates

2001/ 06/ 25 09: 20: 58 Monitor Evnt: Black port |ink: NO LINK
2001/ 06/ 25 09: 20: 58 Monitor Evnt: Red port l|ink: NO LINK

Enter user ID: root
Enter password: permt (is hashed with asterisks)

Continue with Step “Configuring IP Addresses”

Clearing the Gate Settings on PERMIT Enterprise 4520

. Open your terminal session and connect to the Gate

. Press ENTER as soon as you see the prompt “Press <CR> to activate the Dram Boot menu”

. Type user name root and password permit again

. Type cl to clean the profile

. Type y to confirm the clean action

. When Dram prompt returns, type ex to exit Dram an continue the boot process

. After the system finishes booting, the logging screen displays the message “Red port link: 10MB XX”
. Press ENTER and, in response to the prompts, type user root and the password permit

. The Main menu appears

O©CoO~NOOOTD,WNPE

Configuring IP Addresses

Choose Configurations => 1
PERM T Enterprise 7520 - Revision 3.00.026
Mai n Menu

Exit Menu System
Configurations

St at us

System Logs

Restart the System
Cluster Configuration
Test Menu

oukwhdEO

Sel ect an option followed by '"enter': 1

From the Configurations Menu choose Addresses = 1
PERM T Enterprise 7520 - Revision 3.00.026
Configurations

0. Exit Menu
1. Addresses
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Demo Scenario - VPN Client and VPN Gateway using Certificates

2.
3.
4.
5.
6.
7.
8.

Sel ect an option followed by '"enter': 1

Managenment Servers

Net wor k Security Policy
Syst em Configuration
Access Configuration
Client Services

Files

Mast er Keys

Change IP Address on Black Side = 2

PERM T Enterprise 7520 - Revision 3.00.026

Addr esses
0. Exit Menu
1. Bl ack/ Red LAN MAC Addr esses -> 00: a0: 90: 00: 82: 55 / 56
2. Black | P Address 1.1.1.53
3. Bl ack Subnet Mask 255.0.0.0
4. Black Default Router 0.0.0.0
5. Red | P Address 2.1.2.48
6. Red Subnet Mask 255.0.0.0
7. Red Default Router 0.0.0.0

Sel ect an option followed by '"enter': 2
Enter a new paraneter: 128.203.210. 10

The unit will need to be restarted.
Are you sure you want to change this? ('y' to confirm vy

Change Subnet Mask on Black Side = 3

PERM T Enterprise 7520 - Revision 3.00.026
<< Current configuration requires a restart to take effect. >>

Addr esses
0. Exit Menu
1. Bl ack/ Red LAN MAC Addr esses -> 00: a0: 90: 00: 82: 55 / 56
2. Black | P Address 128. 203. 210. 10
3. Bl ack Subnet Mask 255.0.0.0
4. Black Default Router 0.0.0.0
5. Red | P Address 2.1.2.48
6. Red Subnet Mask 255.0.0.0
7. Red Default Router 0.0.0.0

Sel ect an option followed by '"enter': 3
Enter a new paraneter: 255.255.255.0
The unit will need to be restarted.
Are you sure you want to change this? ('y' to confirn vy
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Change IP Address on Red Side =5

PERM T Enterprise 7520 - Revision 3.00.026
<< Current configuration requires a restart to take effect. >>

Addr esses
0. Exit Menu
1. Bl ack/ Red LAN MAC Addr esses -> 00: a0: 90: 00: 82: 55 / 56
2. Black | P Address 128. 203. 210. 10
3. Bl ack Subnet WNMask 255. 255.255.0
4. Black Default Router 0.0.0.0
5. Red | P Address 2.1.2.48
6. Red Subnet Mask 255.0.0.0
7. Red Default Router 0.0.0.0

Sel ect an option followed by '"enter': 5
Enter a new paraneter: 192.168. 10. 10
The unit will need to be restarted.
Are you sure you want to change this? ('y' to confirm vy

Change Subnet Mask on Red Side = 6

PERM T Enterprise 7520 - Revision 3.00.026
<< Current configuration requires a restart to take effect. >>

Addr esses
0. Exit Menu
1. Bl ack/ Red LAN MAC Addr esses -> 00: a0: 90: 00: 82: 55 / 56
2. Black | P Address 128. 203. 210. 10
3. Bl ack Subnet Mask 255, 255. 255.0
4. Black Default Router 0.0.0.0
5. Red | P Address 192. 168. 10. 10
6. Red Subnet Mask 255.0.0.0
7. Red Default Router 0.0.0.0

Sel ect an option followed by '"enter': 6
Enter a new paraneter: 255.255.255.0
The unit will need to be restarted.
Are you sure you want to change this? ('y' to confirm vy
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Change Default Router on Red Side = 7

PERM T Enterprise 7520 - Revision 3.00.026
<< Current configuration requires a restart to take effect. >>

Addr esses
0. Exit Menu
1. Bl ack/ Red LAN MAC Addr esses -> 00: a0: 90: 00: 82: 55 / 56
2. Black I P Address 1.1.1.53
3. Bl ack Subnet WMask 255.0.0.0
4. Black Default Router 0.0.0.0
5. Red | P Address 2.1.2.48
6. Red Subnet Mask 255.0.0.0
7. Red Default Router 0.0.0.0

Sel ect an option followed by 'enter': 7
Enter a new paraneter: 192.168.10.1
The unit will need to be restarted.
Are you sure you want to change this? ('y' to confirn vy

The following screen shows the addressing configuration after new IPs have been entered.

PERM T Enterprise 7520 - Revision 3.00.026
<< Current configuration requires a restart to take effect. >>

Addr esses
0. Exit Menu
1. Bl ack/ Red LAN MAC Addr esses -> 00: a0: 90: 00: 82: 55 / 56
2. Black | P Address 128. 203. 210. 10
3. Bl ack Subnet WNMask 255. 255.255.0
4. Black Default Router 0.0.0.0
5. Red | P Address 192. 168. 10. 10
6. Red Subnet Mask 255, 255. 255.0
7. Red Default Router 192.168.10.1

Sel ect an option followed by "enter': O

PERM T Enterprise 7520 - Revision 3.00.026
<< Current configuration requires a restart to take effect. >>
Confi gurations

Exit Menu

Addr esses

Managenment Servers

Net wor k Security Policy
Syst em Configuration
Access Configuration
Client Services

ouhwhEO
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Demo Scenario - VPN Client and VPN Gateway using Certificates

7. Files
8. Master Keys

Sel ect an option followed by '"enter': O

PERM T Enterprise 7520 - Revision 3.00.026
<< Current configuration requires a restart to take effect. >>
Mai n Menu

Exit Menu System
Configurations

St at us

System Logs

Restart the System
Cluster Configuration
Test Menu

oukwbdEO

Sel ect an option followed by "enter': 4

The configuration has changed.
Do you wish to restart the systen? (y to confirnm vy

Restarting .........

Configuring for Remote Access

PERM T Enterprise 7520 - Revision 3.00.026
Mai n Menu

Exit Menu System
Configurations

St at us

System Logs

Restart the System
Cluster Configuration
Test Menu

ouhkwbdEO

Sel ect an option followed by '"enter': 1

PERM T Enterprise 7520 - Revision 3.00.026
Configurations
0. Exit Menu

1. Addresses
2. Managenent Servers
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Demo Scenario - VPN Client and VPN Gateway using Certificates

3. Network Security Policy
4. System Configuration

5. Access Configuration

6. Cient Services

7. Files

8. Master Keys

Sel ect an option followed by '"enter': 5

PERM T Enterprise 7520 - Revision 3.00.026
Access Configuration

Exit Menu
Renpot e Access
Consol e Access
SNVP Access

wNh ko

Sel ect an option followed by "enter': 1

Make sure, that Network Access is set to “All” and use as the access password remote

PERM T Enterprise 7520 - Revision 3.00.026

Renot e Access

0. Exit Menu

1. Network Access (none/all/list) All

2. Trusted | P Address 1 0.0.0.0
3. Trusted | P Address 2 0.0.0.0
4., Trusted |IP Address 3 0.0.0.0
5. Access Password * ok ok ok

Sel ect an option followed by "enter': 5

Enter a new password: ****** & renpte
Reenter the password: ****** & renpote

This may di srupt renpte access. Are you sure? (y to confirn) y
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Installing the Remote Configuration Utility

Start the PERMIT/Config setup program
When inserting the CD ROM and Auto-Play is enabled, TimeStep’'s Master setup window should open

automatically.

Welcome

“welcome to the PERMIT /Config Setup program.
Thiz program will install PERMIT /Canfig an your
computer.

It iz strongly recommended that you exit all Windows programs
befare munning this Setup program.

Click Cancel to quit Setup and then close any proarams wou
hawve nning. Click Mext to continue with the Setup program.

‘WARMIMG: This program iz protected by coperight law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it may result in severe civil and criminal penalties, and
will be prozecuted to the maximum extent possible under law.

Cancel |

When Auto-Play is disabled, then start the setup program out of the directory disk1 from the proper
directory

Click NEXT to accept the Welcome screen

Software License Agreement %]

g If you do niot accept this license, exit setup.

[This iz a reproduction of the END USER LICEMSE AGREEMENT [ELILA] that came with «
wour TimeStep product. Please refer ta the ELLA certificate for infarmation on praduct
wersion, version number, and serial number.

TimeStep PERMIT Enterprize
TimeStep Corporation EMD USER LICENSE AGREEMEMNT

IMPORTANT - READ CAREFULLY: This End User License Agreement ["ELILA") iz a

legal agreement between vou [either an individual or a gingle entity] and TimeStep
Corporation [ TimeStep") for the TimeStep product identified above, which includes
computer software and aszociated media and printed matenals ["'SOFTWARE"). By
inztalling, copying ar othensize using the SOFTWARE . ar by using the TimeStep PERMIT
Secunity Gateway hardware which containg the SOFTWARE, pou agree to be bound by LI

Do you accept all the terms in the preceding Licence Agreement? |If you choose Mo, Setup
will cloze. To install PERMIT /Config, you must accept thiz agreement.

< Back Yes

1=
[=]
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Click YES to accept the terms of the License Agreement

Choose Destination Location

Setup will install PERMIT /Config in the following folder.
To install to this folder, click Mext.

Tainstall to a different folder, click Browse and select another
folder.

You can choose not to install PERMIT /Canfig by clicking Cancel
to exit Setup.

" Destination Folder

L\ ATimeStepsPERMIT Config Browse: ‘

< Back Cancel I

Click NEXT to accept the default Destination location for the files

Select Program Folder [ x]

Setup will create the 'PERMIT Config' folder, add programs icons
to it, and then place this folder in the program falder listed below.

< Back I Hest > I Cancel I

Click NEXT to accept the default Program Folder for the Start menu

Information

Please read the following PERMIT /Config Readme fil:

FERMIT/Canfig version 3.0 Readme. bt :I

[Welcome to PERMIT/Enterprise
Copyright Newbridge Metwarks May, 2000 - Al rights reser

These notes include information that is neither in
[Adminiztrator's Guide, nor in the help file.

These notes are specific to the May 2000 release of the

PERMIT/Config software. Please read them before pou inst:
FERMIT/Config.

-
1| | 3

< Back I Hext > I Cancel I

Scan the readme notes and then click NEXT
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Setup Complete

Setup has finished instaling PERMIT /Config on your computer.

Click Finizh to complete Setup.

< Bachk

Click FINISH
Exit the install utility, when not exiting automatically

This completes the installation phase.

Configuring the Utility

Click the start button from the Programs menu, choose TimeStep = PERMIT/Config =
PERMIT/CONFIG

Security Gate IP List

= [ Beise Eassnm

— IP Addre:

Remove

Add Cluster

Sdd Memter

u]

Cancel

_Add Ot |
e
x|
_ Corca |
__tep |

Help

When you start PERMIT/Config with no gateway list file specified, it presents the Security Gate IP List
box. Use this box to indicate the addresses of the Gateways you wish to access. Be sure to enter the IP
of the appropriate side of the Gateway. In this scenario, the PERMIT/Config is connected on the red side,
and therefore you have to use 192.168.10.10 as the appropriate IP Address
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Security Gate IP List (X

1P Address

1821681010
I &I = | Heuse Easeword
Remove |

Enter Password E2

Enter Pagsword:
f
Wernify Password:

(] 4 I Cancel

Type the IP Address 192.168.10.10 and click ADD. A new window pops up, type and confirm the
password for accessing the Gate. Remember “remote”, which has been set earlier in the section
“Configuring for Remote Access” and click on OK.

. PERMIT /Config - Untitled [_[O]x]
File Edit “iew Tools Actions Help

Ols|al 2| (=55 =5 o
Type | 1P &ddress [ Spstem 1D [ 5w Revision | Mods [ = [ & [ [ Actions
[z 192.168.10...

| |
Far Help, press F1 &
Now you can see the Gate with IP Address listed on PERMIT/Config.
PERMIT/Config - Untitled =] B3
File  Edit  Vigw [
o il s ZEE
a|= n —E Clear Action Display M gl |
T;Ee I P& = S Revision | Mode fij Actions
m ------ ' Session Hepers 3
""" [Fate Statis,..
Eradict Meserptior..
[Carfauratet 3
Build Secure Map...
Hemate [Lah L ecess,
14| ersion Eompatitility _;I
Refreshes the status of all the selected security gates A

Highlight the new added Gateway and click on Tools in the Menu Bar = Refresh Status

This will contact the Gateway and retrieve the configuration .
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Demo Scenario - VPN Client and VPN Gateway using Certificates

When seeing on Actions
= Contacting Gate (Done)
= Get Configuration (Done),
you have verified access to the gate

= PERMIT/Config - Untitled =] E3
File Edit View Tools Actions Help

Ozl B (BB Ble:]N o

Tupe IP &ddress I System D I SW Revision | Mode I LTE EI x ﬂ I Actions
@ w 68.10.10 Enabled Il Contacting Gate (Done ~onfiguration [Dlone|

41 |

For Help, press F1

A

Note: It is useful to save this into a Gateway List File (GLF). Otherwise, the next time you open the Utility
you will have to re-enter the Gate IP address and password.

Setting Preferences

From the File menu click Preferences

Customize

Settings | Taolbars I

— General Mebwark
I Autorload MRL file Timneout: |E senonds
[ Encrypt new Gate List files [ Connect on Open
—Date & Time

In the bow belove, enter the date & time "January 2, 1999 (@ 3:04:058 PM" in
the farmat in which you would like it to appear throughout the application.

024)an/1999 03:04:05FM ﬂ Check Eormatl |dze Default |

ok I Cancel | Ao | Help |

On the Settings tab:

Ensure that the Autoload MRU file check box is selected. This will automatically load the Most Recently
Used gateway list file when started.

Leave the Encrypt new Gate List files check box clear
Note: This option causes the utility to prompt for an encryption password when saving a new gateway list
file and to prompt for the password, when opening the file

Leave Timeout at its default value of 30 seconds
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Leave the connect on open check box clear

Click on Toolbars tab

Customize E

Settings  Toolbars |

— Toolbar Optiohs
W Display the Standard toalbar
™ Use the Cool Look button style

I¥ {ize jarge toolbar buttons

Beszet Toolbar |

ok I Cancel i Help

Click the Use large toolbar buttons check box

Click Apply and OK to close the Customize box

Installing the Secure VPN Client

Start the Secure VPN Client setup program
When inserting the CD ROM and Auto-Play is enabled, TimeStep’s Master setup window should open
automatically.

| PERMIT/Cliant fur
Windaws BREE

FERMIT Enterprise

TIMESTEP
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Demo Scenario - VPN Client and VPN Gateway using Certificates

When Auto-Play is disabled, then start the setup program out of the directory disk1 from the proper
directory — otherwise choose the proper client version

- PERMIT Client 95 = does work with Windows 95 and 98
- PERMIT Client NT = does work with Windows NT 4.0 only

(When having Windows 2000, please obtain the latest version of PERMIT Client, which supports W2K)

PEAMIT A Rent Setup

i Tha Erbiuist conbiguiaion b has rol biser Pcheadied i e rotalation, PESBIT st vl
supgeoil Shated Saciel Authanlicalon ork.

I'" |
[

Click OK to bypass the warning message about the utility being unable to find entrust.ini. | will add the
entrust.ini later in this document.

wmm TirmaSiwp'y P AW T /Cherd Setup. This
l.nwil'\dﬂ configurs tha nacezray fiss In
RHIT Ahari

11 & gl sscoaraesrdied St wo sal A Wirskess pIogRaTe
e g bz Sabup progen

Cleh. Carwel bz cpat St ared Ban chicie e jaogn s won
Pt gl Tk Pasl b Conbings seth B Bkl o

WIHRIMG: Thas program & profecied oy comaghl ke
ntmrabonal inate

Uinseihpacres] sspaociunbsnn oo disinbaston ol this progren, o sng
prbion gl i, e resll I awees el and ol pareltes,. nd
sl b proosculed bo the: e sstent pocnble undes les

T

Click NEXT
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Sz vl inslall PERMIT Dhend Tos Wirekevs W58 in e
Fpdiossarng Fodder.

Trirctall ko thiz Fokder, click Flsd
Toirstal k1 o dibeent fokbel, cick Biosin ard pdlec] il
lodides

s o chos rod i imshal PR T lent for windows 60700
by cicking Cancel 1o mal Gahp

DV s Ficied

O \TimeSleph PEFRMIT Clend L |
cpaek | i;:- I coes |

Click NEXT to accept the default Destination Folder

Flazn s the loliorang FEFRMIT.Ch i

[FERMIT Al 20 1o Wirekwa 95,58 il
wekcorre b PEFRAT Erdsprie
I rppgrd TR Plawhbncige Habworez - éllighia

1T e b inchcie: Flormstion I8 & notin
ths defrrarastrndod's Gasds. Flasss iz tey
dacurent beloss rglsling PERKIT Tienl

CONTENTE

1| ILIll
_cbo [Er]| _ows |

Scan the readme notes and click NEXT

Click NEXT to accept the default Program Folder
(A progress bar appears)
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Demo Scenario - VPN Client and VPN Gateway using Certificates

The FERMIT it Sedmpda hai Do saocesililly mnilalisd

Plasss el the aroiossd dedumrtaion ke Foluciom o
conlipuing FERM T Thenl

=

Click FINISH

Windows displays the Network Configuration Utility briefly and then restarts the computer. When
Windows restart, it returns to the configuration process and displays this message.

Note: During the installation process before, there has a new Client (Client for TimeStep Virtual Private
Networking) been added on the network configuration and a new adapter, called TimeStep Virtual
Adapter, and not to forget, TCP/IP has been binded to this new adapter as well.

PERMIT AClinnl =

PEFRMIT et caneed shat SHOUTD WA Comrrrecabons ol o CIesls or of s
e o proflies,
Plasan uza lha FERMIT/Thent dialog b 10 cissle Faze paokiaz

Click OK

The Secure VPN Client places a TimeStep icon in the Tool tray at the right end of the Taskbar, once the
complete installation and initial configuration has been finished.

Configuring the Secure VPN Client for Ethernet use

After successful installation, the following dialog box appears
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Demo Scenario - VPN Client and VPN Gateway using Certificates

O PERMITChent o Windews 35/98
Prolle | Lo Tracing | 'Em.rl;.l.ﬁwmm| Halp| 7]
Prodie Lk

joe | | swwiie |
| e | Soetmee]

Type Ethernet in the Profile Name box. You can use any other Profile Name as well.
LEAVE Security Level, Default Permission and Unique Identifier at their default values

Click CHANGE CONNECTION
Select the Network Interface Card

[ iy M [y Tpmir
[hal Lz Sedaple 0 ER
1 3can Frhed, ink I PO LA, 05000 | HE

=] o sl ] | el Sed ol 1071100 HL

o | cews |

Note: You may see different values in your Connection Type Window. Choose the appropriate.

Click SAVE and the profile name appears in the Profile List in the left plane

Copyright 2001 Rainer Bemsel www.bemsel.com - rainer@bemsel.com Page 20 of 42

CERTIFIED

LU Expert B C UB E

This technical document has been created and
evaluated by myself with the purpose to help friends
to get into new technology and installations. There is
no financial interest, however, please respect the
copyriaht.

Certified
NOVELL
ENGINEERSM

Novello

Us EXNFERT



Demo Scenario - VPN Client and VPN Gateway using Certificates

H‘fll.-\.l.ru-'rlnwl‘sm-blw\.nﬂ-ﬂl Halg| 7
i el Pa—— I
Bt IR S e —

il e I ~ulm | .
ot Freery: 7 T 7 Bk
I ke bl

Ll T D He

T Endagd daeens ™ e

T Dty bl

I |

Cormraciion [ o (T B Conbilni E s

|'-.h.|||-.rr-|r‘.
Charge Conrsciion r

| | | Sapmsie |
frww | fea | Lowiiemi]

Right Click the profile tin the left plane and click SET “Ethernet” as active profile, and a red check mark

should appear (It is possible to have multiple profiles, where it may be necessary to identify one as the
active profile)

Click the Logging /Tracing tab

Prie | Loary oy | Sussa sty st | Habl 7]
Fuebtstaiats | oot |
' [rabls Laggng
[ s ke
" [ i Nl g 0 - | F
g Hwra [ Prapes ter, | rai e PERBIT Clerd ol Lag |
™ Ermble Trvacng
LT )]
I s Drisn [ PSR I Pygisipeni T Earad ¥ dgani
[T Cesracion &g T PERAT Saracs: [T 24P ™yl Agard
[l armakr
Towirges  © M Mg FleSith F
TeHaw |2 Proapm Sie Teeta nd PERIT Clerd PERRAT Tome |

Ensure that the Enable logging checkbox is selected

Within the Logging/Tracing tab, click the Monitor tab and note the Logging window
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Demo Scenario - VPN Client and VPN Gateway using Certificates

AMIT ATk o Windows 95058

Prokie  Logging ¢ Tiacing | 5 ecusy Association | Y| 2]
[———L
_. —
Cinds e (Cowmgamsnl -
S A TARITAI0 SRR Mess Podicy ipes] surosades]
2000 NS IR 1S4FEMP Chargs piolie seserasd S8k bewrg dniaied
AL TAEIE S Probls fgent Frodie T Hwsmest isirerssd
NI NS TIETRSE]  Profbe Sgen Piokie Etheame?' 26l 16 scise
SIS TNENRTE) PEPRMIT Servcs GUD respuest Actrvgte paodies T Hesmest
MMMAETS MAB0E4ED  Profle fgen Piokis Ethamat’ added
AR WAHEAN PERMIT Serace GUI reuest Add proble Eihened
2N NS 1405 5F B0 PERMIT Seviea GUI st Fiatrsren: FERKIT sata 1
AP AR TR B Sl et R Eda X
i | L|J
Tincing
Dale Tare Cimvipumerl [
i | |

Select the Security Association tab (beside the Logging /Tracing tab)

O PERMIT Chisnt Bor 'Windows 3550

Poida | Leggrg # T ml Heip| 2|
[Diesplanbon Turnwed Erd Posnl Pafiazod Enchpiion | Suthesmigskon
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Demo Scenario - VPN Client and VPN Gateway using Certificates

NOTE: There are no Security Associations yet

Before you can start using PKI, you have to have i500 and Entrust installed. For instructions on how to
achieve this installation, | refer to my Technical Tip: “Installing i500 and Entrust 5.

[ http://lwww.bemsel.com/TechTip/RB 500 Entrust5 v1.2.pdf |

Adding Users and Gateways for PKIl use

Make sure Entrust Service is up and running. To do so, open the control panel, click on Services and look
for Entrust/Authority Service. Verify, that this service is running.

Logon to the Entrust RA and use “First Officer”

User profile; IFirst Officer.epf vl Find Profile...
s I— Lreate Profile...

Becover Profile...

if

hill

" Entrust/RA Cancel

o R Clisnit Ultiliby
Releaze 5.0
Copyright® 1994-1933 E ntruste

File “iew Users Groups Audtlogs Searchbases Policies ChAs  Operations Help
als|o] al#| BIAD| & &N
i Users :
g Groups General Information | Certificate Listl
W Auodit Logs
: ﬁh Seaichbases Emtrust Cé DN- |0=T|megtep, =L
)‘_ Security Policy
@l Certification Aut ‘wieh fingerprint: IEE:52:??:UD:ZS:BE:ES:FE:M:EB FRIB2075A
Key pair algorithm: IHSA
Key pair size: |1024
Hardware Type: INo Ciyptographic Hardware
4
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http://www.bemsel.com/omnitip_collection/i500_Entrust5.pdf

Demo Scenario - VPN Client and VPN Gateway using Certificates

Add User

Right click Users in the left plane and select NEW USER

ﬂ Entrust/RA - [Security OFficer] cn=First Dfficer. o=Time5tep. c=CA

File “iew Users Groups Auditlogs Searchbases Policies Cas

Operations  Help

al4|®| als BlA[2] & @M
T

Digtinguighed Name [DIN] | State | Fole | Group | Categorny |

& New Uszer...
Find 3

|
ﬁ» [Eanee End
B

Ayrchived Usersz...

] - o=Timestep, c=Ch

M aming I Eenerall Certificate | Key Update Dptinnsl

Tupe: IF'ersc-n

=

Thiz iz the uzer type to be uzed for most Entrust uzers.

In DM
= First Mame Rainer ~
« Last Mame Bermnszel i

Serial Mumber [
Ernail tbemzelFind. alcatel com |l

Aztenigks [¥] appear beside required attributes.

Add to: A Domain Searchbase j

Show DM |

™ Create profile

Ok I Cancel

Type in following mandatory values
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Demo Scenario - VPN Client and VPN Gateway using Certificates

First Name Rainer
Last Name Bemsel

You could use any name, just make sure you remember, when configuring VPN Client
You will be asked to confirm the password to be allowed of creating this user

5 Authorization Required EHE I

Pleaze enter the pazaword for

Firzt Officer.epf

Pazzword: ||

] I Cancel

Select the Enable for Entrust Checkbox

Finally, you will get a Reference Number and an Authorization Code to request your certificate later on.

ﬂ Operation Completed Successfully

o=Time5tep, c=CA

Digtribute theze activation codes securely o the uzer.
Reference number; 92465958

Authorization code: Badhw - WDEMNTAP

The activation codes can alzo be retieved from the
Activation Codes page of the uzer's properties,

@ Uzer has been added succezsfully: cn=Rainer Bemsel,

Click OK to accept the Operation Completed Successfully info box

Add Gateway

Right click Users in the left plane and select NEW USER
Type Omni in the First Name box and Tip in the Last Name box
Select the Enable for Entrust Checkbox

Click OK to accept the Operation Completed Successfully info box
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Demo Scenario - VPN Client and VPN Gateway using Certificates

From the Setup Information tab, note the Reference Number and Authorization Code for use in this
scenario. In reality you would deliver the information direct to the User in order to have the user
authorized

Configure VPN Gateway for Getting Certified

Two steps are required to set the authentication level to ISAKMP-Certificate.
» Check Time and date on the Gate (Differences more than one hour between CA and Gate
certificate request will fail)
= Change the Red Security Policy for that connection

Check Time and change, when necessary

Logon to console of the Gate

PERM T Enterprise 2520 - Revision 3.00.026
Mai n Menu

Exit Menu System
Configurations

St at us

System Logs

Restart the System
Cluster Configuration
Test Menu

oukwhdEO

Sel ect an option followed by '"enter': 1

PERM T Enterprise 2520 - Revision 3.00.026
Confi gurations

Exit Menu

Addr esses

Managenment Servers

Net wor k Security Policy
System Confi guration
Access Configuration
Client Services

Files

Mast er Keys

N AWNEO

Sel ect an option followed by "enter': 4
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Demo Scenario - VPN Client and VPN Gateway using Certificates

PERM T Enterprise 2520 - Revision 3.00.
System Confi guration

0. Exit Menu
1. System Paraneters
2. System Information
Sel ect an option followed by "enter':

PERM T Enterprise 2520 - Revision 3.00.
System Par anet er s

Et hernet Setting (Bl ack/ Red)
Et hernet Status (Bl ack/ Red)

0. Exit Menu

1. Date and Tine

2. Time Zone [GMI of fset]

3. Console Idle Timeout (n nutes)
4. Baud Rate

5. Operating Mdde (En/Dis)

6. MU Size

7.

8.

Sel ect an option followed by "enter':

Enter a new paraneter: 2001/07/10 09:

PERM T Enterprise 2520 - Revision 3.00.
System Par anet er s

Exit Menu

Date and Ti ne

Time Zone [ GMI of fset]

Consol e Idl e Tineout (m nutes)
Baud Rate

Operating Mode (En/Dis)

MIU Si ze

Et hernet Setting (Bl ack/ Red)
Et hernet Status (Bl ack/ Red)

N~ WNEO
PNOOTAEWNE

Sel ect an option followed by '"enter':

Enter a new paraneter: +1
PERM T Enterprise 2520 - Revision 3.00.

Syst em Par anet er s

0. Exit Menu
1. 1. Date and Tine

026

1

026

2000/ 12/ 14 09: 33: 07
-5:00

5

19200

Enabl e

1500
10Mo HDY 10Mb HD
10Mo HDY 10Mb HD

1

24: 00

026

2001/ 07/ 10 09:24: 00
-5:00

5

19200

Enabl e

1500

10Mb HDY 10Mb HD
10Mb HD 10Mb HD

2

026

2001/ 07/ 10 09: 24: 10
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Demo Scenario - VPN Client and VPN Gateway using Certificates

2. 2. Time Zone [GMVT of fset] 1: 00

3. 3. Console Idle Tinmeout (ninutes) 5

4., 4. Baud Rate 19200

5. 5. Operating Mde (En/Dis) Enabl e

6. 6. MIU Size 1500

7. 7. Ethernet Setting (Bl ack/Red) 10Mb HDY 10Mb HD
8. 8. Ethernet Status (Bl ack/ Red) 10Mb HOY 10Mb HD

Sel ect an option followed by "enter': O

Using PERMIT/Config to configure VPN Gateway for certificates
Ensure that Client is disabled

Activate the Configuration Utility and refresh the status

- PERMIT /Config - Untitled =100
File Edit Miew Tools Aclions Help

Ols|@) @] B[R] Bl k8| &

Type 1P Address SpstemID | S wision | Mode fij Actions

192.168.10.10 OrniTip 3.00.026 En. A Contacting Gate [Done). Set Canfiguration [Daon

4] |

For Help, press F1

a2

Open the Configure Window by ACTIONS = CONFIGURE

Shared Secret Authentication I Access I SHMP Access I tanagement Servers I Client Services I
Spstem Parameters | Addresszes | Local Security Policy | Fied Security Palicy
— Administration ~ General
SystemID Operating Mode € Disabled & Enabled
Cortact: ITimeStep Corporation — Netwark P.
Location: IKanala, Ontario MTU Size: |1 500 bytes
Phone Mumber: |[51 315333610 — Eareals
Gate Local Date: 10Aul#2001 j
i =
~ Hardware Ravision Gate Local Time: 10:47.564M =i
Time Zone [GMT aoffset]: ID‘I :00
Boot Revision: |1.2D.DD2 Baud Fate: 19200
Hardware Revisian: |48 Console [die Timeaut: |5 Iminute[s] 3:
Serial Number: ISDUDD‘I 02335 Fieset Date & Tine |

ak. I Canicel | Sppliy | Help |

In the System ID box of the Administration frame (System Parameters tab), type a name for your
system. This name applies to the Gate, not just to a particular side of the Gate. Also make sure, that the
gateways time, date and time zone matches the entrust authority and X.500. A difference of more than 59
minutes will fail the certification of the gateway
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Demo Scenario - VPN Client and VPN Gateway using Certificates

RED SECURITY POLICY

Click the Red Security Policy tab

In the Add/Change Entry frame, select ISAKMP-Cert in the Mode list

— Configure E
Shared Seciet Authentication | Access | SHMP Access I tanagement Servers | Client Services |
System Parameters | Addresses I Lacal Security Policy Red Security Palicy
— Fied Policy List

Entr
IPAddless:’Hangel |P &ddiess Maskl Mode | Policy | Red Houterl 5. | Allow

Add

[EHarae:
HEEme

4 | B

(- Add/Change Entr

1P Addiess/Range: [192.168.10" Eolicy 1D:

I A ddiess hasks Mods: ISAKMP-Cert vl
Fed Fauter 192168101 SecureMap ¥ Allow Clear [~

ak. I Cancel I Lpply Help

Type the IP Address Range of your protected Network (192.168.10.%).
IP Address Mask means Subnet Mask, but by putting “*”, it will be disabled.

Leave the Policy ID box blank

Make sure you check mark “Secure Map”, otherwise you won't be able to establish an SA from the Client
to the Gate. Click Add - Click the Addresses tab

[ [ x]
Shared Secret Authentication | Access | SNMPAccess | Management Servers | Client Sewvices |
System Parametsrs Addresses Local Security Policy | Red Security Policy

i IP Addr

Red I Address: il BlockIPAddress:  [1220021010
Red Subnet Mask: lm Black Subnet Mask: lm
Red Default Router W Black Default Router W
~MAC Addresses
Red Part: lm
Black Port. [0 0 B000 B

I™ Bridge Emulation Mode

oK I Cancel Ly Help
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Demo Scenario - VPN Client and VPN Gateway using Certificates

There you could see all the IP Address pre-filled. When contacting the Gate for a refresh, this has been
retrieved.

It is possible to assign an IP address on the internal (red) LAN to remote connections once the
connection has been authenticated. This is a Private Address Request. You enter a range or pool of
address you wish to make available in the PAR pool.

— Configure
System Parameters I Addiesses I Local Security Policy I Fied Security Palicy |
Shared Seciet Authentication | Access | SHMP Access | tanagement Servers Clierit Services

"Cmfigurat\o.. ‘

Address Expin: IWZD minute(z] 32

- Private Address Pool

IP Addiess/Range | IP Address Mask | Subret Mask | Proxy ARP | el
192168.10,[100-110] 255.255.255.0 Yes
LEhange
HEmave:

P &ddress/Range: |1 92168 10.[100-110] Frosw 2RP
IF Address kb ask: I Subnet Mask: |255. 255.255.0

—RaDIUs
& Mone O Accept Enforce Protocol € CHAP % PAP

Server prompt IPIeasa enter pour uzer name and password for RADIUS authentication,

ak, I Cancel Apply Help

Click the Client Services tab
In the configuration frame, select the Enable Private Address Request checkbox

In the Private Address Pool frame, type the appropriate address range (192.168.10.[100-100]
Select Proxy Arp check box

Type 255.255.255.0 in the Subnet Mask box

Click Add (in the Entry frame, on the right)

Click on Apply
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Add Management Server

. Configure
Swpstern Parameters | Addresses | Local Security Policy | Red Security Policy |
Shared Secret Authentication I Access I SMMP Access Management Servers | Cliert Services
 tanagement Servers Table
Servel Tppe | |P Address | Part Nurnber | Priarity I Enabled | P. iy e
[Ehanme |
Eemaowve |
Eraperties |
1] | B
—&dd/Change Entry
|PAddess:  [192.168.10200 | Sewer Type: [ /Policy LDAP /24 500 Directof = |
Forl Number;  [289 Prigrity: |1 = Enabled [/ Prosy

Ok I Cancel Apply Help

Click on Management Servers tab

Type the IP Address of the desired server in the IP Address, IP: 192.168.10.200
Choose on Server Type : CA/POLICY LDAP/X.500 Directory

The Port number will be preset to the default value of 389

Make sure Enabled and Proxy Checkbox is set

Click on Add
+ Configure E
Supstem Parameters I Addresses I Lacal Security Palicy | Red Security Palicy I
Shared Seciet Authentication I Access | SHMP Access Management Servers | Client Services
— Management Servers Table
Erih
Server Type | IP Address | Paort Murnber | Priarity | E nabled | P i
CA/Palicy LDAPACEMN 19216810200 389 1 Yes e el
[Ehanme
Eroperiies
4] | 2
i~ Add/Change Entry
IP Address: |192.1se1n.200 Server Type: ICertificat\on Authority =l
Port Mumber: 703 PFrigrity: |1 3: ed IV Prowy V|
Ok I Cancel | Apply | Help |
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Now, choose another Server Type, which is Certification Authority
Also, the Port number will change to its default value of 709

Make sure Enabled and Proxy Checkbox is set

Click on Add and Apply

Next thing to do is to verify the used Version and maybe change to Version 4.

To do so, click on Tools = Version Compatibility

PERMIT /Config - Untitled M=l E3
Eile Edit “iew Actions Help

o[zl @ Refresh Status e | 2=
0| o e 5 |
E —  Clear Action Display El= ‘E Is gl
ﬁh [ [ Actions
¢ Session feparts 4 T = "
" Gate Status | B Conc ‘ - . .
Product Description. ..

3.00.026

nfiguration (|

Configuration 3 |
Build Secure Map.

=

Add of remave com

Click on Configure Button of Entrust Compatibility

Version Compatibility

This dialog box allows you to cantral the wersion compatibility settings for pour
gatez. Most of these settings are transitional states that you will only want to use
it the: brief period during which pou are upgrading pour network.

“r'ou will only have access to options that are compatible with the current
selection.

IPSec Compatibility:

Thiz option allows hew gateways to interoperate with [EOrUTE . |
certain alder versions of the gateway in a mixed netwark.

Entrust Compatibility:

Thig option controlz compatiblity with old versions of the
Entrust Certification Autharity.

You will see the current setting for the selected gates, which may show Version 3.

— Entrust Compatibility E3

Mew versions of the PERMIT /Gate software are compatible with version 4 of the
Entrust Certification Autharity. However, until you upgrade all the gates in yaur
network and install the new Ca, pou should leave your gates in version 3
compatibility mode.

wihat mode of operation do you require for the selected gates?
[Click the Help button for more information on version compatibility]

£ Yergion 3

The current zetting for the selected gates is: | Wersion 3

% Back I Finish I Cancel Help
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Demo Scenario - VPN Client and VPN Gateway using Certificates

To change the version, click on Version 4 and click Finish
That's pretty much everything to be set.
Now it time to get the gateway certified.
Go to Actions on the menu bar and click on Recertify Now

Request Certificate for 192.168.10.10 5% Dperation Completed Successfully

Uszer haz been added successiully; ch=0mni Tip,
o=TimeStep, c=CA

Reference Mumber: || Distibute these activation codes securely to the uzer.
= ' Reference number: 92465959
o 8 . Autharization code: N87A-CMME-WEDG
Buthorization Lode: I The activation codes can also be retrieved from the
Activation Codes page of the user's properties.

Ok I Caticel

The right picture shows the final confirmation, when creating a new user (in this case for the gateway
itself) using Entrust Registration Authority. You should have written it down, or you still can go back to
Entrust RA to verify the Reference Number and Authorization Code.

- PERMIT/Config - Untitled =] E3
File Edit “iew Toole Actions Help

O|s(E| 2| ofn (|| 2l @
JINEE e

SW Revision | Mode [i§

Actions

Enabled

cting Gate (D Send File [Done), Fequest C

For Help, press F1

In the Configuration tab, click on Security Level and choose STANDARD

Configure
Shared Secret Authentication | Access I SHMPAccess | Mansgement Servers | Clignt Services |
5 pstem Parameters | Addresses Local Security Policy | Red Secuity Policy

~ PERMIT/Director
-

PERMIT/Director DN: |

~ Lacal Security Palic

Security Level: |Standard ﬂ

Default Policy: Block -
Default SA Duration: 720 Iminute[s] 33

[~ Defaultis SAs do not expire
¥ Enable |d Checking

V¥ Enable Active Security Corfiguration Pratection

akK I Cancel Apply Help
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Don't forget to build the secure map. To do so, click on Tools = Build Secure Map.
— Secure Map Wizard - Page 1/3 ]

FPERMIT /Canfig iz about to build a secure map for all
zelected gates. The secure map containz routing and policy
information, which allows gates ta interoperate with each
other. You do not need a secure map for client to gate
comrmunication,

Heow should PERMIT /Config generate the secure map?

) .'HIJICG|58HIHEI§ [recommended for most users)

" Custom Settings [for advanced users only)

Before continuing, pleaze ensure that you have highlighted
all gates that you want to appear in the secure map. If pou
wizh to add non-PERMIT gates ta the map then yau will
hawe to customize the file.

% Bach I Mest » I Cancel Help

Send it directly to the gate.

— Secure Map Wizard - Page 3/3

PERMIT /Config iz now ready ta send the secure map to the
selected gates. If you wish, vou can also save a copy of the
file a5 a backup, or you cah simply save the file to disk and
zend it to the gates at a later time.

Wwihat would you like to do with the secure map?

¥ Sendit directly to the gates

| o

< Back I Finizh I Cancel Help

Finally, to verify everything is OK, click on Tools = Gate Status

Copyright 2001 Rainer Bemsel www.bemsel.com - rainer@bemsel.com Page 34 of 42

CERTIFIED

LU Expert B C UB E

This technical document has been created and
evaluated by myself with the purpose to help friends
to get into new technology and installations. There is
no financial interest, however, please respect the
copyriaht.

Certified
NOVELL
ENGINEERSM

Novello




Demo Scenario - VPN Client and VPN Gateway using Certificates

= PERMIT /Confi [_[O[x]
File Edit “iew H

A= i Refrech Statusz N e |

—I—|EI —I: Clear Action Display Sl R|'S QI

TEEE I PA— S Hewvision g | Achions

Session Reports 3 s P
— D ________ Enabled Contacting Gate

Gate Status,

PBroduct Description..

G

Configuration 3
Build Secure Map.

Femate [Lah Aecess. |
LI— Werzion Compatibility...
T TN SEE T SECy e —

Displays the status

w =

You should see after file has been uploaded a Send File (Done)

You should see:

=  Unitis certified
= Unitis secure

Permit Gate 2520 at 192.168.10.10

— Statuz
[ atabaze iz unchanged
Unit iz certified

Consale iz idle

Unit iz secure

Mo outstanding alarms

Enabling and Configuring Virtual Tunneling on Client using Certificates

Because | was using the Original Setup out of “Setup Scenario — Client/Gate using Shared Secret”, there
some changes to be done manually, that would not have to be made when installing Certificate
authentication directly. In the case you prefer to install Certificate authentication directly make sure you
have entrust.ini copied

NOTE: To enable Entrust authentication, you must obtain an entrust.ini file. The entrust.ini file points to
the Entrust CA server and the X.500 server (which stores certificates), and lists the path to the directory
containing the user’s Entrust profiles. PERMIT/Client creates this directory as part of the installation
process, and when storing a newly created certificate. The Entrust/Manager software stores the
entrust.ini file in the Entrust directory on the Entrust CA server.

Disable PERMIT/Client in the tool tray
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Create the folder C:\Program Files\Entrust\Entrust Profile (in accordance with the path indicated in the
entrust.ini file

This folder will hold the .epf file containing the Entrust certificate for your Client when it is certified.

[ Entrust Settings]

; the long tineout is needed for first time init with luna ca
Cl i ent Socket Ti neout =240

; Aut hori t y=192. 168. 10. 200+829
Manager =128. 203. 210. 10+709

Server =128. 203. 210. 10+389

Def aul t Profil eLocati on=c:\Program Fil es\Entrust\Entrust Profile
Encrypt Wt h=Cast

d i ent Type=Heavy

Maxi munCr ossCer t Nodes=20

CrossCert CACacheSi ze=5

Ar| CacheEnabl ed=1

CrossCert CRLCacheSi ze=8

CrossCert CACacheEnabl ed=1

CrossCert ARLCacheSi ze=8

Cr ossCert Debug=0

Cr| CacheEnabl ed=1
CertificateCacheEnabl ed=1
CertificateCacheSi ze=50

Sear chBase=0=Ti neSt ep, c=CA

Si gni ngKey=RSA- 1024

Def aul t Credential s_ti ne_req=43200

Def aul t Cont ext _ti me_reg=3600

ProgDir=

InstallDir=

CA Di stingui shed Name=o=Ti neSt ep, c=CA

The Manager's and Server’s IP Address should point to the black side of the gate, as the gate acts as
proxy. Also, Create a new folder, where you will store the certificate CRL'’s. This is stated on “Default
ProfileLocation”

Once done with it, | recommend doing a reboot of your workstation in order the entrust.ini has been read.
Also, your client window may look different, or you may even get an error, that you have to create a
profile first, before you can use PERMIT/Client

At the end of the reboot, login to Windows

The following warning may appears

i\ PERMIT s

j,r‘] D or reore e sl the acise piolle E FemetShaed im0 onger vabd
Thir prolis cannot be scirvalsd untl i contents s updsied
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Click OK - A second warning appears

i PERMIT Chend uiss profies be debe s b 1o ieous commumcsbon, m polla hae
ey ety eleiedl 56 el S0 DIl
Dok I, b im0l Ehess g0 ipacies,

Click OK
If you worked with PERMIT/Client before, you may have the possibility to choose an Active Profile

1M1 b Acovo Protie Selecion KIS |
T ———

E Bl 5 haesd

o | Canced

Select the Ethernet-Shared profile and click OK

i The cusnsntly ssbsclesd paolfis did nol karee @ C4 spscibad. PEFIHIT Thent s regest s

il il ‘i

Click OK to confirm use of default CA

FERMIT A huni [ =]

i The ciananty sebectad paolils G ok hasve an SO0 dischony speciled. PERMITThent

hag reant: e cefauk valus

Click OK to confirm use of default x.500
NOTE: This may have to be done twice
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Demo Scenario - VPN Client and VPN Gateway using Certificates

171 PERMIT AClient for Wi =T
Plﬂtllm”malﬁm.ﬁmmﬂnﬂ ﬂ:_‘lﬂ
Pachla Liid
Pachils Propeibes
+ | J] Bl I
% (] Etvemet-Shared Profe Hame :  [Eiheinet
Smcusty Level : | Standsd =

Deefwalt Pemikision : 7 Case  © Block

cenn o oy rrET R :I'-'-'i'
R
31
I "]
1 O or reone ioemy vithin e profile B heimel” s ro bongss wald, " I_

Thiz profs canncl ba sctrasted untl ity conbents ms wpcated.

Gave | Sawe o s

Flesesse Cho | ol Ml

The Profile warning box reappears
Click OK
Observe the “broken” profile icon indication the change to certificate mode as well as the additional

information in the Profile Properties sub tab. The Unique Identifier frame has been replaced by the display
of the IP Address andPort assignment of the CA and the X.500 Directory
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Demo Scenario - VPN Client and VPN Gateway using Certificates

2 PERMIT A henl boi Windows 35598

Fiofie | Lngging / Tracing | Securiy dezncistion | Hep| 7]
Frolie Lzl -
Profle Propesies | Toumnel Pord
+ _¢&] Etheret ]
£ 3] Ethuret Sk Frofis Mams;  [Cheret Dot
GmouritpLavel: | 5tancn =|
Diefault Permizion: g

Cit Alhouly: 125 20321090 Pos; [705
L SO Dhmecton : 1 213 200210000 Post: | 355
Backupx 500 ; | Post; |

Corneciar | |[4]com CE fips CredtCad Ether
¥ [irtual Turreing
Charge Connschor e
= [+ Eilocking Mods

Change the profile name to Ethernet-Cert.
Note: The Certificate Authority should be
Ensure the Virtual Tunneling check box is selected

Click the Tunnel Point tab

Double click the entry in the Security Gateway box and confirm Security Gateway IP matches the Black ip
of your Gate

Smcusy Gateesse: 128 | [03 | [A0 | [oi0

Koy Exchargs Hods
™ Hegoiste =ing & Shared Sacnst

r [FETEEE]

1% MNegoisis using Cadtificabes

In the Key Exchange Mode frame, select Negotiate using Certificates

Click SAVE
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Demo Scenario - VPN Client and VPN Gateway using Certificates

Click SAVE TO FILE and give the profile a name of your choice (you may want to copy this profile to

diskette)

Right click the Ethernet-Cert profile in the Profile List and activate this new profile

O FEHMIT Al Renl lod Wisndows: 355

Frofie | Lngoing / Teacing | Securty Asancistion | Heip| 7|
Ficfia Lat Propesties  Turnel Pt
+ ] Etremmenl T - I
I _IW
St Etheret Cont ac scive il | SRR SR Y

£ J]Em

The: mubcaline & back i el e

128 200 Z10 00 i usng Cathicates

Pt Addiess Foeguest
1= Uge galewiay assgned remobe addiese:
T Spmeily ramohs prolechad nabwsie
™ Specily remobe networks and sddienses

[ Use £ serdied fudhendostion

Close the client profile window
Re-enable the Client

Right click the TimeStep “T” in the tool tray

Click New User

The Certified User Account window appears

0 Ethwsrest
1 - Ethwvest-Cesi
& - Elhwavest-Shassd

Logn Litm

Logen ot Sl
Flednaci by

Help

oud PERMIT Thmrd

=
=
=

D bl
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Demo Scenario - VPN Client and VPN Gateway using Certificates

B = oy
=7 TIMESTEP
Enier the irdpemation In istiess s rew Evinst coticale, - |

F-
Lot Il st
Piadrc [t progeam esheninmhent  Bnovs |

|F:ll1llr'|l1'|'|l

Lizer Fis

Pazoword | )
ot | .

Agdmish stor-suppled Inloimation
Flefermncs it |:=|:er_-'.-a-'pc
Sagiroriration Cooe: |B=\.-l'-.'.'"|'-|': BNTAP
WUz PC Caid - Fiaomst Llosi »

| ak I Canezal

In the User File box, type a hame of your choice

This will be the file that contains your Entrust profile. The extension epf will automatically be added to the
filename you type.

Type and confirm TimeStepl as the password
Type the Reference Number and Authorization Code you recorded for your Client 1

Click OK
e
= TIMESTEP

Cortacting L bo creabe niw Les =]

I

Watch the Console screen if it is available for messages as the Certification process is completed

Wait for the desktop to reappear and for the TimeStep “T” in the tool tray to turn green with a black border
indicating certificate authentication with a virtual tunnel
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Demo Scenario - VPN Client and VPN Gateway using Certificates

When the new use has been created, it will setup a Security Association, which can be verified by double-
clicking the "T” and than click on Security Association tab.

L PERMIT #Client For Wandows 35708
Peofile | Logging / Tracing  Secusly Assosighon | Heip| 7 |
Chasstination Turinel Ersd Point Fiotocol Emcrypion  Awthenbicstion

You should now see a Security Association, where Destination points to the red-side of your gate and the
Tunnel End Point is actually the Interface’s IP of the black-side

Run Winipcfg (or ipconfig) and check the adapter list. First, you will see the active Network Interface
associated with an IP address out of the black range. My client is using 128.203.210.2, while there’s
another Adapter, which is interesting.

B 17 Conligasation HE E
Efbameit A apbe Il ormsation
oo Fetomance Series 775 Il
Adspher Addiess  DEDCTESIEE
P addies 1282032102
Subnet Wask 252 R0

[ R

[ o 1 | |

Rielegerid | Fenawadl | Moo |

The TimeStep Virtual Private Ethernet Adapter has been added to the list of adapters and has the IP
address assigned by the Gate from its Private Address Pool

IF' Cordiguration HEE
Ethemimead Seclaphess |nifcamistion

dyanber ddress DOE4-52E3E243

IF Az 192.168.10.100
Subret Motk Fad s s Wi ]|

(TR ]

[ o= | Hﬂq_:l H-_-.h-.l

Fll:hpnﬁ.ll H.—.Eul Mers o > |

An this guy is using an IP Address out of the PAR Pool (similar to DHCP), we have defined at the Private
Address Requests, during the Gate Configuration.

Copyright 2001 Rainer Bemsel www.bemsel.com - rainer@bemsel.com Page 42 of 42

CERTIFIED

LU Expert B C UB E

This technical document has been created and
evaluated by myself with the purpose to help friends
to get into new technology and installations. There is
no financial interest, however, please respect the
copyriaht.

Certified

NOVELL
ENGINEERSM

Novello

Us EXNFERT



	Configuring the Secure VPN Client for Ethernet use

