User Authentication with OpenLdap and Xylan OmniSwitch

This document describes how to install and extend the schema file used by OpenLdap and how to
configure an OmniStack to have Authentication running.

| will describe following Topics to understand the configuration made with OpenLdap (slapd). OpenLdap
handles schema files a bit different as Netscape, so | think it's quite reasonable to point them out. LDAP
version 3, which is needed for authentication is not supported on OpenLdap 1.x. Make sure you have 2.x
available.

Also I've included some outlines and description from the Administrator’s guide of OpenlLdap to provide a
common understanding. OpenLdap does not provide any fancy and windows like tools, so everything is
done via command line utilities. There might be some good tools out there, but this is not part of this
document.
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1. Installing OpenLdap on RedHat Linux 7.0

I've used OpenLdap Version 2.0.7. You may have a newer version running, when you do this installation.
The modified slapd.conf | describe here could be downloaded from
Wwww.bemsel.com/sampleconfig/openidap20001201.zip|

1. Downl oad openldap-2.0.7.tgz from jww. openl dap.org|into /tnp
2. gunzip —c openldap-2.0.7.tgz |tar xvfB —
3. cd /tnp/openldap-2.0.7
4. ./configure
5. make depend
6. make
7. su root —c ‘mmke install
8. vi [usr/local/etc/openldap/slapd. conf
a) change suffix fromdc=ny-domain into o=bensel.com
b) change rootdn’s entry with proper domain as in a)
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9. su root —c /usr/local/libexec/slapd
10. ps —ef |grep slapd (to be sure slapd is running)

Check if LDAP server is running

| dapsearch —h 192.168.10.150 -x —-b ‘‘ —s base ‘(objectclass=*)' nam ngCont exts

You should get an output like that:

Version: 2

#

# filter: objectclass=*

# requesting: nam ngContexts
#

#
dn
nam ngCont ext: o=bensel.com

# search result
search: 2
result: 0 Success

# nunmResponses: 2
# numEntries: 1

Don’t get confused to see Version 2. By definition, if you are running OpenLdap version 2.0.x, it will answer
to v3 Idap queries. This took me a while to figure out, why there’s no need to explicitly define LDAP version
3 in this configuration.

2. Distributed Schema files

OpenLdap is distributed with a set of schema specifications for your use. Each set is defined in a file
suitable for inclusion (using the include directive) in your slapd.conf file. These schema files are normally
installed in the / usr/ | ocal / et ¢/ openl dap/ schena directory. During the configuration you will create
a new schema file, called xylanauthenticationperson.schema and store the file in above mentioned
schema directory.

Provided Schema Specifications

File Description
core.schema OpenlLdap core (required)
cosine.schema Cosine and Internet X.500 (useful)
inetorgperson.schema InetOrgPersona (useful)
misc.schema Assorted (experimental)
nadf.schema North American Directory Forum (FYI)
nis.schema Network Information Services (FYI)
openldap.schema OpenlLdap Project (experimental)
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To use any of these schema files, you also need to include the desired file in the global definition portion of
your slapd.conf file.

# include schemn

i ncl ude /usr/local/etc/openl dap/ schena/ core. schema

i nclude /usr/local/etc/openl dap/ schena/ cosi ne. schena

i nclude /usr/local/etc/openl dap/ schena/i netorgperson. schena

i ncl ude /usr/l ocal/etc/openl dap/ schena/ xyl anaut henti cati onperson. schena

The red line is the include statement to be used with the new schema file. You have to have all four include
statements, otherwise it won't work. Needless to say, these schema files have to be available.

3. Extending Schema

Some words on Schema

Schema used by slapd may be extended to support additional syntaxes, matching rules, attribute types
and object classes. In Authentication’s phase you have to do some typing before you could go forward to
the next step.

There are five steps to define new schema:

1. obtain Object Identifier

2. choose a name prefix

3. create local schema file

4. define custom attribute types

5. define custom object classes

4. Object Identifiers

Each schema element is identified by a globally unique Object Identifier (OID). OIDs are also used to
identify other objects. They are commonly found in protocols described by ASN.1. In particular, they are
heavily used by the Simple Network Management Protocol (SNMP). As OIDs are hierarchical, your
organization can obtain one OID and branch it as needed. In the case of Xylan Corporation or now Alcatel
e-Business Networking Division the used Enterprise OID is like following.

1.3.6.1.4.1.800

So, when you go to branch this OID, with new defined Schema | consider to use following hierarchical
design. An example of structured OID for Authentication, you will find later on.

1.3.6.1.4.1.800.2 -> LDAP Element
1.3.6.1.4.1.800.2.1 -> Attribute
1.3.6.1.4.1.800.2.1.1  -> user defined Attribute
1.3.6.1.4.1.800.2.2 -> Object Class

1.3.6.1.4.1.800.2.2.1  -> user defined Object Class
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to complete the list, here’s the branch for SNMP
1.3.6.1.4.1.800.1 -> SNMP Element

To verify other’s OID’s, please have a look at

http://www.alvestrand.no/objectid/1.3.6.1.4.1.800.html|

Other’s could also be queried using following link

http://www.alvestrand.no/objectid/top.html|

You are, of course, free to design a hierarchy suitable to your organizational needs under your
organization's OID. No matter what hierarchy you choose, you should maintain a registry of assignments
you make. This can be a simple flat file or a something more sophisticated such as the OpenLDAP OID
Registry

5. Name Prefix

In addition to assign a unique object identifier to each schema element, you should provide a least one
textual name for each element. The name should be both descriptive and not likely to clash with names of
other schema elements. In particular, any name you choose should not clash with present or future
Standard Track names.

To reduce (but not eliminate) the potential for name clashes, the convention is to prefix names of non-
Standard Track with a few letters to localize the changes to your organization. The smaller the
organization, the longer your prefix should be.

6. Local Schema file

The objectclass and attributeTypes configuration file directives can be used to define schema rules on
entries in the directory. It is customary to create a file to contain definitions of your custom schema items.
OpenlLdap recommends you create a file local.schema in

/usr/1 ocal / et ¢/ openl dap/ schema/ | ocal . schema

and then include this file in your slapd.conf file immediately after other schema include directives. This is,
what I've done in the beginning of this paragraph (the red line, do you remember), only the name is
different. Instead of using local.schema I've used for identification “xylanauthenticationperson.schema”

# include schemn

i ncl ude /usr/Ilocal/etc/openl dap/ schena/ core. schema

i nclude /usr/local/etc/openl dap/ schena/ cosi ne. schena

i ncl ude /usr/local/etc/openl dap/ schena/i net or gperson. schena

# include user defined schema

i ncl ude /usr/Ilocal/etc/openl dap/ schena/ xyl anaut henti cati onper son. schema

7. Attribute type Specification
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The attributetype directive is used to define a new attribute type. The directive uses the same Attribute
Type Description (as defined in REC2252) used by the attributeTypes attribute found in the subschema
subentry

Notice that each defines the attribute's OID and descriptive hames. Each name is an alias for the OID.
slapd(8) returns the first listed name when returning results.

The first attribute, name, has a syntax of directoryString (a UTF-8 encoded Unicode string) with a
recommend maximum length. Note that syntaxes are specified by OID. In addition, the equality and
substring matching uses case ignore rules. Below are tables listing commonly used supported syntax and

matching rules.

Name OID Description
binary 1.3.6.1.4.1.1466.115.121.1.5 BER/DER data
boolean 1.3.6.1.4.1.1466.115.121.1.7 Boolean value

distinguishedName

1.3.6.1.4.1.1466.115.121.1.12

DN

directoryString 1.3.6.1.4.1.1466.115.121.1.15 UTF-8 string
IA5String 1.3.6.1.4.1.1466.115.121.1.26 ASCII string
Integer 1.3.6.1.4.1.1466.115.121.1.27 integer

Name and Optional UID 1.3.6.1.4.1.1466.115.121.1.34 DN plus UID

Numeric String

1.3.6.1.4.1.1466.115.121.1.36

numeric string

OoID

1.3.6.1.4.1.1466.115.121.1.38

object identifier

Octect String

1.3.6.1.4.1.1466.115.121.1.40

arbitary octets

Printable String

1.3.6.1.4.1.1466.115.121.1.44

printable string

8. User Defined Attributes and ObjectClass for User Authentication
XylanAuthenticationPerson.schema has been modified with OIDs by myself.

attributetype ( 1.3.6.1.4.1.800.2.1.1.1
NAME ‘ swit chGroups’
DESC ‘ swi t chGroup Nunber(s)’
EQUALI TY I nt eger
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 27)

Attributetype (1.3.6.1.4.1.800.2.1.1.2
NAME ‘ nunber O Swi t chGr oups’
DESC * menber of how nany switch groups’
EQUALI TY i nt eger
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 27)

attributetype (1.3.6.1.4.1.800.2.1.1.3
NAME ‘ account Fai | Ti ne’
DESC ‘ account Fai | Ti ne’
EQUALI TY casel gnor eMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{32768} )

attributetype (1.3.6.1.4.1.800.2.1.1.4
NAMVE ‘ account Start Ti me’
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DESC ‘ account Start Ti e’
EQUALI TY casel gnoreMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{32768} )

attributetype (1.3.6.1.4.1.800.2.1.1.5
NAME ‘ account St opTi ne’
DESC ‘ account St opTi ne’
EQUALI TY casel gnor eMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{32768} )

attributetype (1.3.6.1.4.1.800.2.1.1.6
NAME ‘ swi t chSeri al Nunber’
DESC ‘ swi t chSeri al Nunber’
SI NGLE- VALUE
EQUALI TY casel gnor eMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{32768} )

attributetype (1.3.6.1.4.1.800.2.1.1.7
NAME ‘ switchSl ot Port’
DESC ‘ switchSl ot Port’
S| NGLE- VALUE
EQUALI TY casel gnor eMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{32768} )

attributetype (1.3.6.1.4.1.800.2.1.1.8
NAME ‘ cl i ent MacAddr ess’
DESC ‘ cl i ent MacAddr ess’
S| NGLE- VALUE
EQUALI TY casel gnor eMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{32768} )

attributetype (1.3.6.1.4.1.800.2.1.1.9
NAME ‘ cl i ent | PAddr ess’
DESC ‘I P Address of clients Station’
S| NGLE- VALUE
EQUALI TY casel gnoreMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{32768} )

Name Type Description

BooleanMatch Equality Boolean

ObjectldentifierMatch Equality OID

distinguishedNameMatch equality DN

unigueMemberMatch equality DN with optional UID
numericStringMatch equality numerical
numericStringOrderingMatch ordering numerical
numericStringSubstringsMatch substrings | numerical

caselgnoreMatch equality case insensitive, space insensitive
caselgnoreOrderingMatch ordering case insensitive, space insensitive
caselgnoreSubstringsMatch substrings | case insensitive, space insensitive
caseExactMatch equality case sensitive, space insensitive
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caseExactOrderingMatch ordering case sensitive, space insensitive
caseExactSubstringsMatch substrings | case sensitive, space insensitive
caselgnorelA5Match equality case insensitive, space insensitive
caselgnoreOrderinglA5Match ordering case insensitive, space insensitive
caselgnoreSubstringslA5Match substrings | case insensitive, space insensitive
caseExactlA5Match equality case sensitive, space insensitive
caseExactOrderinglA5SMatch ordering case sensitive, space insensitive
caseExactSubstringslA5Match substrings | case sensitive, space insensitive

The second attribute, cn, is a subtype of name hence it inherits the syntax, matching rules, and usage of
name. commonName is an alternative name.
Neither attribute is restricted to a single value and both are meant for usage by user applications

9. Object class Specification for User Authentication

The objectclasses directive is used to define a new object class.
The directive uses the same Object Class Description (as defined in used by the objectClasses
attribute found in the subschema subentry. In the case of User Authentication, get following statement into
xylanauthenticationperson.schema below all attribute definitions

objectclass ( 1.3.6.1.4.1.800.2.2.3
NAME ‘ xyl anAut henti cati onPer son’
SUP top
DESC ‘ User Authentication Person for use with Omi XOS
MUST cn
MAY (swi tchG oups $ nunmber Of SwitchGroups $ accountFail Tine $
accountStart Tinme $ account StopTinme $ switchSerial Nunber $
SwitchSl ot Port $ clientMacAddress $ clientl PAddress ))

10. Directory Structure for this example

ORGANIZATION
o=bemsel.com

ORGANIZATIONAL UNIT
ou=people

ROOTDN
cn=Manager

(secret)
as defined in slapd.conf

cyoung sgroleau raldoff jmayer mharvey kbosch
(cyoung)  (sgroleau) (raldoff) (jmayer) (mharvey)  (kbosch)
GRP 5 GRP 5 GRP 6 GRP 6 GRP 7 GRP 7
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This structure | have implemented in an Idif-file, which is outlined below. I've called the file omnitip.Idif. You
won't find an entry for “cn=Manager” in the Idif-file, as the RootDN is already defined in slapd.conf.

11. LDIF

cn: o=bensel
obj ect cl ass:
obj ect cl ass:

File for User Authentication

o: bensel.com

dn: ou=peopl
obj ect cl ass:
obj ect cl ass:
ou: people

dn:
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
cn: Cayton
ui d: CYoung

ui d=cyoung, ou=Peopl e,

.com
top
organi zation
e, o=bensel . com
top
organi zati onal Uni t

o=bensel . com
top

person
organi zat i onal Per son

i net Or gPer son

xyl anaut henti cati onper son
Young

gi vennane: C ayton

sn: Young

user passwor d:

cyoung

nunber of swi t chgroups: 1
swi tchgroups: 5

dn:
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
cn: Sam G ol
ui d:

ui d=sgr ol eau, ou=Peopl e,

o=bensel . com
top
per son
organi zat i onal Per son
i net Or gPer son
xyl anaut henti cati onper son
eau

sgrol eau

gi vennane: Sam

sn: G ol eau

user passwor d:

sgrol eua

nunber of swi t chgroups: 1
sw tchgroups: 5

dn:
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
cn:

ui d=r al dof f, ou=Peopl e,

o=bensel . com
top

person

or gani zat i onal Per son

i net Or gPer son

xyl anaut henti cati onperson

Rob Al dof f
ui d: RAl dof f

gi vennane: Rob

sn: Al dof f

user passwor d:

ral dof f

nunmber of swi t chgroups: 1
swi t chgroups: 6
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dn: ui d=JMayer, ou=Peopl €,
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:

o=bensel . com
top

person

organi zat i onal Per son

i net Or gPer son

xyl anaut henti cati onperson

cn: Jason Mayer

ui d: JMayer
gi vennane:
sn: Mayer

user passwor d:

Jason

j mayer

nunmber of swi t chgroups: 1

sw t chgr oups:

dn: ui d=mhar vey, ou=Peopl e,
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:

6

o=bensel . com
top

person

organi zat i onal Per son

i net Or gPer son

xyl anaut henti cati onper son

cn: M ke Harvey

ui d: nmharvey

gi vennane: M ke

sn: harvey

user passwor d: mnharvey
nunber of swi t chgroups: 1

swi t chgr oups:

dn: ui d=kbosch, ou=Peopl €,
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
obj ect cl ass:
cn: Ki m Bosch

ui d: kbosch

7

o=bensel . com
top

person

organi zat i onal Per son

i net Or gPer son

xyl anaut henti cati onperson

gi vennane: Kim

sn: Bosch

user password: kbosch
nunmber of swi t chgroups: 1

sw t chgr oups:

7

12. Start the LDAP Server

To start slapd in general, you run like this:

/usr/local/etc/libexec/slapd <option>

Where /usr/local/etc/libexec is determined by configure and <option> is one of the options you can specify
a debugging level (including level 0)

13. Importing LDIF into directory database

To import the LDIF File you have to use the command utility.

| dapadd —h 192. 168. 10. 150 —p 389 -D “cn=Manager, o=bensel.conf —f omitip.ldif —x —w secret
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14. Stop the LDAP Server

To kill slapd safely, you should give a command like this:

kill — TERM *‘cat $(ETCDIR)/sl apd. pid

Killing slapd by a more drastic method may cause its LDBM databases to be corrupted, as it may need to
flush various buffers before it exits. Note that slapd write its pid to a file called slapd.pid in the directory you
configured in slapd.conf file, for example: /usr/local/var/slapd.pid

15. Physical and logical Layout

default
IP=n

Transfer GP 2
192.168.10.2

Authenticated GP 5
192.168.5.1

Authenticated GP 6
192.168.6.1

Authenticated GP 7 avlports
192.168.7.1

CLIENT PC CLIENT PC

16. Switch Configuration

Verify the hardware

QOpenLDAP- 5024 />s| ot

Modul e- Type Adm St at us HW Boar d Mg Fi r mnar e- Ver si on
Sl ot Part-Nunmber Oper-Status Rev Serial # Dat e Base- MAC- Addr ess
1* MPM CS Enabl ed B8 81754696 04/25/98 4.1.3 GA
05019606 Operati onal 00: 20: da: 9b: 70: 40

00: 20: da: 9b: 70: 50
00: 20: da: 9b: 70: 60

00-20- da- Qh- 70 70
oo

oot
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2 Empty

3  Ether 10/100 Enabl ed B8 81754696 04/25/98 4.1.3 GA
05019606 Operati onal None

4  Ether 10/100 Enabl ed B8 81754696 04/25/98 4.1.3 GA
05019606 Operati onal None

5 Ether 10/100 Enabl ed B8 81754696 04/25/98 4.1.3 GA

05019606 Operati onal None

OpenLDAP-5024 />

Turn Group Mobility on

QpenLDAP- 5024 />gntfg

G oup Mobility is Disabled. Enable Goup Mbility ? [yes/no] (no):
nove_to_def is set to Disabled. Set to Enable ? [yes/no] (no):

def _group is set to Enable. Set it to Disable ? [yes/no] (no):
OpenLDAP-5024 />

Disable IP on Default Group

QpenLDAP-5024 />npdvl 1
Current val ues associated with GROUP 1.1 are as foll ows:

1) GROUP Nunber -
2) Description -
| P paraneters:

1:1
Default GROUP (#1)

3) I P enabl ed - Y
4) 1P Network Address - 192.168.10.1
5) I P Subnet Mask - 255.255.255.0
6) | P Broadcast Address - 192.168.10. 255
7) Router Description - CGROUP #1.0 I P router vport
8) RI P Mode - Silent
{Active(a), Inactive(i), Deaf(d), Silent(s)}
9) Routing disabl ed - N
10) NHRP enabl ed - N
11) Default Fram ng - Ethernet 11
{Ethernet Il(e), Ethernet 802.3(8)}
| PX par anet ers:
12) | PX enabl ed - N
(save/ quit/cancel)
: 3=n
save
OpenLDAP-5024 / >
OpenLDAP-5024 / >
OpenLDAP-5024 / >gp
G oup Net wor k Address Prot o/
1D Group Description (I P Subnet Mask) Encaps
(: VLAN | D or (1PX Node Addr)

1 Default GROUP (#1)
OpenLDAP-5024 |/ >

Create a Transfer Group

(I use this group to have the LDAP Server (3/1) and DHCP Server (5/8) connected inside a
“pro-forma” authentication aware group)
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OpenLDAP-5024 / >
OpenLDAP-5024 / >Cr gp
GROUP Number ( 2) :
Description (no quotes) : TRANSFER t o AUTHENTI CATI ON
Enabl e WAN Routing? (n):
Enabl e ATM Cl P? (n):
Enable IP (y)
| P Address :192.168.10.1
I P Subnet Mask (oxffffffoo) :
| P Broadcast Address (192.168.10.255 )
Description (30 chars max)

Configure as Loopback? (n)
Di sabl e routing? (n)
Enabl e NHRP? (n)
I P R P node {Deaf(d),

Silent(s),

Active(a),

I nactive(i)} (s)

Default framing type {Ethernet 11 (e),
Et hernet 802.3 SNAP(8)} (e)
Enable I PX? (y): n
Enter a priority level (0...7)(0):
Enable Group Mobility on this Goup ? [y/n](n): VY
Enabl e User Authentication for this Goup [y/n](n): VY
Enabl e Spanning Tree for this group [y/n](y):

Do you wish to configure the interface group for this Virtual LAN
at this tinme? (y) Yy

Initial Vports(Slot/Phys Intf. Range) - For exanple, first 1/O Mdule
(slot 2), second Interface would be 2/2. Specify a range of interfaces
and/or a list as in: 2/1-3, 3/3, 3/5, 4/6-8.

Initial Slot/Interface Assignnments: 3/1, 5/8
5/8 - This interface is currently assigned to GROUP 1 -
(Default GROUP (#1)).
Do you wish to renove it fromthat GROUP and assign it (with
new configuration values) to this GROUP [y|n|c to Accept defaults] (n)? C
Addi ng port 5/8 to GROUP 2...
Addi ng port 3/1 to GROUP 2...
You may nodify interfaces to this group using the addvp, nodvp and rnmvp
comands at a later date if you choose.
Configure Auto-Activated LEC service ? [y/n](y): N
Sel ect Protocol for this group:
IP
I PX
DECNET
APPLETALK
Prot ocol specified by ether-type (in hex)
Prot ocol specified by DSAP and SSAP (in hex)
Prot ocol specified by SNAP (in hex)
ALL PROTOCOLS
Enter protocol type (1): 8
Configure binding rules for this group [y/n](y): n
OpenLDAP- 5024 / System >

N RONE

Create authenticated User Groups

QpenlLDAP- 5024 / >
QpenLDAP-5024 / >Cr gp

Copyright 2001 Rainer Bemsel www.bemsel.com - rainer@bemsel.com Page 12 of 18

CERTIFIED

This technical document has been created and
evaluated by myself with the purpose to help friends
to get into new technology and installations. There is
no financial interest, however, please respect the
copvriaht.

Certified

NOVELL
ENGINEERSM

LD Expert B C UFB E




User Authentication with OpenLdap and Xylan OmniSwitch

GROUP Number ( 3) : 5
Description (no quotes)
Enabl e WAN Routing? (n):
Enabl e ATM CI P? (n):
Enable IP (y) :
| P Address
I P Subnet Mask (oxffffffoo)
| P Broadcast Address (192.168.5. 255 )
Description (30 chars max)

Configure as Loopback? (n)
Di sabl e routing? (n)
Enabl e NHRP? (n)
I P RIP node {Deaf(d),

Silent(s),

Active(a),

I nactive(i)} (s)

Default framing type {Ethernet I1(e),
Et hernet 802.3 SNAP(8)} (e) :
Enable IPX? (y): N
Enter a priority level (0...7)(0):
Enabl e Group Mbility on this Goup ? [y/n](n):

Aut henti cated Group 5

192.168.5.1

Enabl e User Authentication for this Goup [y/n](n): VY

Enabl e Spanning Tree for this group [y/n](y):

Do you wish to configure the interface group for this Virtual

at this tine? (y) n

GROUP 5 has been added to the system

LAN

You may add interfaces to this group using the addvp conmand at a | ater date.

For now, the GROUP is inactive until
Configure Auto-Activated LEC service ? [y/n](y):

Sel ect Protocol for this group:

1. 1P

2. IPX

3. DECNET

4.  APPLETALK

5. Protocol specified by ether-type (in hex)

6. Protocol specified by DSAP and SSAP (in hex)
7. Protocol specified by SNAP (in hex)

8. ALL PROTOCOLS

Enter protocol type (1): 8
Configure binding rules for this group [y/n](y):
OpenLDAP- 5024 / System >
OpenLDAP- 5024 / System >CI gp
GROUP Number ( 3) : 6
Description (no quotes)
Enabl e WAN Rout i ng? (n):
Enabl e ATM Cl P? (n):
Enable 1P (y)
| P Address
| P Subnet Mask (oxffffffoO)
| P Broadcast Address (192.168.6.255 )
Description (30 chars nax)

Configure as Loopback? (n)
Di sabl e routing? (n)
Enabl e NHRP? (n)
I P R P node {Deaf(d),

Silent(s),

Active(a),

Inactive(i)} (s)
Default framing type {Ethernet 11 (e),

Et hernet 802.3 SNAP(8)} (e)

you add interfaces.

n

n

Aut henti cated G oup 6

192.168.6. 1
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Enable IPX? (y): N
Enter a priority level (0...7)(0):
Enabl e Group Mbility on this Goup ? [y/n](n):

Enabl e User Authentication for this Goup [y/n](n): VY

Enabl e Spanning Tree for this group [y/n](y):

Do you wish to configure the interface group for this Virtual

at this tine? (y) n

GROUP 6 has been added to the system

LAN

You may add interfaces to this group using the addvp conmand at a | ater date.

For now, the GROUP is inactive until
Configure Auto-Activated LEC service ? [y/n](y):

Sel ect Protocol for this group:

1. IP

2. IPX

3. DECNET

4. APPLETALK

5. Protocol specified by ether-type (in hex)

6. Protocol specified by DSAP and SSAP (in hex)
7. Protocol specified by SNAP (in hex)

8. ALL PROTOCOLS

Enter protocol type (1): 8
Configure binding rules for this group [y/n](y):
OpenLDAP- 5024 / System >
OpenLDAP- 5024 / System >
OpenLDAP- 5024 / System >
OpenLDAP- 5024 / System >CI gp
GROUP Number ( 3) : 7
Description (no quotes)
Enabl e WAN Routing? (n):
Enabl e ATM Cl P? (n):
Enable 1P (y)
| P Address
| P Subnet Mask (oxffffffoO)
| P Broadcast Address (192.168.7.255 )
Description (30 chars nax)

Configure as Loopback? (n)
Di sabl e routing? (n)
Enabl e NHRP? (n)
I P R P node {Deaf(d),

Silent(s),

Active(a),

Inactive(i)} (s)
Default framing type {Ethernet 11 (e),

Et hernet 802.3 SNAP(8)} (e)

Enable I1PX? (y): N
Enter a priority level (0...7)(0):
Enabl e Group Mobility on this Goup ? [y/n](n):

you add interfaces.

n

n

Aut henticated G oup 7

192.168. 7.1

Enabl e User Authentication for this Goup [y/n](n): Y

Enabl e Spanning Tree for this group [y/n](y):

Do you wi sh to configure the interface group for this Virtual

at this tine? (y) n

GROUP 7 has been added to the system

LAN

You may add interfaces to this group using the addvp conmand at a |l ater date.

For now, the GROUP is inactive until
Configure Auto-Activated LEC service ? [y/n](y):
Sel ect Protocol for this group:

you add interfaces.

n

www.bemsel.com - rainer@bemsel.com

Copyright 2001 Rainer Bemsel

CERTIFIED

Certified

NOVELL
ENGINEERSM

SwikhITT1

CUBE

Novello

Page 14 of 18

This technical document has been created and
evaluated by myself with the purpose to help friends
to get into new technology and installations. There is
no financial interest, however, please respect the
copvriaht.



User Authentication with OpenLdap and Xylan OmniSwitch

1P

I PX

DECNET

APPLETALK

Prot ocol specified by ether-type (in hex)
Prot ocol specified by DSAP and SSAP (in hex)
Prot ocol specified by SNAP (in hex)

ALL PROTOCOLS

Enter protocol type (1): 8

Configure binding rules for this group [y/n](y): N
OpenLDAP- 5024 /| >

NN

Check all groups
OpenLDAP-5024 / >
OpenLDAP-5024 / >gp

G oup Net wor k Address Prot o/
ID G oup Description (I P Subnet Mask) Encaps
(: VLAN | D or (1PX Node Addr)
1 Default GROUP (#1)
2 TRANSFER t o AUTHENTI CATI ON 192.168.10.1 P/
(ff.ff.ff.00 ) ETH2
5 Aut henticated Goup 5 192.168.5.1 1P/
(ff.ff.ff.00 ) ETH2
6 Authenticated G oup 6 192.168.6.1 P/

(Ff.ff.ff.00) ETH

7 Authenticated Goup 7 192.168.7.1 P/
(ff.ff.ff.00 ) ETH2
OpenLDAP-5024 /| >

Activate Authentication

OpenLDAP-5024 / >

CpenLDAP-5024 / >l ayer 2

Layer 2 User Authentication is not enabl ed

Set authentication type to? (r=RADIUS, |=LDAP) : () : |
Set authentication to? (0=Disabled, 1=Enabled) : (0) : 1
OpenLDAP- 5024 / System >

Configure Directory Server Connection

OpenLDAP-5024 / System >

OpenLDAP-5024 /System >avl | schai n

LDAP server search base? () : o=bensel.com

LDAP server super user rdn? () : cn=Manager

LDAP super user password? () : Secret (this entry is hidden)

Pl ease enter password once nore: () : Secret (this entry is hidden)

Enter LDAP server in the format: |Paddress:Port. Separate each server by space.
LDAP server chain? () : 192.168.10.150: 389

LDAP server type to?

(1=Ceneric Schema, 2=Netscape Directory Server)

(3=Novel | NDS, 4=Sun Directory Services) : () : 1
LDAP server retry attenpts: () : 3

LDAP server response tineout (Seconds): () : 30

LDAP server accounting? (on/off: 1=on, 2=off) : () : 1

LDAP server login fail log identifier? () : DEN ED
OpenLDAP- 5024 /| >
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Check connectivity to Directory Server

OPENLDAP- 5024/ >avl sl server
LDAP server (192.168.10.150:389) is alive and happy
OPENLDAP- 5024/ >

Wien getting an error like below, you may not have connected the LDAP server to the switch, or
SLAPD i s not running.

OpenLDAP-5024 / >

OpenLDAP-5024 / >avl sl server

LDAP server (192.168.10.150:389) can not be contacted
OpenLDAP- 5024 /| >

Verify, if slapd is running go to Linux termnal and type:

# ps-ef |grep slapd (process id' s and tinme may differ)

r oot 1000 1 0 14:05 2 00: 00: 00 ./sl apd
root 1001 1000 0 14:05 ? 00: 00: 00 ./sl apd
root 1002 1001 0 14:05 ? 00: 00: 00 ./sl apd
root 1003 1001 0 14:05 ? 00: 00: 00 ./sl apd
r oot 1007 916 0 14:07 pts/0 00:00:00 grep sl apd

Configure Ports for Authentication

OpenLDAP-5024 / >

QpenLDAP-5024 / >avl po

Do you wish to add or delete a port (add) :

Wi ch ports do you wish to add : 3/2-8, 4/1-8, 5/1-7
OpenLDAP-5024 / >

To verify, if all ports had been added:

CpenLDAP-5024 / >avl spo
Current Authentication Ports

Slot / Port
3/ 2 3/ 3 3/ 4 3/ 5 3/ 6
3/ 7 3/ 8 4/ 1 4/ 2 4/ 3
4/ 4 4/ 5 4/ 6 4/ 7 4/ 8
5/ 1 5/ 2 5/ 3 5/ 4 5/ 5
5/ 6 5/ 7

OpenLDAP- 5024 /| >

Configure DHCP Relay Function
OpenlLDAP-5024 / >rel ayc

UDP Rel ay Configuration

1) BOOTP/ DHCP Enabl ed : No
2) NBNS Enabl ed : No
3) NBDD Enabl ed : No

4) +Generic Services Menu
Command {Item=Val ue/ ?/ Hel p/ Qui t/ Redr aw/ Save} (Redraw) : 1=y

UDP Rel ay Configuration

Copyright 2001 Rainer Bemsel www.bemsel.com - rainer@bemsel.com Page 16 of 18

CERTIFIED

This technical document has been created and
evaluated by myself with the purpose to help friends
to get into new technology and installations. There is
no financial interest, however, please respect the
copvriaht.

Certified

NOVELL
ENGINEERSM

LD Expert B C UFB E




User Authentication with OpenLdap and Xylan OmniSwitch

1) BOOTP/ DHCP Enabl ed : Yes
11) Server Address {list/add/del ete} © UNSET
12) Forward Del ay 3
13) Maxi num Hops 4

2) NBNS Enabl ed : No

3) NBDD Enabl ed : No

4) +Generic Services Menu

Command {1 tenrVal ue/ ?/ Hel p/ Qui t/ Redraw Save} (Redraw) : 1l1=a
FORWARD TO Server Li st
Item Server address Server Nane (if known)

Enter | P address or host name of server to be added to list ['h' for help/<ret>
to exit] : 192.168.10.100
FORWARD TO Server Li st
Item Server address Server Nane (if known)

1) 192.168. 10. 100
Enter | P address or host nane of server to be added to list ['"h'" for help/<ret>

to exit]

UDP Rel ay Configuration

1) BOOTP/ DHCP Enabl ed . Yes
11) Server Address {list/add/del ete} . SET
12) Forward Del ay 3
13) Maxi num Hops 4

2) NBNS Enabl ed : No

3) NBDD Enabl ed : No

4) +Ceneric Services Menu
Command {|tem=Val ue/ ?/ Hel p/ Qui t/ Redr aw/ Save} (Redraw) : Save

Starting task

Saving config for service O

UDP Rel ay configuration change, service 1:

UDP Relay initializing....UDP Relay initialized.
OpenLDAP-5024 / >

Finally do a reboot

OpenLDAP-5024 / >
QpenLDAP-5024 / >r eboot
Confirn? (n) : Yy
Locking filesystem..| ocked.
System goi ng down i medi ately...
swi t ch[ 40da6f d8]: System rebooted by admin
Fl ash file system check in progress...

Checking root file system.. (0.4
Performing file consistency check...
Done.

Installing XVSS Client on a WIN95 or WIN NT 4 Workstation
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Please refer to one of my older OmniTips: “Authentication with Radius” where | have decribed the steps to
install the XVSS Client. Make sure you have DLC 32Bit Protocol available, as you need it to get XVSS
running.

Verify your configuration and have a good feeling once it is running

A nice demonstration is by verifying the group membership of the port.

Do a vi on a certain port, where you have a XVSS client connected. You should group membership 1 (as
the default). After authorizing using XVSS you should see a change at the group membership, which
should now say either 5, 6 or 7, depending, what user you have used to authorize. Also open up the IP
configuration tool on Windows 95 (winipcfg.exe) and see the proper IP Address.

If you have any questions, please do not hesitate to contact me via fbemsel@ind.alcatel.com|

Final Note:

If you need more information regarding OpenLdap, | suggest to go to their website at
ttp://www.openldap.orgjAlso I'd like to recommend using the Administrator's Guide at

http://www.openldap.org/doc/admin/index.htmlfto get through the more or less difficult process.

You also can download all configuration files | made with this Omnitip on

Wwww.bemsel.com/techtip/openldap20001201.zip|
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