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Use Crannog’s Netflow Tracker with PacketShaper

The purpose of this document is to describe the steps to install and configure PacketShaper to be used
with Crannog’s Netflow Tracker. PacketShaper is able to deliver Netflow-5 Packets to the Collector.

NetFlow Tracker is an extremely powerful new management tool from Crannog that provides a level of
detail previously unavailable in any application of its type. Using Cisco's NetFlow technology (which is

embedded in IOS in almost all routers and chassis based switches).

You can download a trail version of Crannog’s Netflow Tracker at www.crannog-software.com

NetFlow Tracker 1.0.3a requires a minimum Java Version of 1.4.2_ 04, which is proofed by Installation
Routine.

InstallShield Wizand

MetFlow Tracker requires that the following requirements be installed on vour computer
i prior to inztalling this application. Click OK to begin installing these requirements:

Statuz | Requirement
Pending Java(TH) 2 Runtime Enviranment, Standard Edition 1.4.2_04

It will start to install Java first, before continuing Netflow Installation

InstallShield Wizard

Java 2 Buntime Environment, SE +1.4.2_04 Setup is prepanng the
| InztallShield WWizard, which will guide pou through the program
zetup process, Please wait,

(RN NENS AN AR SRE RS ] | Cancel

When done with Java Installation. Netflow Tracker Installation will continueNetflow Tracker Installation
will continue

DISELATMER

This Technical Tip or TechMate is provided as information only. I connot maoke any guorantes, dmw
coch Vender for further information or support. i

Although I believe the informarion provided in this document fo be occurare af the time of writing, I reserve
and without notice. This rechnote has been created after studying the material and / or practical evaluation
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Just follow the steps through the installation.

Inests i hdeld Wizard ril |E] HetF low Tracker - Instasllshield Wizard
wWelcome to the InstallShield Wizard for Licerrse Agresment
KelFlow Tracker Flease read e Foliowing Boeree sgretment carefully,
The Ttz ich Uyt ol it M o e END USER SUBLICENSE AGREEMENT A

conpater, To continue, chde Haxt,

(Tras e & legal agresment bebwesn 7ou, the EXD USER, and CEAMOG
BY IMSTALLDYG AMDNCE EURTHING THLS SOFTWARE, YOt
ARE AGEEEING T BE BOUND: BY THE TERMS OF THIS
AGEEEMENT. IF YO Do MOT AGREE T THE TEEMSE OF THIS

WABIING, T e oty opih o AGREEMENT, PEOMPTLY EETURN THE UNCEENED TISE
AT aral radiies PACKEAGE ANT THE ACCOMPANYING ITEMS (IO LUDIG
LLAMITALS) T 4 CRANHOG EEFRESENTATIVE FOR BEEFUND %

(£ zoepk the berms in the boense sgreement]
(231 g mat scoapt Hres berrs n Hhe Bcsnes sgresment

[ et [ cocas | [ egack || petx ][ cocel

(& MetFlow Tracker - InstallShietd Wizard

(& MetFlow Tracker - InstallShietd Wizard

Customer Information 'i. _' Typs 'i. _'
B | - 4

Flease enber wour infoemakion. Choase b ebup Evpe that best sults wous needs.
User Mame; Flaase seledt » setup byps,
|Raziner Bersel
(& Cumgleta
Drganiation! &l program Feabures vl be inctaled, (Regunes the most de
!F.wah-al:-:n space.)
i Cugheny
il pehich program heatures wod ant nsbaled Snd whene ey
Istall thie aplcation Fors ﬁ ol b el Reeconmendsd For sdvanced users.
() firvyore who Uz Ehis compuber (ol L)
(3 by For s [Fesines Barseal)

[ emek [ bers  |[ coem | [ emek [ bers  |[ coem |

Iu HetF low Triocker - Installhield Wizand rlil

Iu HetF low Trocker - Installishield Wizand

Ready bo Install the Program
The: wizardis reacy bo begin ik aliakion.

InstallShield Wizard Completed

Click: Irstall bo bewgin the nstallstion. Tree InstalSniskd Wizard has sucoessiully inctaled NetFow
IF you mant b raviewy o chengs any of your instalation settings, dick Back. Cick Cancel to Tracker, Chd Finsh to et the wizsrd,
ok K vatzend
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Run Netflow Tracker by Start — Programs — NetFlow Tracker — NetFlow Tracker

B MetFlow Tracker E MetFlow Tracker

Eﬂ; Programs = User's Guide

A Webbrowser will open and connect to local host. First thing to do is verifying the License, by clicking on
SETTINGS

Home

Settings
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If this is a brand new installation, you will have a license for 24 hours included. I received a temp. License for
a couple days, to evaluate Netflow-5 collector. This was provided in an email attachment. All to do is to load
the file into licensing.

Licensing

| I;_qu:u‘l a New Licence

[ [Bowe] | Load |

Faste [n'a New Licence

To upload the license, just browse to the directory and file and click on LOAD

Licensing

- (Eee] | Lead |

F'El'E-tl_Ef I a Mew L_II::E!I'I £8

ok | cancel |

The software must listen for NetFlow exports on at least one UDP port. You may wish to change this or have
the software listen to more than one port. It is most efficient to use one port for each export-sending device.
You may also wish to specify an address along with each port if the server has more than one.

Listener Ports

&l local addresses ¥ 9888
0.0.0.0:9888

ok | cancel |

You can use almost any unused port. This will be the port, PAcketShaper will configured as well.
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Also SNMP Setting has to be verified or set properly

When a device sends NetFlow exports to the software it must be scanned to get the names and speeds of its
interfaces. You must give at least one community string to be tried on each newly-encountered device. Since
the communities are tried in the order they are set here the speed of a scan can be affected by changing the
order. A device is scanned again if it reboots or if the software is restarted.

When a device sends MetFlow exports to thesoﬁ;ware it must be scanned to get the names a:nd speeds of its
interfaces, ¥ou must gwe-atleast one community string to be tried on each rewly- -encountered device, Slnce the
communities are tried in the order they are set here the speed of a scan can be affected by Dhanglng‘the arder,

A device iz ss.a*nned again if it reboots or ifthe software i restarted. You can change the community string uzed
“ta restan an eHlstlng deulce un‘the,l:ler.- ce tgn'figuratlon page.

Add
public #| Femove
__un |
| Down
Timeout: -5_0?0-_.% ms
Attempts: |3 5

Ok | Cancel |

Next, connect to your PAcketShaper and click on SETUP Tab

PacketShaper xpress®

?
top ten maonitor manage repor 5 feedback packetguide k.

Upit: 025-10015236 Discovery: On Slla_pi.ng: Cf Compression: On

|

{ PACKETSHAPER INFO je—

[ reqgister > ] [ suppoit site > ]

Product: PacketShaper@ 2500
IP Address: 777
Serial Number: o0 000 i0i00
Software Version: 7.1.0z1
Shaping: Of
Traffic Discovery: On
Adaptive Response: 2F 5 BEm m B Settings.
Upper_Inside Interface Status: & Down
Upper_Outside Interface Status: & Down

—: access level :‘— —‘: utilities :‘—
Access Level: Touch
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All you do is to tell the PacketShaper the IP Address of the Netflow-5 Collector and the Port, he listens to.

feedback

top ten manitor EDELT] report

packetguide

Tnit: 025-10015236 Discovery: On Shaping: Off Compression: Cn

SETUP

=i

Choose Setup Page: | flow detail records ¥ |

—— flow detail record settings  ——
[ apply changes _.. ] [ reset form ]

Collector IP Port Record Type

Collector 1 !192.158.10.23

Enabled

| |_Dn v: [ clear]

|
Collector 2 | | |- | | Vi |-fo Vi [ clear ]
Collector 2 | | |_ | | V: |_Dﬁ V: [ clear ]
Collector 4 | H || Vi [Df‘f Vi [ clear |

dafandi s G500

Remember the Port? I configured this Port a few pages earlier. Don’t forget to click on APPLY CHANGES

Now wait a few minutes and go back to Crannog’s Netflow Collector. Under Devices, you should see a new
entry of the PacketShaper, already sent a few packets with Netflow Data.

192.168.10.152

HomeShaper

Ok | Refresh| Cancel |

When you click on the Device Name, you’ll get some basic information, regarding SNMP Settings.

an unknown ffindes, With any of these options, you can still manually scan the device using the button on this page.

HomeShaper

SNMP Mode: Use SHMP hd

SNMP Yersion: SHMPy1 v
SNMP Community: public

Device Name:

By default all devices are SMMP devices, It is highly recommended that you enable SHMP on your device, and allow the monitor to query it. Howewver, if this is not possible, you can
change the SHMP Settings so that the device does net use SHMP, This means the device will create an interface for each ifindes that it encounters, but you will have to manually set
the name, speead, etc. Vou can alse choose to keep the current settings, which mean that no further interfaces will be created, nor will the device create more interfaces if it encountars

Inside (ethernetCsmacd) \ | | [100000000 |2 | |100000000 = O
OUESidE (ethernetCsmacd) \ ' | [1o00000000 | [10o000000 Bl O
Upper_Inside (ethernetCsmacd) \ | | [100000000 2 | |10ooooooo = O
Upper_Outside (sthemetcsmaed) || ' | [1oo000000 |2 [1oo000000 Bl O

ok | Delete \ Rescan |
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Next, go back to the HOME page and click on DEVICES....

Home

... and Device Name, where you can see the first stats, provided by Netflow-5 Data

Interfaces on HomeShaper (192.168.10.152)

Inside connected to the LAN E 3 1.5 kbps 23.49 kbps [ 2.14 /s 3.11 /s
i —
B —

e
Qutside connected to the WaN s 23,49 kbps 1.5 kbps : 3.11 /s 2,14 [s —
R —
UEEer Inside unused 0 bps 0 bps ] 0/s 0 /s
Unper Cutside unused 0 bps 0 bps 0 /s 0 /s

Now, it’s the time to wait a few hours and dig deeper into the possibilities of gaining information out of the
data.

Inside {ethernetCsmacd) on HomeShaper {192.168.10.152)

200 kbps
G500 kbps
400 kbps
] L |320PAR-3:22 PIA
R oRs Mar 6 2005
0 hps e _IJJrL.—._.-]1_"I|—| . o B 1 Wl
1230 P 2:00 Phd 2:320 P 5:00 PhA
| | In 51.74 kbps between 1:54 PM and 1:56 PM 2.26 kbps (5.81 MB)
Il — | out 680.32 kbps between 3:20 PM and 3:22 PM | 17.14 kbps (44.13 MB) |

What you also can do is highlight a range, do a right click on mouse and choose from different views.
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Destination Addresses
Address Pairs
Protocols

%2 Inside (ethernetCsmacd) on HomeShaper (192.168.10.152) - Crannog Software NetFlow Tracker - Mo... BE|E| EDU:CE Tonsp 4
estination Fors

File Edit Wew Go Bookmarks Tools  Help

- Source Applications
@ - E> - %] (’:3&1] @ ||:| http:,l’;’localhost,l’report.jsp?templid=_if&|ength=21SDDDDD&device.V| @ o “Q, | Destination Applications
Source Endpaints
Destination Endpaints

|;| Custaomize Links D Free Hotmail D ‘windows Marketplace D ‘Windows Media D ‘Windows D 192.168,10,152: Pa... »

Inside (etharnet macd) on HomeShaper (192.168.10.152) SenerCliEnt Seeaions
? J Client-Server Sessions
Conversations

Types of Service

n | Traffic Rate Packet Rate Differentiated Senvices
Source ASs
200 kbps | T T T Destination ASs
AS Pairs

600 kbps Source Metworks

Destination Metworks
400 kbps | T T T 438 PIA - 55T P _
| Mar 6, 2005 Metwark Pairs

200 kbps T - 3 In Interfaces
Select All

OutInterfaces
| : I : oo o Zoom In —
12:30 PM : : 5:00 Pht £ gRs
Source Address Dissemination

0 bps
Zoom Out

Peak Average
51.74 kbps between 1:54 PM a_nd 1:56 PM 2.26 kbps (5.81 MB! o
620,32 kbps between 3:20 PM and 3:22 PM 17.14 kbps (44,13 1 -

Destination Address Paopularity

Applet grapplet starked

Source Addresses

Timerange: Mar &, 2005, 4:30 PM - 5:50 PM @'@@ .|?| ‘|g
Source Device: HomeShaper (192,168.10,152)
In Interface: Inside
Speed: 100 Mhbps
In Interface - % Utilisation | Traffic Rate Packet Rate | =0 .4
30 kbp=
20 kbps
538 P - 5:39 PIF
10kbps Mar 6, 2005
0 bps = L_‘_- _
24:30 P 5:00 PM 5:30 P
Source Addrass Paak Average
[ | 192.1658.10.34 14,41 kbps between 4:54 PM and 4:55 PM 2.31 kbps (1,32 MB)
192.168.10.236 24,58 khps between 440 PM and 4:41 PM 629.01 bps (368.56 kB
[ | 192.165.10.33 1.87 khps hetween 5:15 PM and 5:16 PM 82.7 bps (48.46 kB)
192.1658,10.151 823.47 bps between 5:10 FM a_nd 511 FM 65,18 bps (39,95 k_B)
| | 192.168.10.234 419,73 bps between 4:40 PM and 4:41 PM 3746 bps (21.95 kB
[ | 192.168.10.162 5.13 bps between 4:39 PM and 4:40 PM 0.9 bps (543 B

This is just one example you can use. I hope this has give a quick impression on what’s possible.
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