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The Nessus Security Scanner is a security auditing tool made up of two parts: a server, and a client. The server,
nessusd is in charge of the attacks, while the client nessus interfaces with the user.

nessusd inspect the remote hosts and attempts to list all the vulnerabilities and common misconfigurations that
affects them.

You can download Nessus from www.nessus.org . There are two ways to install Nessus:

e Automatic with script “nessus.installer.sh”
e Manual compilations and installation

My notebook is running Kernel 2.4.18-14, based on Red Hat Linux.

Manual Installation Steps of the Client

Download following libraries from www.nessus.org/nessus 2 0.html

e nessus-libraries-2.0.10a.tar.gz
e libnasl-2.0.10a.tar.gz

e nessus-core-2.0.10a.tar.gz

e nessus-plugins-2.0.10.tar.gz

Download Extract the Tarballs

tar —-xvzf nessus-libraries-2.0.10a.tar.gz
tar —xvzf libnasl-2.0.10a.tar.gz

tar —-xvzf nessus-core-2.0.10a.tar.gz

tar —-xvzf nessus-plugins-2.0.10a.tar.gz

You must compile and install them in following order

1. Compiling and installing nessus-libraries
Compiling nessus-libraries is a simple operation :

cd nessus-libraries

./configure

make

After this, execute this command as root :

make install
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2. Compiling and installing libnasl
cd libnasl

./configure

make

After this, execute this command as root :

make install

3. Compiling and installing nessus-core
cd nessus-core

./configure

make

After this, execute this command as root :

make install
4. Compiling and installing nessus-plugins
cd nessus-core
./configure
make
After this, execute this command as root :

make install

Setting Library Path
Make sure, that Library path “/usr/local/lib” 1is set in /etc/ld.so.conf.

Now, you are ready to fire up NESSUS

v hawkeye® hawkeye:fusr/local/sbin

[hawkeye@haukeye shinlf 1=
nezzuz—adduser nessus-mkcert nessus-update-pluging
neszusd nessus-rmuzer  uninztall-nessus
[hawkeye®haukeye shinl$ nessusd -0

bazh: nessusd: command not found

[hawkeyehawkeye shinl$ ]
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Command not found

It’s not Murphy, when you just have installed a Program, such as Nessus in this case and you try to run it.
Sometimes you found a message, like “Command not found”. OK, you verified the Path settings and they
look good — next, you move your prompt into the directory to make sure the files are there. Still stuck
with “Command not found”?

To remember, you have to be root in order to run NESSUS.

Probably, you use tcsh or csh, which caches program names and paths. Try to change the shell and
restart the program again.

hd hawkeye@hawkeye:/usr/local/sbin

[hawkeyeBhawkeye sbinl$ l=
nezsuz—adduzer ressuz-mkcert  nessus—update-pluging

neszsusd nessus-rnuser  uninstall-nessus
[hawkeyehawkeye sbinl$ su
Paszwords:

[root@hawkeye shinl4 nessusd -D

bazht nessuszd: command not found

[rootBhawkeys shinl# tosh

[hawkeyehawkeye sbinl# nessusd -1

[hawkeyefhawkeye sbinl# **% 'ca_file' iz not set - did you run nessus-mkcert 7

Create Certificate

# nessusd -D

A script will help to create a NESSUS SSL Certificate.

CA certificate life time in days [1460]: <return>

Server certificate life time in days [365]: <return>
Your country (two letter code): DE

Your state or province name [none]:

You location (e.g. town) [Paris]: Munich

Your organization [Nessus Users United]: McAfee Security

You should get a similar message like this:
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\_P hawkeye@ hawkeye:/usrflocal/sbin

Creation of the Messus S50 Certificate

Congratulations, Your server certificate waz properly created,

fusrdlocal fetodnessussnessusd, conf updated

The following files were created

. Certification authority :
Certificate = Aust/local/condnessus/CAScacert , pem
Private key = Ausr/localfvarsnessus/CAscakey, pem

Certificate
Private key

fusrdlocal fcomdnessus/TAS servercert , pem

.+ Messuz Server
= Auzrdlocal Avardnessus LA zerverkey, pem

Eress [EMTER] to exit

Add Nessus User

Login: McNessus
Authentication: (pass/cert) [pass]: <return>
Login password: password

You could either add rules or hit CRTL-D once you are done

\_f hawheye@ hawkeye:/usrflocal/sbin

that McHeszus has the right to test, For instance, you may want
him to be able to scan hiz own host only,

Please see the nessusz—adduser(8) man page for the rules syntax

Enter the rules for this user, and hit ctrl-D once you are done
(the user can have an empty rules set)

Login 1 McMessus
Paszword t pazsword
I T
Fules i

user added,
[hawkeye@haukeye shinlé D

neszusd has a rules system which allows you to restrict the hosts

+
+

Now, you are really ready to run NESSUS for the first time.
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Verify, if NESSUS Daemon is running

hd hawkeye@hawkeye:~

[hawkeyeBhawkeye hawkewel$ ps -a laorep nessusd
1886 ptadfl Qo000 nessusd
[hawkeye@hawkeye hawkeye]1$ []

When getting a positive result, you are ready to start the Nessus client by executing nessus.

b4 hawleye® hawkeye:~ .
[hawkeyefhaukeye hawkeyel$ nessusf] [

Type the user credentials and hit Log in button

R4 Nessussewp
Messusd host | Flugins |Prefs. | Scan options |Target selection |User | KB |Credits |
Mew session setup
= Messusd Host : | localhost |
Port: | 1241 |
G Lagin :!McNessus ]
Password ;| === |
Log in
I-| Start the scan | | Load report | | Gluit |J
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You will get a first time certificate info. You have to accept this certificate in order to continue logon process

g SSL Setup

Vi Please choose your level of S5L paranoia (Hint: if you want to manage many
servers from your client, choose 2. Otherwise, choose 1, or 3, if you are
paranoid

@ Display and remember the server certificate, do not care about the C4
O Trust the server certificate if and anly i it is valid and certified by the Ca

() Werify that the server certificate is valid *and® remember it

Ok |

Choose and click on OK

This cerificate has never been shown befare. Here it is

|Cerificate: |~
| Data
Yersion: 3 (0x2)
Serial Mumhber: 1 (0<1)
Signature Algarithm: md5SWithRSAEncryption
| Issuer: C=DE, L=Munich, O=McATee Security, OU=Certification Authority for hawkeye,
| CH=hawkeye/Email=ca@hawkeye -
walidity
Mot Before: Feb 19 09:58:35 2004 GMT
Mot after : Feb 18 09:56:35 2005 GMT
| Subject: C=DE, L=Munich, O=hcafee Security, OU=Server cerificate for hawkeye,
|CH=hawkeye/Email=nessusd@hawkeye
Subject Public Key Info:
Public Key aAlgarithm: rsaEncryption —
RSa Public Key: (1024 kit
Modulus (1024 bit)
00:4:28:76:c0:04:92:23:34:72:36:04:ba:be:43:
aheabo:fl:Zod0edad:.c9:03:3b:5haadd e d
hd:16:74:56:20:93:08:2e:M4 ce:Sadd:b0:Ehch:
Ocaz:7hbef3:4c:67:01:d5:4e:9794:61:65:hE:
hoeecd:24:62:053:12:00:22:39:60:29:11:62:59
0:1aea:da:efhdd9:14:57 4edb:al:55:df.6e:
Jccadbictf8:7h:61:5c:69:08:554a:1c:85:99
Gabg:7red:5d:73:02:66:0e: M40 02361 :10:
57:58:58:a1 :ce:dd:e3:bf:E8d
E=ponent 85537 (0=10001)

Do you accept this certificate 7

ves || Mo

You should get a warning about the plugins, which may be able to crash remote services or hosts. Usually, they are
disabled by default.

fad Warning

have been disabled. ¥ou should activate them if you want your security

! The plugins that have the ability to crash remote services or hosts
audit to be complete

| oK ]

L ' =
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You are done!

You can run a first scan with SCAN OPTIONS and TARGET SELECTION

b4 Scanning network from localhost

= Potscan : [T
192.166.0.112 Checks :

| Stap the whale test

When done, you could see a report of your scan

b d Nessus "NG" Report

unknwn (17234cp)

unknown (1026:4cp)
unknown {10254cp)
nethios-zsn (13910
nethios-ns (137/udp)
microsofi-ds (445tcp)
general/udp
generaltcp
generalficmp

Distributed Computing Environment (DCE) services running on the
can be enumerated by connecting on port 135 and doing the appro

& An aftacker may use this fact to gain more knowledge
about the remate host,

Solution : filter incoming traffic to this port
Risk factor : Low

[+] e [*]

Save report | [ Close window |

L

If you got any issues or problems, please refer to NESSUS FAQs or Documentation

Nessus FAQs

http://www.nessus.org/doc/fag.html

Nessus Documentation

http://www.nessus.org/documentation.html
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