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This documents describes the necessary steps to install McAfee Linux Shield on Red Hat 9.0. During
installation, you will be asked to supply a password and some other information. 1t's not my purpose to
replace any official documentation or release notes. It's just easier to run it as simple as possible.

Download Linux Shield from McAfee Eval Page or use your purchased package.
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When installing, you can set up email notification for alerts. To do this, you need an MTA (Mail Transfer
Agent) configured. You may also run a email test before starting the installation by telnettinginto MTA

[ root @paceLord rbensel ]# telnet 192.168.10.235 25 Trying 192.168. 10. 235. .
Connected to 192.168. 10. 235.

Escape character is ""]"'.

220 bensel . home ESMIP Mai | Enabl e Service, Version: 1.703-- ready at
12/ 20/ 04 16:39:54

hel o bensel . hone

250 Requested nmmil action okay, conpleted mail from Linux@ensel.home
250 Requested mail action okay, conpleted rcpt to: itsec@ensel.hone
250 Requested mmil action okay, conpleted data

354 Start mail input; end with <CRLF>. <CRLF>

from Linux@ensel.honme

to: itsec@ensel . hone

subject: Email Test out of Linux Client

250 Requested mail action okay, conpleted quit
221 Service closing transni ssion channel Connection closed by foreign host.
[ root @paceLord rbensel | #

Email Test out of Linux Client
LinuxZihemsel home

To: itsec@bemsel,home
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1. Extrect the Gzip-File
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ﬁ Lir ux Shiekl-1.10- 66 5-uuoes Lar e 2.3 MB 1 archive (ysip-coripres sed) luclay 4l 4.00. 14 PN

T LiruxShiekd-1.10-665.386.rem 150 ME RPM package Wednesday, July 72004 zt 6:19.04 M ;

ﬁl Lirux Shield-1.10-665-releasa.tar.gz 18.L MB far archive (gzip-conprassed) today at 40018 PN 7

@ LiruxShicld 1.10 GPLsource.ta~gz 46.3 ME tar archive (gzip conprassed) today at 40027 PN ]
D LiruxShiekd110.nap 1259 K DOSWindows program Wednesday, June 23 2004 at 6:34:02 P

D Liruxshield 110_reports.nap S49.4 K DO sWIindows program Wednesday, June 3 A4 at bo23: 38 HW ]
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2 You may have to change the user in or der to ingtall the application.

3 Openaterminal andenter on the command prompt:

4. [root @paceLord rbensel ]# rpm—i LinuxShield-1.0.0-665.i386.rpm
5. You'll be presented with L icense Agreement.

6. You have toaccept in order to continue the installation

Enter accept or reject: accept

This is the LinuxShield installer. To accept the default answer for any question,
sinply press the ENTER key

Enter the nanme of a Linux group for LinuxShield adm nistration. [nails] <ENTER> Enter
the nane of a Linux user for LinuxShield administration. [nails] <ENTER> Changi ng
password for user nails.

New password: <password>

Ret ype New password: <password>

passwd: all authentication tokens updated successfully.

Enter your chosen installation directory for LinuxShield:[/opt/NAl/LinuxShield]<enter>
Enter your chosen runtinme directory for LinuxShield:[/var/opt/NAlI/LinuxShield] <enter>
Enter the path where the quarantine directory should be created: [/ quarantine] <enter>
Enter the email| address of the LinuxShield adm nistrator:

[ Li nuxshi el dAdm n@ none)] itsec@ensel . honme
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( I'm using a different SMTP Server on my Windows Machine.)

Enter the address for the SMIP host: [192.168.10.231] 192.168. 10.235

Enter the TCP/IP port number for the SMIP host: [25] <enter>

Enter the | P address on which the LinuxShield nmonitor service |istens:

[192. 168. 10. 231] <enter>

Enter the TCP/IP port number on which the LinuxShield nonitor service
listens: [65443] <enter>

Do you wish to install the LinuxShield web nonitor: [y] <enter>

Do you wish to install the LinuxShield web nmonitor: [y] <enter>

Enter the TCP/IP port nunber on which the web server |istens: [55443] <enter>

Extracting package files

Wuld you like to start the LinuxShield services? [y] <enter>

starting the Li nuxShield daenon...

started pid: 13167

starting the LinuxShield nonitor gateway...

started pid: 13177

[ Mon Dec 20 16:25:33 2004] [alert] nail swebd: Could not determine the server's fully
qualified domain name, using 127.0.0.1 for Server Nane

/ opt/ NAI / Li nuxShi el d/ apache/ bi n/ apachect| startssl: nail swebd started

Installation to /opt/NAl/Li nuxShield conplete.

To connect to the LinuxShield web nonitor, browse to
https://192.168.10.231: 55443

| ogon as the Linux user 'nails' and supply the password entered during installation.
[ root @pacelLord rbensel | #
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Right after the installation and proper email communication, which has been confirmed before instalation,
you should get analert of Out-Dated Signatures Files

Email Test out of Linux Client

Linuxigdbemsel home
To:

itsec@bemsel. home

Note: If you get aWarning like this, you will have to do some hands-on for Kernel creation

nails.initd: Warning - kernel nodule

/'1i b/ nodul es/ 2. 4.20-18. 9/ nai /| shook. o does not exi st

Li nuxShi el d cannot start on-access detection because a kernel nmodule is not currently
avail able for the kernel version that you are running.

nodul e, please refer to the installation guide

To obtain or create a kernel

/ opt/ NAl/ Li nuxShi el d/ docs/|s_11_install _gui de_en. pdf

Li nuxShield can still function w thout the kernel nodul e, but on-access detection of

viruses is disabled.

nails.initd: Warning - kernel nodule
/1ib/modul es/2.4.20-18.9/nai/linuxshield.o
does not exi st
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