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The purpose of this document is to have a basic step-by-step instructions to install Network Associates

Gauntlet Firewall on NT 4.

Minimum System Requirements:

Used System Specs for this implementation

Windows NT 4 with Service Pack 4 or 5

Windows NT 4 AS with SP 6a

233 MHz 1 GHz

128 MB RAM 128 MB RAM

512 MB of free disk space 1 GB of free disk space

2 NICs 2x Intel EtherExpress Pro/100 PCI LAN Adapter

DNS Server if you plan to run DNS

1x DNS server on untrusted network

SMTP mail server on trusted network
(if you plan to send mail through the Firewall)

POP3 mail server on trusted network
(if you plan to use POP3 to retrieve mail from trusted network)

1x POP3 mail server on untrusted network

No IIS has been installed

Static IP Address

No IPX/SPX enabled

Server installed as stand-alone Server

Some more details about my test network, based on this installation and configuration

External Services:

DNS Server: 210.210.210.100
POP3 Server: 210.210.210.100
Web Server: 210.210.210.100
FTP Server: 210.210.210.100

Inside (trusted) Network Interface:

Outside (untrusted) Network Interface:

IP Address: 135.100.100.253
Host Name: Gauntlet
Interface Name: Gauntlet_Trust
Netmask: 255.255.255.0
Broadcast Address:  135.100.100.255
Default Gateway: 135.100.100.254

IP Address: 210.210.210.253
Host Name: Gauntlet
Interface Name: Gauntlet_UnTrust
Netmask: 255.255.255.0
Broadcast Address:  210.210.210.255
Default Gateway: 210.210.210.254

Before installing Gauntlet Firewall, please ensure proper communication, like DNS Lookups, Routes and
Subnet Addressing has been verified. Eventually, you have to change routes and router configuration as
well. If you have several trusted networks inside your security perimeter, you may need to add static

routes on the firewall for them.

My test network layout can be found here: www.bemsel.com/techtip/RBE_VPN 1 3.pdf
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1. Disconnect your firewall from the network by physically disconnecting the cables from both
network adapters.

2. Log on to the firewall (not the domain) as administrator
3. Execute setup.exe

4. The Welcome Windows appears

Welcome lo Gaunblel® Selup

g zfmuh{iuﬂﬁi‘wfufﬂ
eiup i all manage seling up
MEE foe HT an pour camputes
It i strongly recomrerided tat pou el o Windowes peograms
bedore rarming this Setup program

Chek Cancel In quit Setup and then close sry piograms pou
v unrng. Chok Nesdt 1o conbirue with the Sebup progeam.

WARNIMG: Thes peogiem i proteched by coppright law and
rilemnational laalies.

— Unauthonzed reproduction o detiibubon ol this pragrem, or ary
poitacn of il, may resul in severe civl and ciminal penalies, and
Q)U_Qt_‘h‘#i}]“j(_ wil be prosecused 1o the masmum extent poztible urder law.
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Click on NEXT

5. End User License Agreement
You will be presented with the Gauntlet End User License Agreement.

Gauntlet ¥5.5 [Licensed) fon HT End User License Agreement [ELILA]

- Please read the foloeng bcense agreement. Use the sool bar bo view the rest of
thiz agreement.

Hehwark, Azsocsstes Twa (2Fr'ea End User License Agreement ﬂ
Gauntlet v5.5 loe 'Windows NT 4.0
Copgright [c] 1999 Mebmorks dizsociabes Tachnology, Inc.
Al Rights Reserved

NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL

ILGREEMENT ["AGREEMENT"), FOR THE LICENSE OF SPECIFIED

SOFTWARE [*SOFTWARE"™) PRODUCED B NETWORK ASSOCIATES. IMC.
['METWORK ASSOCIATES"] B CLICKING THE ACCEPT BUTTOM OR

|NSTALLING THE SOFTWERE, vOU [EITHER AN INDRDLIAL OF &

SINGLE EMTITY] CONSEMT TO BE BOUMD By AMD BECOME & PARTY

TO THIS AGREEMENT. |F*U DD MOT AGREE TO ALL OF THE

TEAMS OF THIS AGREEMENT. CLICK. THE BUTTON THAT INDICATES

THAT ¥OU DO NOT ACCEFT THE TERMS OF THIS AGREEMENT ARD DO =

D o accept al the temms of the preceding boense agreemant 7 IF 20, clck on theYes
push button. |f pou select No, Sefup will abort.
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In order to continue the installation, you have to accept all the terms, by clicking on YES

6. The Setup Program examines you Windows NT configuration,

and is looking for conflicts and settings not set optimally for use with Gauntlet. The installation will
display a message and stop if a Mandatory item does not pass. The problem must be fixed before Gauntlet
can be installed.

Recommended System check(s) lailed !

Sean Aesulls - B/2M03 104837 AM ﬂ

— Chathung hai system piocessails] —
1 Processors] lound

- Checlurg for physical and virusl memoiy ——

Tokal Phyzical Mematy: 116772864

[Awalable Physical M . TSARIR00

Total Virlual Memory: 214 i

Avalable Virtual Memony: 2108014592 ,[
¥

d| |
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7. Choose Destination Location

I recommend to use default Destination Folder, in order not to conflict with eventual bugs.

Choose Destination Location E|
Satup wil install Gauntlet v5.5 |Licerzad] for NT in the lolowing
faldes.

T install io thes |older, click Mewt.
mmlm & diflesent folder, cick Browss and select ancther

“ou can choode rol 1o indlal Gauntet v5.5 [Licersad] o NT by

chicking Cancel to st Sefup
 Destination Folder i
! . \Netwesk Associabes'G aunlet Bjowss. i f

_cios [ oo |

8. Assign Network Adapters

In this window, you will assign both network cards to their proper location, meaning setting NICs to
trusted and untrusted networks.
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Armign Melwoik Adapleds E I

Intsifacs Mame Typs  Adspies Hame 1Pt
1 T 2] Irted B2557-hased PRO Adaptei Drver 135 1000100 253, 255 255 358
U 1] Iniel 62557 -based PRO Adapis Dives: 255 755 255

- St Irtedace Hame and Type

|Urinusted rbortace [2] " Trusted
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" Faloves
< Back I et » I Cancel
9. Confirm Initial Configuration
Coanfium |nsdial Euﬂllr_.luldllun E

Plesse conlitm that the foliwing condiguration it comiecl

You will be asked to confirm the initial configuration. In my case, I have following settings:

Trusted Network Card:
[2] Intel 82557-based PRO Adapter Driver — 135.100.100.253:255.255.255.0

Untrusted Network Card:
[1] Intel 82557-based PRO Adapter Driver —210.210.210.253:255.255.255.0

Failover network card
(none)
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Gauntlet group name =GauntletGroup
Proxy account name =GauntletProxy
Setup will disable “Spooler” and “LicenseServer” services

The setup starts by copying files. In addition to installing the software, several Windows NT settings are
modified to make them more secure.

10. Setup Completed

Gauntlet 5.5 [Licensed) for MT

\i:) Gauniie!® has besn instalisd. Would you fike to read the Fiasdme fle freadme b] now?

11. Reboot the System

Gauntlet requires a reboot. Please remove all disks from your disk drive, so Gauntlet setup can restart the
computer in order to complete the installation

Gauntbst 5 5 [Licensed) lor HT ﬂ

i Please ramene all digks lrom pour deb dives Gauniler® sebup vl restan the compules in aidar lo complals (he

12. Verify the proper start of Gauntlet Firewall
Do do so, open Programs — Gauntlet — Log Monitor. You should see proper startings.
LOG.TXT

You also should see on Services, following Gauntlet Services started:

GauntletAuthService Started Manual
GauntletFailover Started Manual
GauntletFTPProxy Started Manual
GauntletH323Proxy Manual
GauntletHTTPProxy Started Manual
GauntletIKE Manual
GauntletLogService Started Manual
GauntletMasterService Started Manual
GauntletMSSQLProxy Manual
GanutletNetShowProxy Manual
GauntletPlugProxy Started Manual
GauntletPOP3Proxy Manual
GauntletRAPProxy Manual

GauntletReportService Manual
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GanutletSMBProxy Manual
GauntletSMTPProxy Manual
GauntletSNMPProxy Manual
GauntletSQLProxy Manual
GauntletStramwrksProxy Manual
GauntletSybaseProxy Manual
GauntletTELNETProxy Started Manual
GauntletVDOLiveProxy Manual

13. Installing Gauntlet Service Packs
At time of this writing, there exist 2 Service Packs for Gauntlet Firewall 5.5
14. Install Service Pack 1

a) Extract the files from the zip files into a directory, i.e., c:/temp/SP1

b) Open up a command prompt window and run INSTALL.BAT in the directory to which the files
were extracted. This will rename all of the replaced files and copy the updated fiels to the
appropriate directories

¢) Reboot the computer

15. Install Service Pack 2
a) Extract the files from the zip files into a directory, i.e., c:/temp/SP2
b) Open up a command prompt window and run INSTALL.BAT in the directory to which the files
were extracted. This will move all files, being replaced to a backup directory and copy the updated

files to the appropriate directories.
¢) Reboot the computer

After the final reboot — you should be able to use Network Associates Gauntlet Firewall.
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