Centralized Ant

created bv: Rainer

If you have evaluated different centralized Anti-Spam & Anti-Virus Solutions you mostly stuck with one criteria.
Email delivery has to be done via SMTP and MX Records. So far so good, but what to do, when having ISP taking
care of all your email routing and your company is not big enough to maintain an own Email Service, like Lotus
Domino or an Exchange environment. This works only, when your ISP is able to catch all in one single mailbox.
When running a different environment, you may consider another POP3 Download Proxy, which is able to forward
internally via SMTP.

A typical environment looks like this:

POP3

DSL

/
DL_IL_ILJ

In this scenario, all client retrieves their emails via POP3 from an external Email Server, hosted by an ISP. Anti-
Spam can only work, if they are located on each client and this to be administered could cause nightmares. There
are good solutions out there, like McAfee Security’s WebShield Appliance with Anti-Spam and Anti-Virus, but
solutions like that works only when SMTP delivery is in place. This won’t be the way in this environment.

To make this run, I've added another service and McAfee Security WebShield Appliance.

tyMcAfee

SECURITY

The Red Server hosts now a kind of POP3 Retriever and SMTP Forwarder. The Grey Server has been added with
a freeware SMTP Server. Between them, McAfee Security WebShield Appliance is scanning for Anti-Virus, Anti-
Spam & Email Content Filtering.
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There are several products out there, doing the Email Retrieval Job. In this scenario | used following products,
which may be easily copied for your demands.

ISP hosting Emails:

EMAIL RETRIEVAL.: EFS Standard Email Forwarding System by
http://www.chimeracomputing.com/

Local SMTP Server: Mail Enable Standard Edition by
http://www.mailenable.com

ANTI-Virus & Anti-Spam: McAfee Security WebShield Appliance
http://www.nai.com/us/products/mcafee/antispam/spk _webshield appliances.htm

Email Client: Microsoft Outlook Express

Installation Steps

EFS Standard Email Forwardung System

Download Product from http://www.chimeracomputing.com/ and run efs3full.exe

- E.F.S Install Program - Welcome oy ] 4
Ywelzome ta the E.F.S Install progran.
Thig program will install E.F.5 on your hard drive.

It iz strongly recommended that before proceeding. you
enzure that no other Windows programs are running.

INTERNET

|F wau da not wizh to install E.F.S, click 'Exit’ now,
othenwize click Mext' to continue,

< Back Exit

Click on NEXT

License Agreement will show up

\S
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.5 Install Program - Information - |E||5|

INTERNET

CHIMERA IMTERMET SOFTWARE -

By installing this software, you agree to the terms
and conditiohs st out in the license agreement
below. If pou do not aaree, cancel installation
now, Pleagze read the following carefully,

EMD-USER LICEMSE AGREEMEMNT FOR “EFS"
SOFTWARE LICENSE

The SOFTwWARE PRODUCT is protected by
copyright laws and international copyright
treaties, as well as other intellectual property laws
and treaties. The SOFTWARE PRODUCT is
licenzed, not zold.

STANDARD VERSION:

=l

< Back I Hewut » I Exit |

Click on NEXT — Here you can change Default Directory. | recommend to leave default

L= EF.5 Install Program - Directory o ] 4

INTERNET

E.F.5's filez will be installed in the following directany:

I'::RF'mgram Files\E.F.5 |

Dizk space needed : 4 Mb
Available digk space : 2946 Mb

Click 'Mext' to continue.

< Back I MHewt » I Exit

Click on NEXT
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settings

Once confirmation windows appears, you have the last change to stop the installation. To continue, you have to
click INSTALL
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- E.F.S Install Program - Confirmation o ] [

Thiz program will install E.F.5 into C:\Program
Files“E.F.5. If you are prompted to avensrite newer
versions of installed files, please select Mo’

INTERNET

Click below to start installation of E.F.5

<Back |i Ulnstall E it |

After a short moment, when installation has been performed you'll get a notification, that EFS has successfully
installed. Now, it’s time to view the readme.txt

4= E.F.S Install Program - End o ] 4

E.F.5 has been successfully installed,

Wiew README. TXT

INTERNET

¥ LaunchEFS

¢ Back I et > I

When having Launch E.F.S. be marked, the application will start automatically.

Reqister EFS Advanced for only US$491

| 1 o |
‘: n.f _,"l_l') z

- ey

COMPUTING LTD

el C UBE ‘(')
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Configure E.F.S

£ Email Forwarding System - STANDARL =10 =|

Aliazes | Headers I Firgwall I Fre Check. I Fozt Check / Alert I

Lag | SKMTP I D'amainz I Schedule I Advanced I
POF3 Server |pnp.hntpnp.cnm IF
|lzermame Idemnrunm@hntpup.mm Part |11E|

Password I““““““““ Timeaut Iﬁ

[~ Leave a Copy of Meszages on Server
[T POP3 Messages Before Send |nitiated: Al

[T Ship POP3 Account Prefis: I
Maw download = Ina’a Mbl

2| el | save |

IM: Digconnected | OuUT: Disconnected
Add following minimum values: POP3 Server
Username
Password

Verify by clicking on EI if DNS Lookup works.

Setup POP3 (incoming mail) settings and test mail downloads correctly and Enter the domain you accept mail for
under the Domains tab

3 Email Forwarding System - STANDARL =0 x|

Aliazes I Headerz | Firevaall I Fre Check. I Fozt Check / Alert I
Log I POF3 SMTF | Dramains I Schedule I Advanced I

* Fonward
SMTP Server |123_2n3_21 0.108 P

Foit IEE Timeaut |3EI ESMTP [
Poztrmaster Ipnstmaster_internal@hnt|:u:||:|.u:u:-n‘l Test |

[T Abways CC Postmaster

[~ Meszage Limit Per Send: IEEIEI
[T Dont Send Emar' Meszages

_?l Apply | Save |

| IM: Disconnected | QT Dizconnected

i DoMOT Fomward

This SMTP Server is the IP Address of my McAfee Security Webshield Appliance, where all POP3 retrieved Emails
will be forwarded. How WebShield has been configured, you will find later on this document.
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If your WebShield is already be setup, you should verify, if you can reach McAfee WebShield Appliance via Telnet
on Port 25 (for SMTP)

 WINNT  system32.cmd.exe - telnet 128.203.210.108

The disclaimer for SMTP has been modified, so you might have a different disclaimer. Now, you should enter the
Primary Domain.

3 Email Forwarding System - STANDA o ]

Aliazes I Headers I Firgwall | Fre Check. I Fost Check / Alert I
log | POP3 | SMTP  Domains | Schedule | Advanced |

Primary Domain Ihntpnp.can‘] W, |

Accept mail for these secondary domains: maximun 0

Add | Delete | Apply | Save |

| IM: Dizconnected | OUT: Digconnected

Change to LOG tab and click on CHECK. If there are any emails already with your ISP, you should get a retrieval

3 Email Forwarding System - STANDS -0 x|

Aliazes Headers I Firgwall I Pre Check. I Post Check # Alert I

| POP3 | SMTP | Domains | Schedule | Advanced |

Click here to Beqigter EFS Advanced!

1242342003 03:44 <-- retrieving email 1 [3.975 bytes) ;I
1242342003 03:44 <-- remaving email fram server
12/23/2003 09:44 <-- retrieving email 2 (14,079 bytes) J

1242342003 03:44 <-- removing email fram zerver
12/23/2003 09:44 <-- retrieving email 3 8,357 bytesz]
1242342003 03:44 <-- remaving email fram serer
1242342003 03:44 <-- retrieving email 4 [2.027 bytes)

12/23/2003 09:44 <-- removing email from zerver ;I
Scheduled Today at 09:59 Ak @
Progress ©n: M| E
Ot | | E
Cea | Check | Send | 2| x|
||N: Dizconnected |EIL|T: Dizconnected
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Mail Enable Standard Edition

Start the installation by double-click on mailenablestandard.exe. You should not install this mail server not on the
same server as E.F.S has been installed.

x|

program will install MailEnable Messaging Services

% ‘wielcome to the MaillEnable Setup program. This
= for'Windows MT /2000 [1.703] on pour computer.

It iz strongly recommended that you exit all \Windows programs
befare running this Setup Program.

Click Cancel to quit Setup and cloze any programs you have
nning. Click Mext to continue with the Setup program .

Partions of this application are Copyright (c] 1385, 1938, 1933
The Regents of the University of California. Al ights reserved.

WARMIMG: This program iz protected by copyright law and
international treaties. Unauthorized reproduction or distribution
of thiz program, or any portion of it, may result in severe civil
and criminal penalties, and will be prosecuted to the maximum
extent pozsible under law.

Cancel

Click on NEXT

Get Installation Settings =l

Fleaze enter the name and company of the registered owner of
MailE nable Meszaging Services for Windows MNT /2000 into the
fields below. Al fields must be filled in to proceed.

Mame:
IHainer Bemzel

Comparny:
Iprivatel

HOTE: It is recommended that you read the Quick
Start installation guide before installing MailEnable.
This is available at:

piiiww ilenabl pport

< Back | Mext > I Cancel

Type your name and Company. Click on NEXT

Terms and Conditions x|

Flease read the terms and conditions below:

Y'ou should carefully read the following terms and conditions &
before uging this software.

Linless you have a different icense agreement signed by the
respective owners, authors and copyright holders of the

b alEnable product suite, herewith referred ta as [“*ME").
wour use, distribution, or installation of this copy of MailEnable
indicates your acceptance of this License.

Al rights of any kind in MailEnable which are not expressly
granted in this Licenze are entirely and exclusively reserved to
and by "ME". You may not rent, lease, modify, reverse
engineer, ranslate, decompile, disaszemble MailEnable
without the permission of itz owners, authors and copyright
holders of MaiEnable.

"'ou are not permitted to commercialize dervative waorks of

=l

CBack Mest » | Cancel |
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Read the terms and conditions and click on NEXT

Choose Program Files Location x|

Setup wil install the Program Files for MailE nable Messaging
Services for Windows NT /2000 in the following folder.

Ta inztall into a different folder, click Browse, and select
another falder

*r'ou can chooze not ta install MaiE nable Messaging Services
for windowes MT /2000 by clicking Cancel to exit Setup.

C:%Program Filest all Enable Browse |

" Destination Folder

Cancel |

You can change the folder by clicking on BROWSE. However, | recommend to keep default settings. Click on
NEXT

Select Program Manager Group ﬂ

Enter the name of the Program Manager group to add
MailEnable Messaging Services for Windows NT /2000 icons

bo:
Mail Enable
Accessories
Administrative Tools
Java 2 Rurtime Erviranment
Motfes Desktop Firewall
Metwork Azsociates
Soundhdde
Startup
< Back Cancel
Again, keep default settings and click on NEXT
MailEnable Repository ﬂ

MailE nable needs a file storage location for its configuration
and messaging data.

MailE nable supports server clustering. Server clustering allows
multiple M ailE nable servers to access a shared configuration
and data rezpository. |F you intend to cluster MailEnable, pou
should specify a shared file zervice as the Destination Folder.

If you do not wizh to cluster MailEnable [Single Server
Inztallation], you should uze a directory that iz local to this
zerver [ie: the default setting).

Ta install inta a different folder, click Browse, and select
another folder.

" Destination Folder

C:%Program Files'h ail Enable Browse... |

< Back

Cancel |

Click on NEXT
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Get Postoffice Details x|

MailE nable requires at least one Post Office to deliver mail to
and from. v'ou typically configure one Post Office for each
company that you are hosting mail for. Because this is the first
Post Office you are registering under MailEnable. it should be
zomething that represents pour company or business unit name.
*r'ou will also need to supply a passward for the Postmaster
mailbox for the Post Office.

Post Office Mame: Idemolab

Pazsword: Imxx»1

Mote: The Post Office name should typically be less than 20
characters and should not contain spaces o any of these
characters @ []7 7/ A

< Back | Hest » I Cancel |

page 9 of 9

This is where you can add your own domain. I've added another Post Office later on at MailEnable Administrator.

Click on NEXT

SMTP Connector Configuration x|

Flease enter the domain name of thiz host. [eg: mydomainname. com)

Domain Mame: Imat;ingnu

Fleasze enter the primary DMNS Server far this host. Mutiple hast
entriez should be delimited with a zpace.

DMS Hosts} 192.168.0.252

Pleaze enter the SMTP listen port. [default should be 25):

SMTP Part: |25—

Note: Before you can recelve messages from the Internet to
defined dnder Mail fhie, they need ta be registered
with Maif (M) Records in your i NG

< Back | Hest » I Cancel

Change the values to meet your requirements and click on NEXT

Start Installation x|

“Y'ou are now ready ta ingtall MailEnable Messaaing Services for
“Windows NT /2000,

Press the Mext button to begin the installation or the Back
button ta reenter the installation information

< Back Cancel

To start the installation click on NEXT and progress bar will appear.
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MailEnable ReadMe x|

MaiEnable Readte.tat j
Thiz README File provides release notes for MailEnable.

Fievizion History

Wersion Explanation
A0-Apr-031.703 Fines
22-8pr-031.702 Fixes, addition
17-Apr-031.701 Fixes
24-Mar-03 1.7 Update
RELEASE NOTES LI

Cancel |

You will get a readme. Click on OK

Installation Complete =

MailE nable Messaging Services for Windows MT /2000 haz
been successfully installed.

Press the Finish button to exit this installation.

You should run the diagnostic utility and review
your SMTP Connector relay seitings to ensure
that your server is protected from spammers.

Visit hitp:/'www.mailenable.com for support,
tation and rel information.

i
doci

< Back Cancel |

Installation is complete. Click on FINISH and allow PC to restart. When PC has been restarted, logon again and
start Mailenable

':m MailEnable - [MailEnableMailEnable Management'Messenging Manager'Post Offices’.demolab] ;[glzl
Jnﬁn Console  Window — Help |J D = H | |;|i|ll|
|J Action  Wiew  Favorites |J Lo | | =< | E% |

Tree I Favarites |

(_ MailEnable

-2 MaiEnable Management
E% Messenging Manager

=g Post Offices

MailEnable

Adminizla Lhe PastOMMos

-7 Create Domain Create Mailbos Create & Group Impaort Users
] Domains
1 Maiboxes
= oz &y
B Lists Ex port Users Dekebe Messages Edit Default Message Email Users
Bd Bad Mail
Eﬁ Servers
= localhost
EI D Monitoring
Ciagnose

% Services

(2 Connectars
D Agents
-] Services

Dione

N}
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Create a new Post Office, if necessary
'ﬁh MailEnable - [MailEnable’,MailEnable Management',Messenging Manager',Post Difices] - |I:I|5|

J% Console  “Window  Help “ =" | |;Ii|ﬂ|
|J Action  Wiew  Fawvorites |J | o= | | | B |
Tree I Favorites I PostOffice # I Skatus I

[:I MailEnable M demoalab Enabled
E|[:| MailEnable Management
EI% Messenging Manager

BEH-- i

Post Office. .. |

E..
WYiew 3
Mew Window From Here

Mew Taskpad View, .,

., B Bad Mai Refresh
I':'I--& Servers )
E‘B lacalhos! Expark List. .,

= l:l Mom Help

‘ LA SE

% Services

[:l Conneckars
[:l figents
[:I Services

|Creates a new object in this container,

Type a New post office name (incl. Domain extension)

i New Post Office x|

M ailEnable requires post offices to deliver mail to and from. & post office iz
typically named to represent the company or businezs unit that will use it to
share e-mail.

Mote: The post office name should tppically be lezs than 20 characters and
should nat contain spaces or any of these characters '@ [ 1774 A"

Mew post office name:  [hotpop, com

When a new post office is created, a default mailbox called “Admin' will be
created. Thiz is the administrators mailbox for the post office. r'ou need ta
zupply a pagsword for thiz mailbos.

Paszword: | xxxxxx

oK I Cancel

The password is for the administrator's mailbox, also knows as postmaster.

Similar to Post Office, create mailboxes if necessary.
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Outlook Express Configuration

Because EFS is a POP3 Download Service only, you will have to use to different server for routing emails in and
out.

In my example, incoming Mail Server is located on “grey server” (based on my network layout on page one). For
Outgoing mail, you may have to send emails directly to your ISP.

¥ pop.hotpop.com Properties d |

General Servers | Ennnectiunl SEcurit_l,II .-’-'-.d'-.fann:eu:ll

Server [nformation

My incoming mail zerver iz a  |[EERE TEIVEL

Incoming mail [FOF3]: |1 92168.0.123

Outgoing mail (ST Ismtp.hntpup. com

Incoming Mail Server

Account name: Idemu:uru:u:um

Pazzword: I
¥ Femember pazsword

[ Log on using Secure Password Authentication

Outgoing k ail Server

[ My server requires authentication SEttinms... |

] I Cancel Spply

On the next pages, you'll find some screenshots, where to add parameters to have appliance be able to scan for
Spammails.
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McAfee Security WebShield Appliance

1. Connect WebShield Appliance on LAN 2 with your Administration Computer. https://10.1.2.108

/) Webshield e500 appliance - Log on - Microsoft Internet Explorer

J File Edit ‘Yiew Favarites Tools Help |

J R | ﬁ| Qi search  [GlFavorites & &History ||%v =h

| Address |@ https:{{128.203.210,108{Logan. html7id=22593 x| @eo |JLinks »

Y McAfee

SECURITY

WebShield e500 Appliance

Version 2.7

Language: [SB[Eg A E?‘

|&] Applet started. l_l—é_|° Internet v

2. Default User Name: webshield — Default Password: webshieldchangeme
If you have Java Runtime Version other than 1.31_04, please uninstall Java Runtime first, and let
WebShield serve you with the proper Java Runtime Version. Allow installation and grant access.

3. Assign Basic Settings:
As | decided to run WebShield Appliance in Proxy Mode, you only need to change IP Address for LAN 1.
LAN 2 is used for administration only and can be deactivated after basic settings have been configured.

4. Reboot WebShield Appliance and log on again by using new assigned IP Address and
reconnected to LAN 1

5. Under SMTP, click on Anti-Spam.

E-mail (SMTP)
FPostrnaster
FARLi-Fela
h‘l‘mti-Sﬁam
FDelivery
FContent Scanning
FQuarantine
Fattachments
FLizclaimers

F Zonfiguration

6. E-Mail Anti-Spam pane will open.

......
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FPermit Sender FInbound Anti-Spam Policy
Deny Sender FOuthound Anti-Spam Policy
FReal Time &Anti-Spam Check FAnti-Spam Fules List

When running a configuration from scratch, click on EVALUATE and Anti-Spam Policy

7. Now, click on Delivery

E-mail (SMTP)
FPostrnaster
FARti-Falay
FAOti-Sparm
FDelivery |
FiZontent Scanning
F Quarantine
FiAttachrments
FDisclaimers
FConfiguration

Click on Local Domains. If you haven’t added any local domains, now it’s time to do.

Flethods Used
FLocal Domains
rFallback Relays
rDeferred Messages

Local Domains
Specify the local domains to which messages for specific hosts are sent. List the
most common domains first because they are tried in order:

Domain | Hosts |

hotpop.c... 192.168.0.123 Add
wylan.com 128.203.210.250

i e

[Delete

fowe up

fol e ol i

HEEE

Click on Add and enter the values for Domain and internal SMTP Server

pad x|

Enter the inbound domain and list of hosts

Damain

Ihotpop.com
Hosts
[ta2168.0123

Ok | Cancel |

That's pretty much for the basics. I've sent a couple of caught spam mails to my demoroom Pop Account and run
this scenario all the way through. On the next pages, you will see some screenshots of the positiv result.
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Outlook Express Inbox View
1Tk

J File Edit “iew Tools Message Help

A . & @ 2 @ S X | g8 . 3B &= .
T Mail Reply Reply Al Forward Frink Delete Send/Recy Addresses Find

&= Inbox

Folders x([e]a]# | Fom | subject | Rec
I:}’l Cutlook Express | [E=tMailEnable Administrator Mew E-Mail Account Motification
EI@ Local Folders b Rainer_Bemsel@NAILcom FW: Congress, Yahoo! Slam Spam 125
'@ Inbox (7) B Rainer Bemsel [spam] FW: 124
@ Outhox b B Rainer Bemsel [spam] FW: I saw your profile p¥3cT8oab... 12/
ﬁ Sent Tkems B Rainer Bemsel [spam] FW: Buy your medications Discretely 124
@ Deleted Thems LI i Rainer Bemsel [spam] FW: everyone should be big - thisis ho... 12/
R ” i Rainer Bemsel FW: Rainer - Software Sale-PROTECT YOUR PC ... 12/
@ Avvert News Canfrmation (Fr... ;I i Rainer Bemsel FW: Rainer, do u want to see Filthy Sluts Fronm ... 12/
pmalEnatle admnstater 0| o | Bl
|8 messageis), 7 unread @ Working Online | 4

Picking one of the emails, marked with SPAM. By verifying the properties, | could see all X-Headers, added by
Spamkiller

[spam] FW: Buy your medications Discrete ﬂﬂ

General | Uietaik

Internet headers for thiz meszage:

MIME Aersion: 1.0 -]
Content-Type: multipart/alternative;
boundary=""----=_kextPart_000_0013_01C3C351.CE!
#-Priarity: 3 [Mormal]
-t S ail-Prionity: Marmal
w-Mailer: Microgoft Outlook MO, Build 9.0, 2416 [9.0.2970.0]
#-MimelLE: Praduced By Mizrozaft MimeOLE WE.00. 2800116
Impartance: Marmal
Digposition-M atification-T o: “'Rainer Bemzel'' <rainer@bemszel. oo
#-Provagz-D: kundenserver. de abusei@kundenserver. de auth:
H-HotPOP-Delivered-To: demoroomi@hotpop.com
To: <demoroomizthotpop. conm
#-Forwarder: Bedirected by EFS, http: / Avasw, chimeracomplitin
F-MAl-Spam-Score; 8.0
oMl -Spam-Leyel; s
#-Mal-Spam-Rules: & Rules triggered
BlZ_URL=5, HTHL_MESSAGE=1.84, 'WEB_BUGS=

OMLY _COST=0738 —
‘_l
_'*I_|

4| |
Mezzage Source.. |

o |

With a setup similar to this, you can use a global Anti-Spam Solution, based on SMTP.

Cancel |
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