How to add a PacketShap
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This document outlines the steps necessary to have a PacketShaper sending Netflow-5 Data into Reporter
Analyzer from NetQoS.

First, you have to have a Reporter Analyzer being set up in your environment. If Reporter Analyzer hasn't
received any Flows yet, there will be no interface seen at Interfaces tab.
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Figure 1 - No Interface reported

Next, you should have SNMP Profiles configured, where SNMP from a PacketShaper has been added
correctly. This will be done through NPC Administration Tab - SNMP Profiles. This will make sure, you get
correct ifIndex, Interface Description, Aliases and Speed Values.

Net®oS. ~ NetQoS Performance Center e LB s O ey

System Settings User Settings  NetQo5 Settings
SNMP Profiles

Configured Profiles
Order Profile Name SHMP Ver=ion Authentication Privacy U?'Bd b
Dizcovery
SNMPv1/SNMPv2C None
O 2 Migrated Community public SHMPv1/SNMPw2C None None Yes
WMove ann] [ New ] [ Edit ] [ Delete
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Make sure PacketShaper SNMP Settings does match with the value, you just had configured on the
NetQoS Performance Center.

Blue@Coat PacketShaper® HOME | BLUE COAT Sicv ™" | DOCUMENTATION | SUEEORT | EEEDBACK | LOG OUT

Unit: home-shaper Traffic Discovery: On  Shaping: Off

£ LT CTA LR - e

SNMPv1iv2e Configuration

[ apply changes ... ] [ reset form ]

Look Community String: |home_ro
Touch Community String: |schreiben

SNMP Trap Destination(s): |192.168.10.72
(Up to eight dotted decimal addresses) v

Next, you will have to configure the PacketShaper to deliver Netflow-5 Data to the reporter Analyzer.

Bluet}Coat PacketShaper"’ HOME | BLUE COAT iy " | DOCUMENTATION | SUPFORT | EEEDBACK | LOG OUT

Unit: home-shaper Traffic Discovery: On Shaping: Off

£ LI L7 7R - e

SETUP e

Choose Setup Page: | flow detail records v

flow detail record settings  ——————

[ apply changes ... ] [ reset form ]

Collector IP Port Record Type Enabled
Collector 1 [192.168.10.72 9995 NetFlow5 +| [on v

Collector 2 v| [off »
Collector 3 v| [off »
Collector 4 v| [off v

default: 9800
NetFlow-5 only attributes

Engine Type |0
EnginelD |0

Engine Type and Engine ID is the equivalent of the Source ID field, which is a 32-bit value and is used to
guarantee uniqueness for all flows exported from a particular device. The format of this field is Vendor
specific. In Cisco’s implementation, the first two bytes are reserved for future expansion, and will always
be zero. Byte 3 provides the uniqueness with respect to the routing engine on the exporting device. Byte 4
provides uniqueness with respect to the particular line card or Versatile Interface Processor on the
exporting device.

If you use more than one PacketShaper, you may want to use those attributes in a unique fashion to
associate incoming NetFlow export packets with a unique instance of NetFlow on a particular device.
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Once you have NetFlow activated on the PacketShaper, go grab a coffee and be patient for 45 minutes
If you want to add manually a Router / PacketShaper to the Flow Manager before receiving Flows, you
can use Flow Manager Utility. Normally, Routers will be added automatically, once Reporter Analyzer

get Flows.

I like the Tool “PacketMonitor” — It’s a Freeware and can be downloaded from www.analogx.com

W _AnalogX PacketMon {www.analogx.com) =] B2
File Rules Help
— Status

Packet monitor active... Pauze |

o Time | Protocal | Source I Source Port | Dest P | DestPort Size | -

1 0000, 00:54.094  LDP 192165810152 9912 1921681072 9935 1444

2 00000108077 UDP 19216810152 9912 1921681072 9995 1444

3 00000110077 UDP 19216810152 9912 1921681072 9995 1444

4 00000110077 UDP 19216810152 9912 1921681072 9995 1444

a 00000124265 UDP 19216810152 9912 18921681072 9995 1444

=] 0000 0q:29:202  UDP 19216810152 9912 1921681072 9995 1444

7 0000 01:34:171 UDP 19216810152 9912 1921681072 9995 1444

a 00:00:01:38:827 - UDP 19216810152 9912 1921881072 9995 1444

9 00:00:01:41:436  UDP 19216810152 9912 1921681072 9995 1444

10 00:00:01:48:077  UDP 19216810152 9912 1921881072 9995 1444

11 0000 202094 UDP 19216810152 9912 1921681072 9995 1444 iz
12 0000;02:11:625 UDP 192165810152 9912 1921681072 9935 1444

13 0000 2 21:081  UDP 19216810152 9912 1921681072 9995 1444

14 Q-0 0221104 [N 1= AQPARE 1M 157 qo1 197 IRE 1IN T qgqos 1444 ll

&

This tool does a graphical display of incoming Packets on a certain IP Address on the local Reporter
Analyzer. Just configure a filter and have all Packets displayed, which are destined for 9995. This is the
default NetFlow Port for Reporter Analyzer.

As I said, the PacketShaper will be added automatically to the Interfaces.
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ENetviewer Support =

= 7 = ,_... - 3 » &
v ;@Repﬂrtemnalyzer: Interface Select ! ff} T Bl dey - |5k Page v iy Tools -

NPT Help Support About Sign Out ngadmin

Enterprise Overview Interfaces Custom Reporting Flow Forensics Analysis Administration

7 Interface Index ©

Router Group

| Search | Clear Filter Max per Page: (20w |
» home-shaper (192.168.10.152) 2 Interfaces
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Next, you should Test SNMP Profile.

Frow ManaGer

Flow Manager Router Configuration

Flow Manager

Router Communication Parameters

Profiles last updated 11212003 10:05 AW GMT

Flow Harvester

Al b select a Router: [tsziesi0452 =]

ers Last Poll: 201 0-02-02 10:19:41
Last Discovery: 2010-02-02 10:19:41
+ About _@]
IP&ddress: 192165810152
ShP Profile: home_ro  Test Profile Rediscover Profile
ShMP Yersion: 2
ShMP Port: 161

Looking for templates ?

Templates are now administered from the Reporter &nalyzer Master Console

@ 2001 -2007 MetGQos, Inc. All rights reserved. -

Click on Test Profile

Frow ManaGer nicgacimin
Support | Nek Lag OFf

Flow Manager Router Configuration

Flow Manager

Profiles last updsted 1172172009 10:08 Ak GMT

b Select a Router: |192_1 E10.152 vI

Flow Harvester Router successfully contacted with configured profile!

* Adn akicn
Maitne: home-shaper
- Description: Blue Cost PacketShaper 8.5.1
Uptime: 0 days 0 hours 34 minutes
* Abaut Interface Count: 4

Last Poll: 2010-02-02 10:19:41
Last Discovery: 2000-02-02 10:19:441

LEdit
IPAddress: 19216810152
ShMP Profile: home_ro  Test Profile Redizcover Profile
SMMP W ersion: 2
ShP Port: 161

Looking for templates 7

Templates are now administered from the Reporterdnalyzer Master Console
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Click on Interfaces and have only the required Interfaces selected.

Frow Manacer
Support

Router Interfaces

+ Authentication P Select a Router: | 19216810152 v[

sysName: homeshaper
sysDhescr: Blue Coat PacketShaper 551
IPAddress: 19216510152

Collector: 1921631072

e v for R:J:l:lti‘: only) ifindex | Description |Alias | SpeediIn Speed Out
Il 1 |Inside 100.00 Mbps | 100.00 Mbps
Ird 2 |Outside 100.00 Mgz | 100.00 Mbps
I 5 Empty 0 bps 0 bpz

4 Management 10.00 Mbps 10.00 Mbps

Submit I

@ 2001 -2007 MetQos, Inc. &l vights reserved.

So, you may have already data received from other interfaces. To remove that Interface, highlight and
click on Delete

T >ReporterAnalyzer Administration Tool

ReporterAnalyzerw

Heporterl Reserved Seatingl Custom \r"irtuallnterfacesl Application Mappingl D5A Schedulel D54 Interfaces | Data Sources

| Last Update
1] 201002402 10:45:00 CET
home-shaper  Outside 2010-02-02 10:45:00 CET

| Description

< | &

[~ Only show interfaces where |D ata Source j contains |
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Next, verify Interface Speeds. My PacketShaper is connected to the T-DSL with 3072K downstream and
384k upstream, so I change those values.

Blue®@Coat PacketShaper“" HOME | BLUE COAT Sicv ™™ | DOCUMENTATION | SUPPORT | EEEDBACK | LOG QUT

Unit: home-shaper Traffic Discovery: On  Shaping: Off

£ T L7 TR - e

WAN settings _
Inbound Rate: 3072k
Outbound Rate: 384k

From the ReporterAnalyzer Page, click on Administration and Interfaces and “Select an Interface”

Ne g J/ Re OrterAnaI Zer NPC Help Support About Sign Cut ngadrmin

Enterp / Interf; Custom Reporting Flow Forensics Anah Administration
Data Collection

Sources Interface Configuration

Routers
- Interfaces — 3l Select an Interface

=nrc Interface Groups
Aggregations
Links
Templates
Protocols

Addresses

Click on the Interface you have chosen (in my case Outside) and you will get into the Edit Option

2 Interface Index - Webpage Dialog

£ | http:/f192. 168. 10, 72/Admin/modalDialogFrame. asp?url =.. fagentSelect. aspawindowTitle =Inter face %20Index8parameters =singleSelect%%3Dtrue % 26modal v

linterface Index

Select an Interface - Expand and collapse the interface lists by clicking on the blue arrows to the left of a router or probe name. Click on an interface to
continue.

Cuick Search: ALL H Advanced Search
Expand All Contract All

= home-shaper 1 Interfaces
Interface Description Type InfOut Speed Active Last Updated
CQutzide LAN-ET 100.00 M /100,00 M Yes  02/0210 0545 GNT

http:/f192. 168. 10. 72 fAdmin/modalDialogFrame. asp?url=.. fagentSelect. aspiwindowTitle =Inter face Index&parameters=singl g Internet
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Edit Interface

Interface Configuration

=l Select an Interface

Hame: home-shaper::Outzside

Description:

Type: LAN-ET

Speed: 100.00 Mbps ¢ 100.00 Mbps ¢ 100.00 Mbps

Status: Active - Last updated on 2/2/2010 9:45:00 &AM GMT
Click on Edit

Interface Mame:

Description:

In Speed:
Qut Speed:

Type:
Status:

Interface Configuration

Edit an Interface

Interface Speed: | 100000000 |

|Dutside |

| PacketShaper-connected to DSL-Ro uterl |

3072000 |

384000 |

| LAN Ethernet v |
Active - Last updated on 2/2/2010 10:00:00 AN GNT
 Submit | [ Reset | [ Cancel | [ Delete |

Make your Changes and Submit

Interface C

= Select an In

Edit Interface

onfiguration

terface

Name:
Description:
Type:
Speed:
Status:

home-shaper:: Outside

PacketShaper connected to DSL-Router

LAMN-ET

3.07 Mbps / 384.00 Kbps ! 100.00 Mbps

Active - Last updated on 2/2/2010 10:00:00 AM GNT
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Support About n Qut ngadmin

home-shaper::Outside - PacketShaper connected to DSL-Router [change]

1. For thiz interface, show me:

Qverview

4 1Feb 2010 20:28:00 - 2 Feb 2010 20:28:00 CET P

Flow Forensics

» Stacked Protocol Trend - In 1 Feb 2010 20:28:00 - 2 Feb 2010 20:28:00 CET
home-zhaper::Outside - PacketShaper connected to DSL-Router 3.07 Mbps
40 zamples st 15 minute resolution
=00 http (*.ip.tep.80}
400
300
L]
o
=
= 200
1004 ‘ i
Adh B A
0 T T T T T T T T
20:28 2313 1:58 443 7.28 10:13 12:58 15:43 1828  20:28
1 Feb 2 Feb 2 Feb
 Stacked Protocol Trend - Out 1 Feb 2010 20:28:00 - 2 Feb 2010 20:28:00 CET
home-zhaper::Qutside - PacketShaper connected to DSL-Router 384.00 Kbps
40 zamples &t 15 minute resolution
120 http (*.ip.top.80)
100
80
L]
= B4
2 igmp (*.ip)
404 Qther
204
PR e
0 T T T T T T T T
20:25 2313 1:58 443 7.28 10:13 12:58 15:43 1828  20:28
1 Feb 2 Feb 2 Feb
¥ Host Summary - Volume - From 1 Pty 2010 20:26:00 - 2 Feb 2010 20:25:00 CET
home-shager Qulsice - PacistShaper connectied 1o OSL-Router 307 Ubps
3510 Wiytes 15.37 %
= 2775 WHyhes 1215 %
24 57 WBytes 10.76 %
] 20,08 WBytes B.T8 %
16.23 Waytes T11%
] 1216 Wiytes 512 %
885 WByles 387 %
] TE1 WBytes 120%
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