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This document describes the steps to install freeRadius under Fedora and prepare configuration to be used
to authenticate PacketShaper Login Access.

I do have Fedora with kernel 2.6.9-1.667 running and downloaded a copy of freeRadius 2.1.7 from their
website http://freeradius.org

Make sure you have Development Tools installed on your Fedora Workstation

A comprehensive Source of Installation & Configuration is found on http://wiki.freeradius.org/Main Page

Unpack the download gz file
[root@fedora ~]1# gunzip freeradius-server-2.1.7.tar.gz

Extract tar file
[root@fedora ~]# tar -xvf freeradius-server-2.1.7.tar

Simple Installation of freeRadius

You will need to prepare the package of freeRadius to get it installed on your own dedicated linux
workstation. To to that, just run following three commands. Don't get surprised, you will see a lot of
messages running on the screen when running those commands. Make install will add all required files to your
system to be ready to run freeRadius the first time.

[root@fedora freeradius-server-2.1.7]# ./configure
[root@fedora freeradius-server-2.1.7]# make
[root@fedora freeradius-server-2.1.7]1# make install

The first time, you should start the freeRadius Server under root. The ‘X' will run the server in debugging
mode. The will also generate a Certificate.

[root@fedora freeradius-server-2.1.7]# radiusd —-X
If you see following messages at the end your newly installed freeRadius is listening to the requests.

Listening on authentication address * port 1812

Listening on accounting address * port 1813

Listening on command file /usr/local/var/run/radius/radius.sock
Listening on proxy address * port 1814

However, this is only half of the story. Next you will need to configure the Radius Server to respond with
the vendor specific access level attribute.

DISCLAIMER

This Technical Tip or TechNote is provided as information only. I cannot make any guarantee, either explicit or implied,
each Vendor for further information or support.

Although I believe the information provided in this document to be accurate at the time of writing, I reserve the right
and without notice. This technote has been created ofter studying the material and / or practical evaluation by myself.
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Configure Radius Server
1. Create a file named dictionary.packeteer

Create a file named dictionary.packeteer (typically in the /ust/local/share/freeradius) with these lines, if
not present already. In this installation with freeRadius Version 2.7.1, dictionary.packeteer was already
included.

VENDOR Packeteer 2334

#

# Standard attribute

gEGIN—VENDOR Packeteer

ATTRIBUTE Packeteer—-AVPair 1 string
END-VENDOR Packeteer

2. Add the following line o the file named dictionary
Even the PacketGuide (User Manual of a PacketShaper) stated, you have to add following line "$INCLUDE
dictionary.packeteer”to the dictionary file, there is no need to do so, because the existing include
statement points to a directory with all vendor specific dictionary files.

$INCLUDE /usr/local/share/freeradius/dictionary

3. Enter each user's name, password, and local access level into the users file

Copy the original users (/usr/local/etc(raddb) file to and create an empty file. Personally, I prefer slim files
with only some lines. I also did use user names from the local fedora workstation, to control passwords from
a system point of view. However, keep in mind, only PAP will work. T did use PacketWise 8.3.3. Tt may change
in the future, but that question needs to get to BlueCoat, who owns PacketShaper after their acquisition of
Packeteer.

rbemsel Auth-Type := System
Packeteer—-AVPair = "access=look"

root Auth-Type := System
Packeteer—-AVPair = "access=touch"

4. Add Client IP and dedicated Shared Secret

Edit the client.conf (/usr/local/etc(raddb) and add following lines with the PacketShaper IP Address
and correlated Shared Secret. My PacketShaper is using 192.168.10.83

#}

client 192.168.10.83 {
secret = secret88
shortname = lab-shaper
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Configure Radius Authentication Service on PacketShaper

Log into a PacketShaper

PacketShaper® - ©) PACKETEER

top ten monitor manage report help ¥eedback | “packetguide

Unit: lab-shaper Traffic Discovery: On Shaping: Off Acceleration: Off Compression: Off

| SETUP e

Choose Setup Page: RADIUS client -

_ RADIUS Client Settings  me—

[ apply changes ... ] [ reset form ]

RADIUS Authentication will be used if Authentication is turned on and an Authentication Host is entered.
RADIUS Accounting will be used if Accounting is turned on and an Accounting Host is entered.

Authentication: on ¥
Authentication method: PAP -
Primary Authentication Host: 192.168.10.231 Port: 1812 Shared Secret: secretdd
Secondary Authentication Host: Port: Shared Secret:
default: 1812
Accounting: on -
Primary Accounting Host: 192.168.10.231 Port: 1813 Shared Secret: secret38
Secondary Accounting Host: Port: Shared Secret:
default: 1813
Retry limit: 3 -

[Sa]
4

Retry interval (seconds):

You can get a more detailed response, when loggin into the console or telnet/ssh to the CLI

192.168.10.83# radius session
D Status Age Idle Limit Type Access User Name

4blc20af logged in 125 secs 0 secs 60 mins CLI touch root
4b1c2021 logged in 260 secs 202 secs 60 mins WUI touch root

192.168.10.834#

I like following login test, as I can see immediate response.

192.168.10.83# radius login root my_secret_password
"root" RADIUS Authentication OK
Vendor-Specific: access=touch

192.168.10.834#
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Login to a PacketShaper with Standard Authentication, only password is required.

: (€ lab-shaper: PacketShaper Lagin - Windows Internet Explarer o @ = :
@O > [ http//192.168.10.83/lgin bt - &[4[ x| sing P -
x (- S - @~ [Web Search £ Upgrade your Toolbar Now! v [§ Bookmarks + [ Settings +| /1 HP Access »
x @ [M~ searchthewes B ¢ Eimages @ westher GgNews v [@Maps ~ B Resize v 4 Highiight #, Options ~

< Favarites | 7 @] Suggested Sites v 2| Get More Add-ons ~
Jg_g—t -shapen: .. % | @ Configure a RADIUS Authe... |_| fi v B - = & v Pagev Safetyv Tools~ @+
; = R
PacketShaper® ' (©) PACKETEER I

Password: esess| login

[[] Secure Login

Cone € Internet | Protected Mode: OFf fy v HI0% v

Login to a PacketShaper with Radius Authentication, username and password is required.

g lab-shaper: PadoetShaper Legin - Windows Internet Explorer _— i -‘ -. Elﬂu
- o O G ——— - —- e —

@. a http /192,168.10.83/ Iogln htm?r= done B4 | X b s ing R v|

x v 9!’ | o\"_jWEbSEalChiﬂAUpgradeyourToolbar Now! v [§ Bookmarks ~ I"Settmgsv| 1 HP Access #
x @ @V Search the web m <|> Images EWeather ﬁNews - Maps - ﬁResize' ﬂHighIight #, Options ~

¢ Favorites | 55 €| Suggested Sites ¥ | Get More Add-ons ~
|_| M- + [ = v Pagev Safetyv Tools~ (@~ »

|° lab-shaper: PacketShaper Login

PacketShaper® : ©) packeTEER

User Name: root

Password: *****"

[[] Secure Login

Done & Internet | Protected Mode: Off 3 v ®100% ~ i

w Net@®oS.
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Troubleshooting Tips

This is a free Test Utility, which can be downloaded at www.dialways.com . Using this tool does not require
any other radius clients to connect to the server.

% NTRadPing Test Utility = ] |
RADILS Server/part: [192.168.10.231 |1812 NTRadPing 1.5 - RADIUS Server Testing Tool

@ 1999-2003 Master Soft Sp_A - Italy - All rights reserved
Reply timeaut (sec. ) |3 Retries: IB http:/fweww.dialways.com/
RADIUS Secret key IsecretSS e *

ms

User-Mame: Irbemsel —
Password: [== " CHaP MASTERSOFT DIALWAYS
Fiequest type: IAuthentication Request j IU RADIUS Server reply
Additianal BADIUS Attibutes: Sending authentication request to server 192.168.10.231:1812

Transmitting packet, code=1 id=0length=47

no rezponze from server (timed owt], new attempt [H#1]
na regponse from zerver [timed out), new attempt [#2]
no rezponze from server (timed owt], new attempt [H3]

| =l ||
Add | Hemovel Elearlistl Load... | Save... | Abort I Help... | Cloze |

Additionally, I use to Packet Monitoring Tool, which can be downloaded at www.analogx.com. This is
also freeware and helps to determine if packets are leaving and receiving correct. Easy to define filters. It
does not capture data, but show incoming and outgoing connections. Very useful

% AnalogX PacketMon (www.analogx.com) - Monitoring on 192.168.10.32 i} |EI|1|
File Rules Help

Status
(Packet monitor active... 5 (100} Pause I ‘

[} Time | Protocol | Source P Source Port | Dest P Dest Port Size | Rule |
1 00:00:04:03:175 UDP 192.168.10.32 3305 192.168.10.231 1812 75 Radius
2 00:00:04:07:707 UDP 192.168.10.32 3305 192.168.10.231 1812 75 Radius
3 00:00:04:10:238  UDP 192.168.10.32 3305 192.168.10.231 1812 75 Radius
4 00:00:04:14:769  UDP 192.168.10.32 3305 192.188.10.231 1812 75 Radius
5 00:00:04:17:300  UDP 192.168.10.32 3305 192.168.10.231 1812 75 Radius

Finally, if you have started freeRadius in debugging mode, there is a lot of information, how
authentication using the radius protocol works

Don’t forget to use tcpdump on Linux to see if Radius Packets are received

22:32:11.379864 IP 192.168.10.83.1088 > 192.168.10.231.radius: RADIUS, Access Request (1), id: 0x91 length: 59
22:32:11.394389 IP 192.168.10.231.radius > 192.168.10.83.1088: RADIUS, Access Accept (2), id: 0x91 length: 40
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